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People who reg-
istered on a patient
portal/personal health
record used by the state
and Twin Lakes Region-
al Medical Center may
have their protected
health information jeop-
ardized by a national
data security breach.

TLRMC participated
in the Kentucky Health
Information Exchange,
.an electronic network
that supports health
information exchange
among healthcare pro-
viders and organizations
throughout Kentucky.
The KHIE contracted
with Xerox Corp. to use

its NoMoreClipboard

- patient portal product.

NoMoreClipboard, a
national company, was
the target of a cyber
attack which has com-

-promised the security of

some protected health
information;, the hospi-
tal announced Monday,
July 27.

To be included in the
breach, patients must
have registered for the
MyHealthNow patient
portal through No-
MoreClipboard during a
visit to TLRMC between
Dec. 1, 2014, and March
12, 2015, or March 23
to April 8, 2015. Pa-
tients must then have
taken the additional

: mﬁov of going on the

NoMoreClipboard
website, registered, and
E&om&mm their personal
information.

Patients whose infor-
mation may have been
compromised will be
contacted by NoMore-
Clipboard, not Twin
Lakes Regional Medical
Center.

The information will
include what to do and
contact information for

" questions. The public

is asked not to contact
TLRMC since the breach
did not involve any in-

hospital or by any local
doctor’s office.
To better assist those

formation stored by the

s&o may potentially
have been affected,

" a confidential, .8=-

free hotline has been
established to answer
questions. This hotline
is available Monday

. through Friday, 8 a.m.

to 8 p.m. CDT and ¢an
be reached at mom -328-
1987.

. A news release from
NoMoreClipboard says
itis emailing users with
instructions on how to

change their passwords.

The affected data
may include patients’
names, home address-
es, email addresses,
dates of birth and
Social Security num-
bers. No financial or

S,mm# card EmcHEwﬁon

. was compromised, as

this information is not
collected or stored. The
investigation indicates
the unauthorized access
to the network occurred
on May 7 through May
8, 2015. The attackers

‘regained unauthorized

accessed to the network
again on Em% 25, 2015.
Not every patient
who registered at TL-
RMC during the time
periods listed is affected

by the situation. At this -

time, it is not possi-

ble for the hospital to
determine the number
of people this affects.
However, it is believed
the number should be

g;mmow may mmooﬁ local residents

kept to a minimum
since the system was
only recently put into

place.

As the investigations
continue, NoMoreClip-
board is offering credit

‘monitoring and identity

protection services to
affected individuals, free
of oﬁmamm for the next

- 24 months. Participants
can call the toll-free call

center to answer ques-
tions relating to this

"data security event and

the support and services
being provided.

More information
can be found at www.

_. nomoreclipboard.com.




