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Lab 1-1
Using the Command Line

Internal Versus External
Commands

Internall Commands

m Built into the OS.

m Already in memory if the OS is loaded.

m Available anytime the computer is
displaying a command prompt.

m Generally, the more frequently used
commands.

m Examples include: DIR, COPY, PATH, CD,

MD, DEL, TIME, DATE.

External Commands

m Not a part of COMMAND.COM.

m Located in another directory.

m Must be loaded into memory as needed by
the OS.

= Examples include: FORMAT, DEFRAG,
DISKCOPY, MEMMAKER, and
SCANDISK.
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In this lab, you will study the command line,
concentrating on its command structure and its
syntax. In the hands-on part of the lab you will begin
using some of the commands, with special emphasis
on wild card features.

There are two types of commands, called internal
and external. It is important that you understand
their differences.

The internal commands are an integral part of the
operating system. Because the internal commands
are part of the OS they are already in memory
anytime that OS is loaded. Originally, the idea was
that these are the most frequently used commands
and time could be saved by making them part of
COMMAND.COM. A few examples of internal
commands are listed here. Altogether, there are
about two dozen of these internal commands.

External commands are not part of
COMMAND.COM, or the OS. Instead, they are
separate programs that are not normally in memory.
In fact, they generally reside in a directory on the
boot drive. A few examples of external commands
are listed here. But this list is by no means complete.
Most commands are external commands. Because
they are not normally in memory, they must be
loaded into memory before they can be executed.
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Syntax

m A specific set of rules that you must follow
when writing commands.

m The order in which you arrange the
elements of the command.

m The rules of grammar for the command line.

Commands have three parts:

\%(_/

Optional

Keyword - What action to perform.

Parameter - What is acted upon.

Switches - How to perform the action.

Keyword

m A unique word or set of characters that
identifies the action to be performed.

m Some are quite descriptive: FORMAT,
COPY, MOVE

m Others are abbreviated: DEL, DEFRAG,
DBLSPACE

m A few are little more than memory aids:
EMM386 and MSCDEX.

One of the things that we will be discussing in this
and future labs is the syntax of the command. Syntax
is simply a fancy word for a set of rules that we must
follow when writing commands. It has to do with the
order of the different elements that make up the
command. You can think of syntax as the rules of
grammar the command line.

Commands are made up of one, two, or three parts
as shown here. The three basic parts are called the
Keyword, the Parameter, and the Switches. The last
two parts are optional. One or both may not be
needed with some commands.

A good way to think of these three elements is like
this. The Keyword tells what kind of action is to be
performed. The Parameter tells what the action will
be performed upon. And the Switches tell how the
action will be performed. Let’s take a closer look at
each of these.

The Keyword is a unique set of characters (usually
two to eight characters) that tells what action is to be
performed. Some are English words that mean more
or less what they say such as Format, Copy, and
Move. Others are abbreviations such as DEL for
delete, DEFRAG for defragment, and DBLSPACE for
double-space. Still others are simply memory aids
that convey as much meaning as possible in a few
characters such as EMM386 and MSCDEX.
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Parameter:

m Additional directions for the command.

m [t may specify a directory or file on which
to perform the action.

m [t may specify a hardware device.

m [t may specify a system setting.

Switches

m A special type of parameter that enables or:

disables optional functions of the command.

switch with the DIR command
ys the directory one screen at a time.

W switch with the DIR command
displays the directory in the wide format
(five columns wide).

Two Common FEorms oft
Commands:

(0)3

1
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The Parameter provides additional information. It
specifies what will be acted upon. This may be a file,
a directory, a hardware device, or a system setting.
Most often it indicates a specific file that is to be
acted upon.

Most commands have several different ways of
carrying out their action. The switches tell the
command how it will perform its action. Switches
enable or disable certain optional functions of the
command. For example, when you ask for a directory
listing, you can specify the form the listing will take.
The slash-P switch displays the directory one screen
at a time. The slash-W switch displays the directory
in a wide format.

Most commands will take one of these two basic
forms. Notice that both use a keyword. In fact, every
command requires a keyword. In the first example,
the parameter indicates the drive and the file that is
to be acted upon. In the second example, both a
source file and a target file are indicated. The
difference between these two can be better
understood by considering some examples.
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DEL SALESS9S5 .DOC
—_—

T U

Keyword

DEL, A:\SALES95.DOC

COPY FILE13.TXT A:
TN -\ .

Keyword ﬁ

Source
Target
or
Destination

Let’s suppose you find a file called SALES95.DOC.
Let’s assume that this is an old sales report that is no
longer needed and you want to erase it to free up
disk space. The command shown here will do that.
The keyword is DEL, which is short for DELETE.
What action is to be performed? Delete. What is to be
deleted? The file called SALES95.DOC. Because you
gave no details about where the file is located, the OS
assumes that it is in the current directory. That is, if
you are currently in the C:\BUSINESS directory, the
OS assumes that it will find the file called
SALES95.DOC in that same directory. If
SALES95.DOC is located somewhere else, you must
tell the OS exactly where it is.

For example, let’s suppose the file is on a floppy disk
instead of the hard drive. In this case you place the
floppy disk in drive A and then inform the OS as
shown here. It will look for and delete the file called
SALES95.DOC on the disk in drive A.

With many commands you must be concerned with
both a source file and a target or destination file.
Here is an example. Suppose you wish to share a file
called FILE13.TXT with a friend. An easy way to do
this is to copy it to a floppy disk using the command
shown here. The keyword is COPY. That is the action
to be performed. The file that is to be acted upon or
copied is FILE13.TXT. This is called the source file.
You must also tell MS-DOS the destination or target
to which you wish to copy the file. In this case, it is
drive A, which is indicated by the “A:” at the end of
the command.
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COPY

T

Space

EILEILS3 . TXT A:

T

Space

COPY, FILEL3.TXT A: /V
T N \N@ |

Keyword Switch

Source
Target
or
Destination

Backslash Vs. Forward Slash

m \ Backslashes are used as separators
when specifying directory or file
information.

m / Forward slashes are used to notify DOS
that the next character is a command line

switch.

Bad command or file name.

Notice that blank spaces are used to separate the
parts of the command. There must be a space
between the keyword and the source and again
between the source and the target.

Here we see the same command but with a switch
added. The slash V at the end of the command tells
the OS to verify that the copy has been recorded
correctly.

When you first begin working with the command
line it is easy to confuse the backslash with the slash.
It is important to realize that these are entirely
different characters that are used for entirely
different purposes. The backslash is used as a
separator in the file path. The forward slash is used
to identify switches.

The command line is intolerant of errors in syntax. If
you so much as leave out a space or use a slash
where you should use a backslash, the OS will
probably give you a simple error message like this
one. When you see this message, and you will see it
frequently when you are first starting out, go back
and look at your command syntax.
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Getting Help.

= Type HELP followed by the command you
want to know about.

m Type the command and then follow it with
the switch /2.

Wild Cards

Wildi card for a single character:

Sometimes, in spite of your best efforts, you will
need help with a command, especially when first
starting out. Fortunately, the OS provides you with
an on-screen alternative. Its built-in, on-line Help
system provides a wealth of information about the
various commands.

There are two ways to access this information. One
way is to type the word HELP followed by the
command keyword. Another way is to use the switch
“slash-question mark” at the end of the command
line. You will experiment with both these techniques
in the hands-on portion of the exercise.

Another subject you will explore in some detail is the
use of “wild cards.” Most of you are probably
familiar with this concept from card games. A wild
card is a card that can substitute for any other card.

A wild card is a character that can be used in a file
name and can substitute for any other character.
There are two types of wild cards, the question mark
and the asterisk.

The question mark is the wild card for a single letter.
That is, it can represent any character.
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= FILE]
m FILE2
m FILE3
u FILE4
m FILES
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JAN97SLS.XLS
FEB97SLS.XLS
MAR97SLS.XLS
APR97SLS.XLS
MAY97SLS.XLS
JUN97SLS.XLS
JUL97SLS.XLS
AUG97SLS.XLS
SEP97SLS.XLS
OCT97SLS.XLS
NOV97SLS.XLS
DEC97SLS.XLS

The file name: EILE? Can
represent:

u FILEA
n FILEB
m FILEC
u FILED
u FILEE

JAN96SLS.XLS
FEB96SLS.XLS
MAR96SLS.XLS
APRI96SLS.XLS
MAY96SLS.XLS
JUN96SLS.XLS
JUL96SLS.XLS
AUGY96SLS.XLS
SEP96SLS.XLS
OCT96SLS.XLS
NOVI96SLS.XLS
DEC96SLS.XLS

JANO9?SLS.XLS

JANOOSLS.XLS
JAN91SLS.XLS
JAN92SLS XLS

JAN96SLS.XLS
JANO7SLS.XLS
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While it might not be immediately obvious, this can
be a powerful tool. For example when used in a file
name, one name can represent several files. For
example, “FILE?” Can represent FILE1, FILE2, FILE3
or FILEA, FILEB, FILEC, etc.

What does that buy you? Well for one thing, it allows
you to do things like copying a dozen files with one
command. For example, let’s assume that you have
several years of spreadsheet files recording monthly
sales figures. Let’s further assume that someone had
the foresight to give them names that reflect their
content: JAN97SLS.XLS, FEB97SLS.XLS, etc.

Now out of these hundreds of files, let’s suppose you
want to copy only the January files of the 1990’s.
Since all the January files have the same name except
for the last digit of the year, you could write the
COPY command using a wildcard in the file name

JAN93SLS.XLS
JANO94SLS . XLS
JANOSSLS . XLS

like this: JAN9?SLS.XLS. As you can see, this would
yield all the January files for the 1990’s.
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Or, suppose you wanted every month of 1997. Then
you would use the question mark wildcard in each of
the first three characters as shown here. This would
yield each of the months in "97.

?77797SLS.XLS

JAN97SLS.XLS JUL97SLS.XLS
FEB97SLS.XLS ~ AUGY97SLS.XLS
MARO97SLS.XLS  SEP97SLS.XLS
APRO7SLS.XLS OCT97SLS.XLS
MAY97SLS.XLS  NOV97SLS.XLS
JUNO7SLS.XLS DEC97SLS.XLS
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Wild card for one to) eight
characters.

L

29999979.979

JAN9*SLS.XLS

JAN9OSLS.XLS JAN96SLS.XLS
JANOISLS.XLS JAN97SLS.XLS
JANO92SLS XLS
JAN93SLS.XLS
JAN94SLS . XLS
JAN9SSLS.XLS

The asterisk wildcard has a slightly different
meaning. The asterisk can represent one or several
digits.

For example, this combination will represent any file.
The first asterisk represents the one- to eight-
character file name. The second represents from one-
to three-character extension. It is often used to copy
all files in a directory, to delete all files on a floppy,
etc. Incidentally, this combination is often referred to
as “star dot star”.

Now, you could accomplish the same thing using the
question mark wild card, but a separate wild card
would be required for each character.

Applying the asterisk to the examples given earlier, it
can replace a single letter as shown here. It has no
advantage over the question mark in this example.
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*97SLS.XLS

JAN97SLS.XLS JUL97SLS.XLS
FEB97SLS.XLS AUGY97SLS.XLS
MAR97SLS.XLS  SEP97SLS.XLS
APRO97SLS.XLS OCT97SLS.XLS
MAY97SLS.XLS  NOV97SLS.XLS
JUN97SLS.XLS DEC97SLS.XLS

Now, it’s your turm.
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But in the second example, the asterisk does provide
an advantage in that a single asterisk may be used
rather than three question mark wildcards.

Now it’s your turn. The best way to learn the
command line is to use it. You will get the
opportunity to do this in the hands-on lab.
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Lab 1-2

The Command Line Prompt

Copyright © 2006 Heathkit Company, Inc. All Rights Reserved

So, you thought you didn’t need to know anything
about DOS or a command line? Think again, because
your ability to type a command is more important
than it has been for a long time. This lab will
demonstrate the importance of being able to perform
operations and run applications from the command
line.

Slide 2

Definition: DOS
mDOS is Disk Operating System

m DOS was the original operating
— system for the personal computer

m“DOS” is a text-based interface

Slide 3

‘% Z] ' 2 b ' ] ] 1)
u MS-DOS Prompt
m DOS Prompt

m Command Line

m Command Prompt

m Command-Line Interface

=“DOS”

Before we proceed, we need to define a term.
Although we might think of “DOS” as the operating
system before Windows, it is actually a generic term
that refers to a system for managing disks in a
computer, or a Disk Operating System. One of the
forerunners was a DOS called CP /M. Then,
Microsoft developed MS-DOS. Later, IBM and
Microsoft developed a similar operating system
called PC-DOS. And there were others that never
really caught on with the computing public.

Just remember that DOS was a system that required
you to type commands character-by-character. If you
didn’t grow up using this interface, you will
probably hate it at first. But, it is a very important
part of every Windows operating system.

When you hear someone make a reference to one of
these phrases, they all mean the same thing: typing
commands from the keyboard. Even Microsoft isn’t
always consistent with its terms, so don’t get
confused by them
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Graphical

Mouse
Clicks

Commands

Translate s

mouse
clicks into
commands

MS-DOS Prompt

<1 ol e 515 Al

w0 m Access to the
DOS interface
: in Windows 9x
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Regardless of what it’s called, this is the “command
prompt.” And of course, you remember the C:
represents the active disk drive, the forward slash
represents the root directory, the side ways arrow
serves to separate the prompt from the command
text, and the underline represents the blinking cursor
waiting for you to type something.

What's so good about the command prompt? The
Windows GUI only shows what it wants you to see.
You have to click around to different places to makes
things happen. Select an item, change it, click OK,
click Next, and so on. This is simple, because you
only have certain buttons to click, and sometimes
instructions are provided. But sometimes it’s tedious
and time consuming,.

The command line skips a step, taking you directly
into the commands. In many cases the command line
offers more options for a given command. If you type
fairly well, it can also be much faster than the GUL

In all the flavors of Windows 9x, you can access the
DOS prompt on the Start menu. Here you can see the
interface running in a window; if you press the Alt-
Enter key combination you will get the interface in
full screen mode, which looks like a real DOS
environment.
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Win 9x has DOS

Shut Down Windows

@ ‘What do you want the computer to do’?

" Stand by
 Shut dovn
= Bestart
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DOS and Windows Me...

Type the name of @ program. folder, document, or Intetnet
esouroe. and Windows will open i for you

One more thing you can do in Windows 9x is restart
the system into MS-DOS mode. This is a true real-
mode DOS restart, not just a virtual DOS-world
within Windows. Many people came to call this
“DOS 7.” Although Microsoft officially denies the
existence of a DOS 7, there has been much evidence
that “DOS 7” was in fact used internally at Microsoft
to describe this system.

Many high-end games automatically restart the
system this way to take advantage of the
performance improvements that accompany the lack
of a graphical user interface.

Slide 9

Windows Me is different from Windows 9x in many
ways. One important change is that all the simple
tools you might use to access a DOS prompt are
gone. There is only one easy way to get at DOS in
Me, and that’s to open COMMAND.COM in the Run
dialog. And once you get there, many of the familiar
DOS commands have been removed.

As an example, this is what has happened to the
venerable FORMAT command...there’s no easy way
to make simple bootable floppies in Windows Me.
The SYS command is gone, and you can’t boot to
DOS from the Start Menu, either.
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“DOS” in Windows XP

-mNow-called “Command-Line
Interface”

= More powerful then ever

m Enhanced commands and controls
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In some of the Windows XP documentation, the MS-
DOS Command Prompt is called the “Command-
Line Interface.”

Even though Microsoft has removed a great deal of
DOS support from Windows Me, Windows XP has
many advanced tools that can only be used from the
Command Line.

Slide 12

5.80.21951
t Corp.

Although Microsoft refers to this as the Command-
Line Interface, it’s called Command Prompt within
both Windows 2000 and Windows XP. Both terms
are referring to the same thing, just by different
names.

There are actually two different command line
interfaces in Windows 2000. The first is opened by
typing command.com in the Run dialog. This
environment is similar to what you'll find in
previous operating systems.

Whether you run Command Prompt from the Start
menu or type cmd in the Run dialog makes no
difference. However, the cnd.exe environment is
much more powerful than COMMAND.COM.
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Why use the Command Prompt?

-m-Some-commands-have no-graphical
equivalent

m Some tasks are faster and easier
from the command line

m You will be forced to use the
command line eventually

Unique Windows 2000
Commands

Eat

Econvert

Ecacls

Why would you want to use the command prompt
for anything? Isn’t everything available in a dialog
box somewhere?

Actually, there are several commands that cannot be
completed anywhere else but at the command
prompt. For instance, the IPCONFIG, PING,

TRACERT, and NSLOOKUP have no graphical
equivalents.

But there’s one very good reason to learn about the
command-line interface: at some point a problem
will arise that can be fixed easily and simply, but
only if you know how to use the commands.

So you thought DOS was dead and gone? Hardly.
Here’s a partial list of the commands available in the
Windows 2000 command-line interface, along with a
brief description of what each command does. You'll
recognize most of these as standard commands that
have been around since MS-DOS was king. But if you
look closely, there are some new commands
available.

Notice that the “help” command generated this list.

As proof that Microsoft expects many professionals
to use the command prompt, there are several
commands that don’t exist in DOS or Win 9x. The
“at” command allows you to schedule programs and
commands, convert makes NTFS partitions from
FAT partitions, and cacls allows you to change file
permissions. These are just a few examples of many
new commands.
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Earlier we used the help command to generate a
partial list of the Windows 2000/ XP DOS commands.
But that list doesn’t tell you anything about the
individual commands. To find out how to use a
command, you type the command followed by a
backslash and a question mark. This will produce a
short description of what the command does and
how to structure the command. Here, we typed
“convert /?” to illustrate what you can expect in the
way of a description and command structure.

irectory.

/B1 [/C1 /D] [/L] L/N1
Field1] [AN /41 [/41

This is the DIR command, one of the most important
commands you’ll use at the command prompt. As
compared to DOS, or even Windows 98, this version
of the DIR command has many new features
including /Q, /T, and /X.

=] B

Slide 19

als|clolelrlaln1]a k /M n|oe|alr|s

Tl vwlEv e

The only source of comprehensive information on
Windows commands is in Windows Help. You
should be able to judge the depth of the material
presented in Help by the size of the scroll bars. There
are thousands of topics, well organized and
hyperlinked to related topics.

J[path][filename] [..] [/p] [/w] [/d] [/all:]
1 i (/5107611

Our earlier look at the DIR command provided a
brief summary of the command. Here, you get a
richly detailed description of Dir, and at the end a
link to other related commands.
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Learning the CLI

-m Practice performing common- tasks—
at the command prompt.

m The CLI is faster, the GUI is easier.

m [f you are serious about your career
in IT...command-line proficiency is
a requirement.

Now, it’s your turn.

Unless you are forced, learning to use the command
prompt will be a chore. But the first time you can
save the day for your boss, your friends, or your
most important customer by typing madly at the
keyboard, you'll be convinced.

Keep in mind that working at the keyboard has been
shown to be much faster than working through a
GUI. Even when you can click adeptly, you still
waste time moving your hands between the mouse
and keyboard. If you practice, there is little that
cannot be done by using the keyboard exclusively.

Finally, as your career horizons expand the need to
have a variety of skills increases. Everybody can run
the Windows GUI, but how many technicians can fix
a problem in MSDOS.SYS without ever touching a
mouse? That’s the type of skill that gets you hired
before the others.

Now it’s time to try your hand at command line in
the lab.
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Lab 2-1
Working with Passwords

In this presentation, we will
discuss:
m The difference between Plug and Play

computers and Legacy computers.

m How computer hardware is configured.

The Two Types of Computers:

m Plug and Play (PnP)
m Legacy or Non-Plug and Play

Legacy or Non Plug and Play;

m Standard on all PC up to the Pentium-based
PC.

m Many characteristics were selected via
jumpers (or switches on older models).

m Used on both Motherboard and expansion
boards.

Today’s hands-on exercise is concerned with
working with passwords. As you know, a password
is a handy way to prevent unauthorized use of a
computer.

This presentation will be concerned with larger
issues. In particular, we will be discussing the
difference between Plug and Play computers and the
older “Non Plug and Play” or “legacy” computers.
We will discuss how both types of computers are
configured.

The PCs in use today can be divided into two broad
categories: Plug and Play and Legacy. Legacy is
simply a fancy term for non plug and play.

Legacy is often defined as something handed down
from an ancestor. In the PC world, the word is used
to describe any PC that is not Plug and Play. This
includes virtually all computers made before 1997
and many made afterwards. A PC can usually be
identified as a Legacy unit by a number of jumpers
or even switches on the motherboard and the
expansion boards. These jumpers or switches allow
the manufacturer or the user to change many of the
characteristics of the motherboard or expansion card.
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Configured by Jumpers

m Type of CPU
= Motherboard Bus Speed

m CPU Clock Multiplier

m CPU Core Voltage

= PS/2 Mouse enable/disable

m Super I/O Processor enable/disable
= Flash ROM Pr

m Chipset Voltage

m Clear CMOS

ramming enable/disable
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Jumpers allow:

m The Manufacturer to create different models
of the computer.

m The User to upgrade the computer.

m The User to change the password.
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Conductor

In Legacy-type PCs, you can configure a whole list of
items by moving jumpers on the motherboard.
Jumpers are provided which allow you to select
different processor types, motherboard bus speeds,
CPU speeds, and CPU core voltages. Other jumpers
allow you to enable or disable the PS/2 mouse, the
Super I/O Processor, and flash ROM programming,.
Another sets the chipset voltage. And finally, another
allows you to clear the CMOS, and so on.

The jumpers allow the manufacturer to create
different models of the computer using a common
motherboard. They also allow the user to upgrade
the computer as faster processors, new versions of
BIOS, etc., became available. One jumper allows you
to change your password should it become
compromised or simply because you forgot the old
password.

On Legacy-type motherboards, you can change all
these things by moving small jumpers like the one
shown here.

This cutaway drawing shows how the jumper works.
Inside the movable plastic jumper block, there is a
conductor.
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When the block is pushed down on the pins, the two
pins are shorted together.
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When the block is removed, the pins are left open.
However, when a jumper block is removed as shown
here, it is still a good idea to leave the jumper block
behind in case it is needed in the future. How do
you leave it behind without shorting out the pins?
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Like this. By connecting the block to only one pin, it
will not short the pins and it will be handy when you
need it in the future.

Slide 12

Sometimes, it is important to know which pin on the
jumper is pin 1. The bold line indicates pin 1 of the
jumper.

Pin 1 |:> ( g
Indicator
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Sometimes the pins are numbered as well. The
numbers become more important when you have
three pins as shown here. With this type jumper
there are three possibilities. First, all pins may be
open.
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Or, pins 1 and 2 can be shorted.
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Or finally, pins 2 and 3 can be shorted.
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As before, if all pins are open, it is still a good idea to
leave the jumper block behind in this harmless
position so that it will be handy when you need it.

Slide 16
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Becoming Familiar with the
Digital Multimeter.

Function/
Range
Switch

The most common test instrument used in PC
servicing work is the Digital Multimeter. It is called a
multi meter because it combines a voltmeter, a
current meter, and an ohmmeter in a single package.

Here we see a typical digital multimeter. Yours will
not look exactly like this one, but it will have several
things in common. If you understand this most basic
model, you should not have problems with other
units you encounter.

Here you see the three main parts of the multimeter.
The digital display is usually at the top. It gives a
visual indication of the voltage, current or resistance
being measured. The Function/Range Switch is in
the middle on most meters. It allows you to set the
function of the meter... Voltmeter, Ammeter, or
Ohmmeter. And it gives you a choice of ranges so
that you can pick the range that gives you the best
reading. Finally, at the bottom are the input
terminals. This is where the test leads connect to the
meter. As you can see, on this meter, several different
lead placements are possible. Let’s take a closer look
at each of these three parts.
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3-1/2 Digit Display;
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Range and Function Switch

m® . e
20 200m
10A

Slide 22

[nput Terminals

00

COM mA 10A

Liquid crystal displays are common because of their
very low power consumption and because they are
easy to read even in brightly lighted areas. The
display shown here is typical. It consists of three 7-
segment numerals (on the right) that can display any
digit from 0 to 9. In addition it has a fourth digit (on
the left), but it can display only “1”, a minus sign, or
both. Because this fourth digit does not display 2
through 9, it is often called a half-digit. Therefore, the
overall display is referred to as a three-and-a-half
digit display.

The Function/Range Switch sets the overall function
of the meter. Here a rotary switch is used. Some
meters will use push button switches, but all
multimeters will have some method of selecting the
function you wish to perform. The three most
common functions found on most multimeters are
Voltage, Current, and Resistance. Some have many
additional functions such as Capacitance, Inductance,
etc. But in reality, these additional functions are
rarely used. On this meter, the same rotary switch is
used to set the range. Some meters use a switch
dedicated solely to this purpose. Others are auto-
ranging, meaning that they automatically set the best
range for a particular measurement.

The input terminals at the bottom are where the two
test leads are connected. The black lead is almost
always connected to the common or ground terminal
as shown here. On this particular meter, the red lead
is connected to the red terminal on the right when
measuring voltage or resistance. On the other hand
when measuring low values of current, the red lead
is plugged into the terminal labeled “mA” for
milliamps. For higher levels of current, an additional
terminal is provided labeled “10 A” for 10 amps.
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Measuring an AC Voltage.

AC/DC Switch

Set the Voltage Range

m® . e
A 208 200m
10A

When measuring an unknown
voltage, set the meter to its

highest voltage range.

Let’s begin by measuring an AC voltage. Let’s say
that you suspect that the AC line voltage is low and
you decide to measure it. Here’s a quick and easy
way to doit.

First, set the meter to the AC Function. On our
typical meter, you set the AC-DC switch shown here
to the AC position. This sets up the internal circuitry
of the meter to measure AC... either AC current or
AC voltage.

Next, select the function and range with the large
rotary switch. Let’s say we expect the line voltage to
be 115 Volts AC. Rotate the Function Switch over to
the voltage ranges and select the range that is closest
to, but higher than, the expected voltage. In this case,
that is the 200-Volt range.

Incidentally, if you do not know what voltage to
expect, you should start at the highest range and
work your way down to the appropriate range.
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Position of leads when measuring

voltage.
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vQ CoOM mA 10A

The convenience outlet on the
back of the PC is a handy place
to measure the AC line voltage.

Convenience
Outlet

)
\® %/

Next, connect the leads to the meter. The black lead
goes to the Common or Ground terminal; the red
lead to the terminal labeled “V” for voltage.

Find a convenient place to make the measurement
such as the wall outlet. Or, on some computers there
is a convenience outlet on the back of the power
supply. The convenience outlet is provided for a
monitor or other device that you want to “come on”
when the computer is turned on. Of course the AC
line voltage is present at the convenience outlet only
when the computer is plugged in and turned on.

However, before connecting the test leads to the
convenience outlet make sure that the computer is
turned off. Then connect the red lead to one side of
the line and the black lead to the other.

Finally, apply power to the outlet by turning the
computer on and take your voltage reading... in this
case, 112.8 volts AC.
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Measuring a DC Voltage.

Set the AC/IDC Switch to DC.

Set the Voltage Range to 20.

m® . e
A 208 200m
10A

Position the test leads for
measuring voltage.

00

vQ COM mA 10A

Measuring a DC Voltage is much the same. For
example, let’s say we wish to measure the minus 12
volts produced by the power supply in a computer.

First, set the meter to DC by setting the AC-DC
switch to the appropriate position.

Next, select the function and range. This time we
expect to measure —12 volts. Rotate the Function
Switch to the voltage ranges and select the range that
is closest to, but higher than, the expected voltage. In
this case, that is the 20-Volt range.

Next, connect the leads to the meter. As before, the
black lead goes to the Common or Ground terminal;
the red lead to the terminal labeled “V” for voltage.
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Find a convenient place to make the measurement. In
this case, let’s say we have an AT-type motherboard
and we decide to measure the voltage at the power
connections to the motherboard. The blue wire in P8
should carry the —12 volts. That is, you should be
able to measure the ~12 volts between the blue wire
and ground.

Once again, before connecting the test leads make
sure that the computer is turned off. Then connect
the red lead to the blue wire using a technique called
“back probing.” The power leads in the computer are
constructed so that you can probe them from the
back while they are still connected. As for the black
lead, it can be connected to ground by back probing
one of the black wires. If several voltage readings are
required, the black test lead is usually connected to
the chassis ground and left there until all
measurements are complete.

Finally, apply power to the computer and take your
voltage reading. In this case, —11.93 volts DC.
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Measuring Resistance.

When using the Ohmmeter,
remove power from the circuit
under test.

Measuring resistance is just as easy, if you remember
a few important rules.

The first and perhaps the most important rule is:
When using an Ohmmeter, remove power from the
circuit under test. Failure to do so will give you
incorrect readings and in extreme cases may damage
the Ohmmeter or the circuit being tested.

There is a small speaker inside the front of the
computer as shown here. Let’s assume that the
speaker no longer beeps, but everything else seems
to work fine. A quick way to check the speaker is to
measure its resistance.

Let’s assume that the speaker has 8 ohms written
right on it. This is its impedance, not its DC
resistance, which is what the Ohmmeter measures.
The DC resistance should be slightly lower than the
impedance. Let’s measure the resistance. The first
step is to remove power from the circuit under test.
With the speaker, you simply unplug it.
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Position of [eads when measuring
resistance.

00

\49) [60)\} mA 10A

Next, set the meter to the proper function and range.
We expect the resistance to be something less than 8
ohms. The lowest range available on this meter is 200
ohms, so we will have to settle for that.

The test leads are connected to the meter just as they
were earlier: the red lead to the Ohms terminal, the
black lead to the Common.

Next, you connect the test leads across the speaker.
This is easiest at the now unplugged connector.

Finally, read the resistance. In this case it is just
below 8 Ohms, so the speaker is probably good. As
you can see, measuring resistance is straightforward
and easy. Just remember to remove power from the
circuit before you attach the Ohmmeter.
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Measuring Current.

Measuring curtent 1S

inconvenient because you must
break the circuit you wish to test.

Finally, let’s talk about measuring current. This is not
something you do very often when working with
computers. Actually, it is pretty much of a hassle to
measure current in most electronics equipment.

The reason for this is that you must break the circuit
you want to test in order to measure current. Why?
Because the current being measured must flow
through the meter. You actually connect the meter in
series with the circuit you are testing.

This is best illustrated by an example. Earlier, you
saw where and how to measure the voltage
produced by the —12-Volt power supply. Now let’s
suppose we want to measure the current flowing
through that same blue wire, shown here. In other
words, how much current does the motherboard
draw from the —12 volt supply? Here is the
procedure for making that measurement.

Let’s begin by setting up the meter. Since we will be
measuring direct current, the AC/DC switch is set to
DC.
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Move the red lead to the low
current terminal.

DN
\49) CoM mA 10A

Break the circuit.

Rotate the Function Switch to the Current ranges.
Let’s also assume that we know from experience that
the current will be less than 100 milliamps. Choose
the range that is closest to, but higher than, the
expected current; in this case, 200 milliamps.

Rotate the Function Switch to the Current ranges.
Let’s also assume that we know from experience that
the current will be less than 100 milliamps. Choose
the range that is closest to, but higher than, the
expected current; in this case, 200 milliamps.

The meter is set up properly for measuring the
current in the blue wire. Now, how do you connect
the ammeter to the circuit to make the measurement?
Here is why we are not going to be making current
measurements here in the classroom.

First, you turn off power to the computer. Then you
cut the blue wire.

Somewhere between the motherboard and the power
supply, you cut the wire in two and strip off the ends
so0 as to expose the bare wire. Let me say again: “This
is a demonstration only. You will not be cutting any
wires in the computer here in the classroom.”
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Insert the ammeter.

Anyway, after the wire is cut, you insert the ammeter
by connecting the leads to the bare wires. On some
meters you must do this in such a way that the
electron flow is from the black lead to the red lead.
This is known as “observing polarity.” Our meter is
not so particular. It will simply register a negative
value of current if connected backwards.

Measurement Rules

Ln

LN

@
= Read the current.
w

2 | BRestore the circuit.
@

=

[

N

LN

@

=

w

o Measure Voltage in Parallel

e Measure Current in Series

e Measure Resistance in
Series and remove power

Finally, you take the current reading. In this case, the
current will probably be minimal because the —12
volts is rarely used in modern PCs. Rather it is a
holdover from earlier days. It is not used on the
motherboard other than being routed to the ISA and
PCI buses. But even when the current reading is
useful, is it worth all the trouble required to get it?

And incidentally, you are not through yet. You still
have to restore the original circuit. This probably
means using a soldering iron and some heat-shrink
tubing to repair the blue wire. Because of the hassle,
you seldom make current measurements such as this
one. Bench technicians that must make dozens of
current measurements each day build or buy special
fixtures that eliminate the need for cutting wires.

In summary, here are the rules for measuring
electrical properties.
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And finally, you should become familiar with the
Electronics Measurement Units electrical terms are what they represent.
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Voltage is measured in Volts

Current is measured in Amps

Resistance is measured in Ohms

, So now, it is your turn.
Now, it’s your turn.

Slide 59
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Lab 2-2
Files and Their Attributes

Copyright © 2006 Heathkit Company, Inc. All Rig

File

A collection of information that
has been given a name.

Each file name within a directory
must be unique.

A file may contain:

m Typed characters: Letters, Documents, etc.

m Graphical information: Charts, Drawi ete.
m Mathematical data: Spreadsheets,

® Audio information: Music, Voice, etc.

m Video information: Animations, film clips, etc.

m Programs: Operating systems, applications, etc.

Welcome to Lab 2-2. In this lab you will continue
your study of the command line by learning all about
files. In particular, you will study the rules for
naming files and the special characteristics or
properties of files called attributes. You will also
begin to grasp the many different types of files a
computer can handle.

A file is simply a collection of information that has
been given a name.

Because the operating identifies the file by its name,
each file name must be unique within a directory.
That is, you should not have two files that use the
same name in a given directory.

There are hundreds of different types of files, just as
there are many different types of information. A file
may contain typed information, graphical

information, mathematical data, audio, video, and, of
course, programs.
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Kile Name

m Characters followed by a period.
m Followed by up to three characters called an
“extension”.

m The period and the extension are optional.

N, —————

v Y

FILENAME.DOC

Characters Up to Three

Characters

Period

MYFILE. TXT

FILE7.AS8

As you work with the computer, you will create
many files of your own, most of which you will have
to name. There are certain rules to which you must
conform when naming files. They begin with these.
First, the name can have from one to a couple
hundred characters, depending upon the location of
the file. This is generally followed by a period which
is followed by up to three more characters called an
extension. However, the period and the three-
character extension are optional.

Here is an example. Here the file name consists of
eight characters, namely FILENAME. Then, the
optional period is used, followed by the optional
extension. Here the extension contains three
characters, but it could just as easily have one or two.
Incidentally, when reading file names the word “dot”
is often used instead of the word “period.” Thus, this
example would be read: FILENAME dot DOC.

Let’s look at some other examples of file names that
conform to these rules. Here only six characters are
used before the period.

Here we see that the characters can be numerals as
well as letters of the alphabet.
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JONESLET

CHAPTERFE.IVE
MYE.ILE
OLIVES
M.Y
9-31-07.LET

Characters allowed in file names:

m Letters A through Z.
= Numerals 0 through 9.

m These 15 special characters:
S$# & @ !
()-+{}
¢ A

b

Characters NOT allowed in file
names:

m Any control character.

m The space character.

m The following 15 special characters:
+=/11
[T 9

) !

x| < > !

In this example, the optional period and extension
are omitted... still perfectly legal.

Here are some additional examples. Some may look
strange, but all are legal.

Certain characters may be used in file names, but
others must be avoided. In particular, a file name can
contain the letters A through Z, the numerals 0
through 9, and certain other symbols as shown here.

There are certain characters that you must not use in
a file name. They include all the various control
characters, the space, and the special symbols shown
here.
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FILENAMES.DOC

FILENAME.DOCS

MY FILETXT

— MY/FILE. TXT

To be certain that you have the idea, here are some
examples of bad file names. What is wrong with this
example? It has nine characters before the period. A
maximum of eight is allowed.

What is wrong with this one? It has four characters in
the extension. A maximum of three is allowed.

How about this one? It uses a space. Spaces are not
allowed in MS-DOS file names.

What is wrong with this one? It uses an illegal
character, the slash. Recall that MS-DOS uses the
slash to indicate a switch, therefore you cannot use it
in a file name.
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ME&YOUS.T?T

MYFILE,.DOC

Avoid Reserved Names

m MS-DOS Command Names: COPY, DEL,
FORMAT, MOVE, TIME, XCOPY, etc.

m MS-DOS Device Names: COM1, LPT2,
CON, NUL, CLOCKS, etc.

Avoid Reserved Command Names.

APPEND DATE
ATTRIB DEBUG
BREAK DEFRAG

CD

DEL

CHKDSK FC

CLS

FIND

COMMAND FOR
COPY FORMAT
CTTY Etc.

How about this one? The “and” sign and “dollar”
sign are fine. But recall that the question mark is a
wild card. You must not use it in an assigned file
name.

Here is a final example. What is wrong? If you look
very closely you will see that a comma has been used
instead of a period. This won’t do.

Also, there is a long list of words that MS-DOS
reserves for its own use. Generally, these fall into two
categories: command words and logical device
names.

Command words such as MOVE, DEL, DIR, and
FORMAT have precise meaning to MS-DOS. These
are the various commands that DOS performs. There
are well over 100 of them. They are listed in your
Using MS-DOS Textbook. You must avoid using
these reserved command words for file names.
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COM1
COM2
COM3
COM4
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device.

m A piece of hardware

AUX
PRN
CON
NUL
CLOCKS$

Physical Device

Logical Device

Avoid Reserved Device Names.

LPT1
LPT2
LPT3
LPT4

Logical Devices Vs. Physical
Devices.

m Something you can hold in your hand.
m A disk drive, a printer, a keyboard, etc.

m A software representation of a physical

m An address in memory that is treated as if it
Wwerc physical device.

m Logical devices require reserved names.

In the same way, MS-DOS reserves the names it
applies to logical devices. These include MS-DOS’s
names for the various disk drives, the various
communications ports, the keyboard and display, etc.

From MS-DOS’s standpoint, these are referred to as
logical devices. So let’s spend just a moment
comparing logical devices with physical devices.

A physical device is a piece of hardware, something
that you can hold in your hand.

A logical device can be thought of as a software
representation of a hardware device. Your computer
trainer has a single physical hard drive. And yet the
operating system “sees” it as two different hard
drives that it calls C: and D:. It could be configured
so that it is seen as three or four logical drives.
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Commeon Extensions

m LET - Letter

m MP3 — Mpeg Audio

= OVL - Overlay

m PIF - Program
Information File

m BAK - Backup

= BAT - Batch

= BMP - Bitmap

= COM - Executable

m DLL - Dynamic Link Library
= DOC - Document

m DRV - Device Driver

m EPS - Encapsulated PostScript
m EXE - Executable

= HLP - Help

m TIF - Tagged Image
File a

m XLS - Ex
Spreadsheet

m ZIP - Compressed

These extensions indicate that the
file can be executed from the
command prompt.

m EXE
= .COM
m BAT

Priority of executable extensions:

x .COM
m EXE

m BAT

The guidelines described above are hard, fast rules. If
you violate them, the OS will probably send you an
error message or worse. Other guidelines are called
conventions and are not quite so strict. Often, you
can violate a convention without encountering
serious problems. Some of the most common
conventions involve the use of extensions. As
mentioned earlier, there are hundreds of ways that
you can classify files. It is common practice to use
extensions that help to categorize files. A few of the
more common extensions are shown here. A much
more extensive list is in your Textbook.

These three extensions are particularly important
because they indicate files that perform a function...
tiles that do something. These are files that can be
executed from the command line. Consider a game
called DOOM. This game has an executable file
called DOOM.EXE. When this file is executed the
game begins. Files with the extension .COM are also
executable in the same way. Finally, files with the
.BAT extension are batch files. As the name implies, a
batch file is not a single file, but rather a list of files
that are to be executed one after another. Your
AUTOEXEC.BAT file is a good example of a batch
file.

Because there are three different extensions that
indicate executable files or a batch file, the OS has a
priority of looking for these executable files. For
example, let’s say you have a game called Ghost
Robot and that you launch it by typing ROBOT at the
command line. The OS will first look for a file called
ROBOT.COM. If it finds it, it will execute the file. If
there is no such file, it will look for ROBOT.EXE. If
ROBOT.EXE does not exist, it will look for
ROBOT.BAT.
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Attribute - A property or
characteristic of a file that the
operating system keeps track of
for you.
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Attributes

m Archive

= Hidden

m Read-only

m Subdirectory
m System

m Volume Label

Slide 30

The Archive Attribute

m A flag that tells the OS that the file has been
changed since it was last archived.

m Can be used with data backup tools to speed
the backup process by copying only those
files that have changed since the last
backup.

Slide 31

The Hidden Attribute

m A flag that tells the OS to keep this file
“hidden” or “invisible” to most file
management commands and to the casual
user.

= Hidden files are not listed by the DIR
command nor copied by the COPY
command.

Finally, let’s briefly discuss file attributes. An
attribute is a special property or characteristic of a
file that the OS keeps track of for you.

There are six different file attributes. As shown here
they are called archive, hidden, read-only,
subdirectory, system, and volume label. Let’s look at
each one in a little more detail.

The archive attribute helps to simplify the backup
process. It can be thought of as a flag that tells the OS
that the file has changed since it was last archived. To
archive means to back up. You should develop the
habit of backing up files on a regular basis. Most
operating systems provide a special command that
makes the backup process fast and easy. One way
that the backup process is speeded up is to check for
the archive flag and backup only those files that have
changed since the last backup.

The hidden attribute gives you a way to hide a file.
Setting this attribute makes the file invisible to most
file management commands. Recall that IO.SYS and
MSDOS.SYS are hidden files. Apparently, the theory
is: You won’t mess up what you can’t find.
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The Read-only Attribute

m A flag that prevents the OS from over
writing a file.

m This attribute prevents the file from being
erased or modified by some commands.

The System Attribute

m A flag that tells the OS that the file is part of
the operating system.

= For example, I0.SYS and MSDOS.SYS
files have their system attributes set.

The Subdirectory Attribute

m A flag that identifies the entry as a directory
rather than as a file.

m Prevents the OS from attempting to handle a
directory as a user file.

m Handled entirely by the OS. User has no
control over this attribute.

The Volume Label Attribute

m A flag that identifies an entry as a volume
label rather than as a file.

m A volume label is a special name that the
OS assigns to a disk.

m Handled entirely by the OS. User has no
control over this attribute.

2-25

The read-only attribute gives a way to protect a file
from accidental erasure or modification. When it is
set, many commands cannot overwrite the file, and
the ones that can overwrite it will ask for
conformation before doing so.

The system attribute is a flag that tells the OS that a
file is part of the operating system. For example, the
hidden files called IO.SYS and MSDOS.SYS are

flagged as system files.

The rules for naming a directory are the same as
those for naming a file. To help the OS avoid the
confusion, the Subdirectory attribute is used. The OS
flags directories with this attribute as they are
created. From that point on, the OS knows that the
entry is a subdirectory, not a file name, because the
subdirectory attribute is set.

The OS identifies a disk with an 11-digit Volume
Label that looks just like a file name. It automatically
flags this name with the volume label attribute so
that it will not confuse it with a file name.
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The user can control four of these
attributes.

m Archive

® Hidden

m Read-only
= System

The ATTRIB command.

= View the attributes of a file.
m Change the attributes of a file.

You change a file’s attributes
with the ATTRIB command.

m +R or -R turns ON or OFF the Read-only attribute.

m +A or -A turns ON or OFF the Archive attribute.
m +S or -S turns ON or OFF the System attribute.
m +H or -H turns ON or OFF the Hidden attribute.

Now it is your turn...

Computer users have some control over four of these
attributes in that they can turn them on and off. The
ones that can be controlled by the user are the
archive, the hidden, the read-only and the system
attributes. The user has no control over the
Subdirectory and the Volume Label attributes.

MS-DOS has a special command called the attribute
or ATTRIB command that allows the user to view
and change file attributes.

You change the attribute by using the first letter of
the attribute along with a plus or minus sign. For
example, +A turns on the archive attribute; -A turns
it off.

Well, now it is your turn. As you work through the
lab in your workbook, you will experience first hand
many of the subjects that we just talked about.
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Exercise 3-1

Floppy Disk Drives

'|34-Wire Ribbon Cable

_%J:D. Cl

ConnECcLoN

Twisted wires

A Common 34-Pin Connector for
3%-Inch Floppy Disk Drives

In the lab exercise today you work with floppy disks.
This slide presentation will give you additional
insight into troubleshooting floppy drive problems.

The floppy disk drive is connected to the
motherboard by a 34-pin connector and cable. Notice
the twist in the ribbon cable.

At one end of the ribbon cable, by itself, is a
connector for the motherboard. Down the cable from
the motherboard connector are a pair of connectors.
Then there is a place where some of the wires in the
ribbon cable are twisted. Finally, there are two more
connectors near the end of the cable.

Here’s what the connector for a three-and-a-half-inch
floppy disk drive looks like. It’s keyed with cut-outs
near each end and a plastic ridge near the middle. A
connector is keyed to make it more difficult for
someone to plug it on wrong. Not all floppy drive
connectors are keyed. Before you remove the
connector, be sure to note where the striped side of
the cable is positioned so you can re-install the
connector properly.
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DEIVerAl
Connectors
~

7
Connectors for 3'4-inch drives

Rear View of 3%-Inch Drive...

able
v Wire = 12 Volts

Plug and Play

NOJjumpers

There is a three-and-a-half-inch drive connector and
a five-and-a-quarter-inch drive connector on either
side of the cable twist. Drive A connects to one of the
end connectors and Drive B, if the computer has one,
connects to one of the middle connectors.

Question: If the ribbon cable has 34 wires, how many
of those wires carry data? (Instructor: Only one wire
carries data. The disk drive uses a serial interface.)

It is important to connect the 34-pin control
connector correctly. With the floppy disk drive in
your lab computer, Pin 1, which is marked with the
colored stripe on the ribbon cable, goes toward the
outside of the drive like in this slide. This connector
is keyed but even keyed connectors can sometimes
be plugged-in wrong. The power connector is always
keyed to make it difficult to plug the power cable in
wrong. A good rule of thumb is that if you are
having trouble plugging the power cable in, it is
probably upside down. Turn it over and try again.

You may find a jumper block on some legacy floppy
drives. This block may have only one jumper or it
may have several. Although some drives have a few
other functions selected by jumpers, most use
jumpers only for drive select. Remember the twist in
the cable? To use a twisted cable with two floppy
drives, the drives should be jumpered for the same
drive assignment. The twist in the cable causes the
drives to be selected as drive A and drive B.
Normally, there is no need to change the default
jumper settings.

Some floppy disk drives have no jumpers at all.
These are Plug and Play drives. Oh, that brings up a
good question. What about the BIOS settings for a
floppy drive? Do we have to make changes to it
when we install a second drive? Normally, that
would be the case. You'll learn about that in today’s
lab Exercise. You will also be reminded that the lab
computer does not support a second floppy disk
drive. That seems to be a common trend in
computers.
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Most Common
Installation Problems

= Control cable backwards
= Jumpers on legacy drives wrong

Use VOM to
check
continuity
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The most common problem when installing a floppy
disk drive is that the data ribbon cable is plugged in
upside down. When this happens, the drive comes
on when power is applied and does not go off until
the computer is turned off.

The second most common problem happens when
two drives are installed and the drive select jumpers
are not set the same. Both drives then respond to the
same drive selection. In other words, they both think
they are drive A. When this happens, the drive does
not go active until selected. But then both drives go
active and neither can be read.

When there is a problem reading or writing floppy
disks, the data ribbon cable is one of the prime
suspects. This cable is made up of 34 tiny wires. The
connectors make contact with the wires by pressing
sharp teeth through the cable insulation. Now when
you open the computer and do almost any
troubleshooting task, you know that this cable is
always in the way! As a result, it tends to get pushed
to the side and shoved out of the way without much
thought. This moving and bending can cause a wire
that is already stressed by the connector teeth to
break. Of course, you can’t see the break, and quite
often the pressure of the wire insulation is enough to
hold the ends of the wire together. So that you wind
up with an intermittent connection—a most fun
problem to troubleshoot.

You can use a DMM to check the continuity of each
of those 34 wires making up the cable. In other
words, use the meter to make sure the connectors are
working and that there are no breaks in the wire.
Hmmm...definitely sounds like a boring job. Doing
boring tasks is probably not the reason you wanted
to learn how to troubleshoot computers.
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Common Floppy Disk Drive
Troubleshooting Problems

= Can’tread floppy disk

= Spilled liquid on disk

= Can’t read or write to disk

= Random rea roblems

= Floppy drive rinding sounds
= Phantom direct

= Computer keeps accessing floppy drive even when
no disk is in it

One of Several Error Messages...

Cannot copy EXER 354 The system cannot read from the specified device.

Well there’s an easier solution. Put your DMM back
on the shelf and spend six bucks for a new cable to
replace the suspect one. This is the type of decision
you will have to make constantly when you are
troubleshooting floppy drives. Do I fix a component
or do I replace it?

Let’s look at some common floppy drive
troubleshooting problems. These are just some of the
basic ones. I'm sure that after you become
experienced troubleshooters you can add more to the
list. We'll look at each of these problems in the
remainder of this slide presentation.

Let’s look at the first common troubleshooting
problem—the floppy drive cannot read a floppy disk.
This could be a hardware problem like a defective
floppy controller, the data cable, the power cable, or
the disk drive. Or it could be something simple like a
bad disk. Most of the time, it’s the disk.

No matter what Windows operating system you are
working with—Windows 3.1, Windows 98 or
Windows 2000—you will see an error message
letting you know you have a problem. The more
desperately you need to get at the data on the floppy
disk, the more serious sounding the error message
will be!
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Sometimes Retry Works...

Exploring - 3% Floppy [A:]

Q A4 is not accessible,

The device iz not ready.

Cancel |

— TryaDifferent Disk
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Sometimes the problem is simple, maybe you forgot
to put the floppy disk you want to work with in the
drive. In that case the solution is easy. You simply
put the floppy disk in the drive and click Retry.

At other times the problem is more severe and no
matter how many times you click Retry, the disk is
not readable. Sometimes just simply removing the
tfloppy disk from the drive and then putting it back in
again will solve the problem. Maybe the computer
can read it then.

Maybe it’s the floppy disk that’s the problem. Try
another disk. Try one that you know is good and that
you can read and write to in another computer.

Format a floppy disk in the suspect drive and then
see if a drive in another computer can read and write
to it. Or, take the disk you are trying to access and
bring that to another machine to see if it’s readable
and writeable. Again, maybe the disk is at fault, and
not the computer hardware.

This makes a good case for backing up important
data on a media other than floppy disks. With their
relatively short shelf life of three to four years, it’s
probably better to back up important data on tape,
CD-R disks, a network drive, etc.

Possibly the reason you can’t read or write to a
floppy disk is that the floppy disk drive’s ribbon
cable has been damaged or the connector to the
motherboard or to the drive has worked loose. Push
the connectors in. Check for nicks. Even a small nick
could do it. The 34 wires that make up the cable are
very small. One nick could eliminate a signal path.
Visually check for nicks, use a VOM to check
continuity in all 34 wires, or replace the cable with a
new one. I know what my choice would be!
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Throw Drive Away...

Slide 18

Read Power

Supply
A0l —
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Still no luck finding the R/W
problem? Time to swap...

= Controller
m Cable
= Floppy Disk Drive

You have to ask yourself, is it really worth spending
much time on a disk drive when you can buy them in
quantity six-pricing for $30? Your time as a
troubleshooter and the user’s time are worth much
more than that. You have to consider the user’s time,
too. They may be inconvenienced by your
troubleshooting efforts.

At times it makes more sense to toss the floppy drive
and replace it with a new one.

The computer’s power supply could be at fault. If
you replace the floppy disk drive with a new one and
it still does not work, the power supply might be the
problem. Pull out the VOM again. Unplug the power
cable from the floppy drive. Check the voltages at the
Berg or Molex connector pins where the yellow and
red power harness wires connect. The yellow wire
pin should read around 12 volts DC. The red wire
pin should read approximately 5 volts DC. If you
don’t get these results I would suspect either the
power supply has a problem or possibly the power
cable itself running to the drive has a problem.

Not having much luck finding the problem? After
you do the preliminary testing, it’s time to swap
components. Start with the cable. Finally, swap the
floppy drive for a new one.

Remember, when you use the “swap” method of
troubleshooting you should swap one item and then
check to see if that solves the problem. If swapping a
component doesn’t fix the problem, put the old
component back in and swap the next one. Don’t
swap all the components at once. If you do that you
won’t know what really caused the problem.
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Random Read/Write Problems...

wChangecable ——
= Change drive

m Check power supply
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Another type of floppy disk drive problem is the
random read /write problem. This can be a tough one
to solve. Sometimes the problem is there. Sometimes
it’s not.

Your best plan of attack is to use the swap method of
troubleshooting. Swap the cable, the drive, and test
the power supply voltages. After each swap, you
may have to wait to see if the problem shows up
again.

A random problem may be a good time to deviate
from the “substitute and check performance rule.”
Since the problem is intermittent, you don’t have
time to replace one component at a time and wait
around to see if it worked. Replace everything that is
replaceable, check the power supply voltages, and be
done with it. It may be cheaper when you consider
you labor costs versus the cost of replacement parts.

Sometime in your troubleshooting career you will
more than likely be called by a user who tells you
that the computer keeps trying to access the floppy
disk drive even when they have no floppy disk in it.
When they call they will probably sound “on edge”
since this is a problem that drives users crazy.

Here’s the problem. The Windows 98 Documents
Menu lists a floppy drive file that was worked on
earlier. The floppy has since been removed.
However, every time you open a document in
Windows, it goes out and attempts to restore the
Documents Menu address references. That’s why the
drive keeps running, Windows is trying to find the
floppy file listed in its Document Menu. How do you
solve the problem? Simple, delete the file from the
list. But, you just can’t click on the file name and
press the Delete key. No, you have to:

Select Start, Settings, Taskbar & Start Menu... then,
select the Start Menu Programs tab and click on the
Clear button. Problem solved!
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Configuring Hard
Disk Drives

Western Digital
WD200 Hard Drive

Jumper
(set for Cable Select) S

Next, we are going to learn more about hard drive
partitions and IDE cables. Let’s begin by looking at
the objectives of this exercise.

You already know how to use the jumpers on hard
disk drives to set them as either Master or Slave.
Today you will learn about a third way to program
hard drives. That is Cable Select. To configure a hard
drive for Cable Select, you just set the jumper to
Cable Select, CS, or something similar. Refer to the
documentation that came with the drive for more
information.

This slide shows a Western Digital WD200 drive
configured for the Cable Select mode.
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Advantages of Cable Select

= Simpler hard drive configurafion.
= Eliminates rejumpering.

m Reduces electrical signaling problems.

Disadvantages of Cable Select

-m-Requires-a-different-hard-drive-data-cable.

m Bothrhard drives on the same motherboard
data port must be able to support Cable
Select.

m The hard drives on the data cable must be
connected in a certain order.

3-9

Some of the advantages of using Cable Select are:

Simpler hard drive configuration. You set the hard
drive jumpers to Cable Select and forget about them.
You no longer have to worry about Master/Slave
jumpering.

Eliminates rejumpering when you remove one of the
hard drives. You should recall that Master drives
require you to set its jumper to Master Only or
Master With Slave, depending upon whether or not a
Slave drive is installed. When you remove the Slave
drive, you need to move the jumper on the Master
drive to reflect the change. With Cable Select, no
jumper changes are required when you add or
remove the Slave drive.

Reduces electrical signaling problems. The Master
drive must be connected to the far end of the data
cable. When the hard drive jumpers are configured in
a Master/Slave arrangement, a single, Master drive
can be connected to the connector near the middle of
the cable, with nothing connected to the end
connector. When the end of the data cable is left
unterminated, reflections in the cable can cause data
read /write problems.

Some disadvantages of using Cable Select are:

Cable Select requires an 80-conductor cable. A 40-
connector cable can be modified to work with Cable
Select, but it is not recommended. We’ll talk more
about the cables shortly.

Both hard drives on the same motherboard data port
must be able to support Cable Select. Older hard disk
drives may not have a jumper setting for Cable
Select, so they cannot be used in a Cable Select
configuation.

The hard drives on the data cable must be connected
in a certain order. Because the drives themselves are
not jumpered for Master and Slave, the drive’s
position on the data cable determines whether it is
the Master or the Slave.
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The Cable Select Data Cable

Black Connector - Master

-----::::':::::::::: Gray Connector - Slave
Blue Connector — IDE Port

Modifying the Boot Device Priority

As stated before, a Cable Select data cable has 80-
conductors instead of the usual 40. Even so, the
connectors used on a Cable Select cable still have 40
pins. The extra conductors are connected to ground
and are interspersed between the conductors which
normally carry data. This helps reduce the possibility
of signaling problems and crosstalk which can occur
at higher data transfer speeds.

As mentioned earlier, a hard drive’s position on the
cable determines whether it is the Master or Slave
drive. Instead of a twist in some of the conductors,
which was common with floppy disk cables, the logic
level on pin 28 (referred to as CSEL) determines how
the hard drive is used. When pin 28 is grounded, the
drive is configured as the Master, and when the pin
in ungrounded, the drive is considered as the Slave.

In the Cable Select configuration, the hard drive
connected to the black connector is the Master, and
the hard drive connected to the gray connector is the
Slave. The blue connector is always connected to the
IDE port on the motherboard.

An ordinary 40-conductor cable can generally be
replaced with an 80-conductor cable, even if you still
want to set the Master and Slave jumpers on the
drives manually. When the drives themselves have
their jumpers set, the logic level on pin 28 is ignored,
so they work just like they would with a 40-
conductor cable.

Now let’s learn about some different ways you can
modify the boot device priority.
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Main  Advanced Security

BIOS SETUP UTILITY

Power Boot | Exit

Silent Boot

Intel (R) Rapid BIOS Boot
Scan User Flash Area

PXE Boot to LAN

58 Boot

» Boot Device Priority
> Hard Disk Drives
> Removable Devices
> ATAPL CD-ROM Drives

[Enabled]
[Enabled]
[Enabled]
[Disabled]
[Enabed]

Setting the Boot
Sequence

Disabled, displays
normal POST messages.
Enabled, displays OEM
Logo instead of POST
messages.

Select Screen
i Select Item
Enter Select » Sub Menu
1 General Help
F9 Setup Defaults
F10  Save and Exit
ESC  Exit

You already know that you can go into the BIOS
Utility’s Boot menu, choose Boot Device Priority, and
change the 1st, 2nd, and 3rd Boot Device to suit your
needs.

Slide 29

BIOS SETUP UTILITY
Boot

1st Boot Device
2nd Boot Device
3rd Boot Device

[1st FLOPPY DRIVE]
[SM-LTN5265]
[PH-WDC WD2008B-00DEADD]

Boot Device Priority

Specifies the boot
sequence from the
available devices.

A device enclosed in
parentheses has been
disabled in the
corresponding type
menu.

Select Screen
1L Select Item
Enter Select » Sub Menu
1 General Help
F9 Setup Defaults
F10  Save and Exit
ESC  Exit

The only three choices you have are the hard disk
drive, the CD-ROM drive, and the removable (or
floppy) disk drive, so you can’t go too far wrong. But
what if you have more than one hard disk drive?

Your answer might be that the hard drive configured
as the primary master is the one listed under the Boot
Device Priority. But this isn’t necessarily the case.

Let’s take a look at the Hard Disk Drives item in the
Boot menu.

Slide 30

BIOS SETUP UTILITY
BOOT

Ist Drive
2nd Drive

[PH-WDC WD200BB-00DEAQ0]
[PS-HDC WD200BB-00DEAQ0]

Hard Disk Drives

(with

2 drives)

Specifies the boot
sequence from the
available devices.
Select the boot device
with the UpArrow or
DownArrow key. Press
Enter to set the
selected boot device.
ARMD = ATAPI Removable
media device.

Select Screen
1 Select Item
Enter Select » Sub Menu
1 General Help
F9 Setup Defaults
F10  Save and Exit
ESC  Exit

If there is second hard disk drive installed in the
computer (like you did in the previous exercise),
there will be two hard drives listed. If they are the
same type as shown in this slide, how do you know
which is which? In this example the drive
designations start with either PM or PS. Depending
upon the version of BIOS, and the way BIOS is
configured, the drive designations may instead start
with 3M or 35, respectively. In one case, the BIOS
uses the letter P to indicate the primary IDE port. In
the other case, the BIOS uses the number 3 to indicate
port 3 on the motherboard. Either way, it refers to the
same thing. Following the letter P or number 3 will
be either the letter M or S to indicate that the drive is
configured as Master or Slave.

From this example, you could logically deduce that
PM (3M) indicates the Primary Master drive, while

PS (3S) indicates the Primary Slave drive. Now let’s
see what happens if there is third hard disk drive in
the computer.
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BIOS SETUP UTILITY
B0OT

1st Drive [PM-NDC WD2008B-00DEAQD]
2nd Drive [PS-NDC WD2008B-00DEAOD]
3rd Drive [SS-WDC WD200BB-00DEA00]

Hard Disk Drives

(with 3 drives)

Specifies the boot
sequence from the
available devices.
Select the boot device
with the UpArrow or
DownArrow key. Press
Enter to set the
selected boot device.
ARMD = ATAPI Removable
media device.

Select Screen
1 Select Item
Enter Select » Sub Menu
1 General Help
F9  Setup Defaults
F10  Save and Exit
ESC  Exit

When a third hard disk drive is present in the
computer, it will also be listed in Hard Disk Drives of
BIOS Setup’s Boot menu.

But there are no more connectors available for hard
drives on the primary IDE cable, so this third hard
drive is connected to the secondary IDE cable which
goes to the CD-ROM drive. In this configuration, the
CD-ROM drive is generally configured as the Master,
and the hard drive is configured as the Slave.

Note that in this slide the third hard drive’s
designation begins with the letters SS. The first letter
indicates this drive is connected to the secondary IDE
port, and the second letter indicates that this drive is
configured as the Slave. As before, depending upon
the version of BIOS and how it is configured, the
drive designation may appear as 4S instead of SS.
The 4 simply indicates port 4 of the motherboard,
which is the secondary IDE port.

You can easily change the order in which these three
drives are listed any way you want. For example,
let’s assume you change the 1st Drive to Secondary
IDE Slave SS (or 4S).

Slide 32

BIOS SETUP UTILITY
BOOT

st Drive [SS-WDC WD20088B-00DEAOO]
2nd Drive [PH-HDC WD200BB-00DEADD]
3rd Drive [PS-HDC WD200BB-00DEADD]

Hard Disk Drives

(resequenced)

Specifies the boot
sequence from the
available devices
Select the boot device
with the UpArrow or
DownArrow key. Press
Enter to set the
selected boot device.
ARMD = ATAPT Removable
media device.

Select Screen
1 Select Item
Enter Select » Sub Menu
2} General Help
F9 Setup Defaults
F10 Save and Exit
ESC Exit

As you can see from this slide, the secondary slave
hard drive is now listed as the 1st drive. The other
two drives are still listed, but have moved down one
position. If you wanted to, you could also switch the
2nd and 3rd hard drives around.

Now let’s return to the Disk Drive Priority screen
and see what may have changed.
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BIOS SETUP UTILITY
Boot

1st Boot Device [1st FLOPPY DRIVE]
2nd Boot Device [SM-LTN5265]
3rd Boot Device [SS-WDC WD20088-00DEADO]

Boot Device Priority

Specifies the boot
sequence from the
available devices.

A device enclosed in
parentheses has been
disabled in the
corresponding type
menu.

- Select Screen

1L Select Item
Enter Select » Sub Menu
Fl General help

9 Setup Defaults
F10  Save and Exit
ESC  Exit

Slide 34

Drive Capacity Limitations

In this slide, the secondary slave drive is listed as the
3rd boot device. It should now be obvious that
whichever drive is listed as the 1st Drive in the Hard
Disk Drives menu item appears in the Boot Device
Priority. The point is that it is possible to boot from
any hard disk drive, as long as the drive contains an
operating system. Although you probably wouldn’t
normally want to do this, you could have Windows
98 on one hard drive, Windows 2000 on the second
hard drive, and Windows XP on the third hard drive.
Then, by adjusting the sequence of the drives in the
Hard Disk Drives menu item, you could cause the
computer to boot any one of the three operating
systems.

Because the drive designations can be quite
confusing, especially if the drives are all the same
model as they were in this presentation, they are
very easy to get mixed up. For this reason, any time
you do something drastic to a hard drive in a
multiple-hard-drive computer, such as run Format,
we strongly recommend that you unplug the other
drive(s) to make sure you don’t accidentally get the
wrong one. You certainly wouldn’t want to destroy
important data on a client’s computer. Remember
that you may have to reconfigure the remaining
drive as a single master while you have the other
drive(s) unplugged.

The next subject we should talk about concerning
hard disk drives is Drive Capacity Limitations. These
are commonly called “barriers.”
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The 528MB Barrier

——1024-—cylinders
16 logical heads
63 sectors
512 bytes-per-sector

528,482,304 bytes or 528MB

The 8.4GB Barrier

1024 cylinders
256 logical heads

63 sectors
512 bytes-per-sector

8,455,716,864 bytes or 8.4GB

Hard disk drives prior to 1994 were limited to 528
megabytes. The reason for this is that the software
interrupt 13 (INT13) Application Programming
Interface (API) required a sector to be addressed by
its CHS (cylinder/head/sector) location. But these
were limited to a maximum of 1024 cylinders, 16
logical heads, and 63 sectors due to limits in the
ATA-1 through ATA-5 interface specification. When
you multiply the maximum number of cylinders,
heads and sectors together, you obtain a total of
1032,192 sectors. There are always 512 bytes-per-
sector, so if you multiply the total sectors by 512, you
obtain 528,482,304 bytes or simply 528MB.

In early 1994 much larger hard disk drives were
beginning to be produced, but the BIOS and ATA
limits mentioned in the previous slide still prevented
more than 528MB from being addressed. To fix this
problem, BIOSes began to appear which used
parameter translation. This allowed the maximum
number of heads which could be addessed to
increase to 256. Now, if you multiply the maximum
number of cylinders (1024), heads (256), and sectors
(63) together, and them multiply the result by 512
bytes-per-sector, you obtain 8,455,716,864 bytes or
simply 8.4 GB.

Actually, there were a couple of other barriers
between 528MB and 8.4GB which appeared for a
short while. These were referred to as the 2.1GB and
4.2GB barriers. The 2.1GB barrier occurred because a
BIOS defect allowed for only 4096 cylinders, 16
heads, and 63 sectors. When you multiply this
numbers together and then multiply the result by 512
bytes-per-sector, you obtain 2,113,929,216 bytes or
2.1GB. There is also a 2.0GB barrier that was caused
by a problem between the operating system and the
file allocation table (FAT).

The 4.2GB barrier occurred because early versions of
Windows 98 and Windows ME could not properly
address a hard disk with 256 heads. These versions
of Windows used only an 8-bit number to store the
sector information, but the number 256 requires at
least a 9-bit number.
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The 137GB Barrier

268,435,456 sectors
X
512 bytes-per-sector

137,438,953,500 bytes or 137GB

Maximum Volume Sizes

FILE SYSTEM MAX SIZE OS SUPPORTED

FAT(FAT16)

FAT32

Now, it’s your turn.

In 1998 BIOS manufacturers began to adhere to the
BIOS Enhanced Disk-Drive Specification (EDD). This
resulted in a theoretical maximum of 9.4 trillion GB.
The problem here was that ATA drives still used 28-
bit addressing, which limited the drive to 268,435,456
sectors. When you multiply this number by 512
bytes-per-sector, you obtain 137,438,953,500 bytes or
137GB. A couple of years later a new standard, ATA-
6, began to used 64-bit addressing. This provided for
larger hard drives up to 144 quadrillion bytes. As
you probably know, 160GB and larger drives are
available today.

This slide shows the maximum volume sizes for the
various File Allocation Table (FAT) systems and the
operating systems which support them. The
abbreviation TB refers to terabytes which equals
1,000,000,000,000 bytes or 1000GB. Note that all but
FAT(FAT16) support volumes up to 2TB. However,
the type of file system available is limited by the
operating system.

That'’s the end of the slide presentation. Hopefully,
this will arm you with some basic disk drive
troubleshooting information. Now, do the lab in your
student workbooks and learn some drive
troubleshooting tips firsthand.
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Lab 3-2

Hard Disk Drive Interfaces

‘Copyright © 2004 Heathkit Company, Ine. Al Rights Reserved

The IDE Drive Interface

In your lab Exercise today you will install a third
hard disk drive in in the computer trainer.

In this presentation we are going to look at the the
disk drive interface called Integrated Drive Electronics,
better known by its initials IDE.

You should be familiar with everything in this
presentation, from previous reading assignments.
But today we are going to pull it all together so you
can see the relationships between all of the different
IDE interfaces.

Physical Drive Logical Drive

2 ]
Fie Edit View Help

=r)

2 Floppy (&)

Heathkit (D:)

1 object(s] selected

Disk 0
2441 MB

|
|57
3

To begin with, recall that there are two types of
drives: physical drives and logical drives. The
physical drive shown on the left came out of a server
rack. A physical drive is something that you can hold
in your hand. By contrast, the logical drive is a
software construct. On the right we see two logical
drives, one called Heath (C), and the other, Heathkit
(D). These two logical drives may reside on a single
physical drive or they may each reside on separate
physical drives.

Perhaps this diagram will help you visualize the
relationship between the physical and logical drives.
Here you see that a single physical hard drive, called
Disk 0, is partitioned into two logical drives called C:
Heath and D: Heathkit.
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Disk2
G: 400MB

Disk0
C: 500MB
H: 400MB

D: 500MB

[ ———
_100MB Q
i K:400MB

_200MB__

Disk3

Viass St()lIUC Interfaces:

(=

m IDE — Integrated Drive Electronics

m SCSI — Small Computer System Interface
= SATA — Serial ATA

= USB — Universal Serial Bus

Evolution of the Mass Storage

nterface

Integrated Drive Electronics (IDE)

Small Computer System Interface (SCSI)

ST-506/412
|

1980 1985 1990 1995 2000

A logical drive can even reside on several different
disks. Here Disks 0 through 3 are four separate
physical drives. Each physical drive is partitioned
into two logical drives. Thus, drives C through J are
logical drives. However, notice that there is also a
drive K, in the middle of the drawing. Drive K is a
logical drive that is made up of pieces of the four
physical drives. This type of logical drive is called a
volume set. We’ll get into that subject in a later
presentation. The point is that the logical drive is a
software construct that allows us to arrange physical
drive space in a more convenient way.

Today there are four different mass storage interfaces
commonly used with personal computers. They are
called IDE for Integrated Drive Electronics, SCSI for
Small Computer System Interface. In sheer volume, IDE
is historically more popular because it is used in
most desktop and portable PCs. SCSI, on the other
hand, is used primarily in high-performance
applications such as servers and workstations. Serial
ATA is being used in most new computers today,
and USB is primarily used for portable and backup
storage situations.

This chart shows how several mass storage interfaces
have evolved over the years. One of the earliest was
from Seagate Technologies called ST-506. Dating
back to the late 1970s, it was originally introduce for
a 5 MB hard drive. A little later it evolved into the
ST-412, which was a 10 MB hard drive. While the
Seagate design was adapted as a standard by the
industry for several years, its limited performance
and capacity eventually caught up with it and it was
discontinued in the late 1980s. Next was the
Extended Small Device Interface (ESDI). It allowed
much faster and larger hard drives. However, it too
became obsolete in the early 1990s. This leaves only
two surviving mass storage interfaces, SCSI and IDE.
SCSI evolved first with IDE following close behind.
SCSI will be discussed in future presentations. This
presentation concentrates primarily on IDE.
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IDE versus SCSI

= IDE used predomir

= IDE costs less than Si

= IDE developed primarily for “inside-the-case”
technology.

= |DE ha

= IDE allows one master and one slave for each IDE
connector on the motherb

m Each m different IRQ.

= IDE provides excellent p nance in a single-user,
single-tasking operating system.

restrictions on cable length.

Ve pair requi

I IE Versus S(S

m SCSI is inherently more expensive than IDE.
sed predominately in Servers and

-user, multitasking situations, SCSI is
faster than

m SCSI allows more devices and a greater variety of
devices to be connected to the computer.

= When multiple devices are used, SCSI requires
fewer computer resources than IDE.

IDE is the predominant mass storage interface in
desktop and portable PCs. The reason is cost. IDE
costs less than SCSI. The hard drives themselves cost
less because many more IDE drives are used than
SCSI drives. Moreover, the IDE interface is built right
into the chipset itself, and thus is free for all practical
purposes. However, IDE is primarily an “inside-the-
case” technology. Its severe restrictions on cable
lengths make external IDE problematical. IDE allows
one master and one slave device for each IDE
connector on the motherboard. And, while a desktop
PC may have two IDE connectors, each master/slave
pair requires its own IRQ), a resource that is in short
supply in most PCs. In spite of these limitations, IDE
provides excellent performance in a single-user,
single-tasking situation like that found in most
desktop computers.

SCSI is inherently more expensive than IDE. Because
of these higher costs, SCSI is usually reserved for
servers and high performance applications like
workstations. These high-end applications can more
readily use SCSI to advantage. In multi-user,
multitasking situations, SCSI is faster. SCSI also
allows more devices and a wider variety of devices to
be added to the computer than does IDE. SCSI
requires a separate SCSI host adapter that is not
included in the chipset. The SCSI host adapter may
be integrated into the motherboard or it may require
a PCI plug-in card. Either way, it is an additional
expense. However, when multiple drives are
required, SCSI requires fewer computer resources
than does IDE. While the SCSI host adapter requires
an IRQ line, the single host adapter can handle either
7 or 15 SCSI devices, depending on whether narrow
or wide SCSI is used.
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IDE Drives

Motherboard

Master

q_ Motherboard
' Secom‘ary i

Slave

l Seconary i |

Master

4 Prima‘

Slave

Prima}y |

Master

Integrated Drive Electronics

(IDE)

= A generic term for any drive with a built-in

disk controller.

m More properly called Advanced Technology
Attachment (ATA) interface because that is
the name assigned by the American
National Standards Institute for this

interface standard.

A major difference between IDE drives and SCSI
drives is the way they connect to the Motherboard.
Recall that IDE drives are connected in a master-
slave relationship with each drive jumpered
accordingly. The cable can accommodate only two
drives.

Additional drives can be added by plugging a second
cable into the secondary controller connector on the
motherboard. The result is a primary master-slave
pair and a secondary master-slave pair. Each pair
requires its own IRQ. Some PCs have provisions for
additional pairs, but here again, each pair requires a
separate IRQ. This can quickly eat up available IRQs.

Over the years, Integrated Drive Electronics has
become a generic term for any drive with a built-in
disk controller. That’s because the Western Digital
marketing department did such an outstanding job
telling everyone the name for their the disk
controller. And, of course, the name stuck.

Actually, the correct name for this interface is ATA,
tor Advanced Technology Attachment, a name first used
by IBM and the name given to this interface standard
by the American National Standards Institute, or ANSIL.
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I (ORI D)LY VaN

~w Programmed 1/0 (PIO) = The CPU is used
to transfer data.
= Direct Memory Access (DMA) — The CPU
is not involved.

Bus Mastering

= A technique that allows an intelligent
device to seize control of the bus to perform
its task without CPU intervention.

= Allows the transfer of data from one device
to another at the maximum speed that the
bus supports.

The ATA Standards

m ATA
m ATA-2
m ATA-3

= ATA/ATAPI-4
= ATA/ATAPI-5
m ATA/ATAPI-6
= ATA/ATAPI-7
m Serial ATA or SATA

Recall that there are two fundamentally different
ways for a computer to handle data transfers to and
from hard drives. The first is called Programmed I/O
or PIO. Using this technique, the CPU is used to
transfer data between the hard drive and memory.
This tends to tie up the CPU and it also results in
slow data transfers.

The second approach is called Direct Memory Access
or DMA. Using this approach, the CPU does not get
involved in the data movement. The disk controller
transfers data directly between memory and the
drive under the control of the system DMA controller
or the drive interface, depending on the mode of
operation for the operating standard.

An important extension of the DMA idea is called
bus mastering. This technique allows an intelligent
device such as an NIC or sound card to seize control
of the bus to perform its task without CPU
intervention. It allows the transfer of data from one
device to another at the maximum speed that the bus
supports. In a server, for example, it might allow a
high-speed NIC to transfer data to a hard drive at the
maximum speed of the bus. Here, the process is
controlled by circuits on the devices themselves
rather than by a separate controller.

ATA standards have gone through several revision
in the past. Each revision has resulted in higher
speeds and more features. We could ignore the
earlier ATA standards, since they are no longer
supported. However, they do create a foundation for
the later standards, and give us something to hang
our hats on.
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ATA

—w Alsoknownras IDE
= Hard disk drive interface standard
= Supports PIO modes ( and DMA mode 0

= PIO 0 transfer rate 3.3 me

= PIO 1 transfer rate 5.2 megabyte:
= PIO 2 transfer rate 8.3

= DMA 0 transfer rate 2.1 to 8.3 megabytes/second

= Uses a 40-pin, 40-conductor cable

Also known as EIDE or Fast ATA

= Enhanced BIOS offers new addressing
method—LBA (Logical Block Addressing)

= New data PCI bus combines expanded data
bus width with increased speed

= Operating system recognizes new BIOS
features

m Uses a 40-pin, 40-conductor cable

As I explained earlier, the ATA standard is
commonly known as the IDE standard. It is a hard
disk drive standard that supports three PIO and one
DMA mode of data transfer. It is necessary for the
system BIOS match the PIO mode data rate with the
system ISA bus data rate. Hence the three different
PIO modes support by this early standard. The DMA
data rate was regulated by the system DMA
controller to 2.1, 4.2, and 8.3 megabytes-per-second
single-word transfers or 2.1 megabytes-per-second
multi-word transfers. Again, these rates are related to
the ISA bus architecture. The ATA standard uses a
40-pin, 40-conductor cable.

The ATA-2 standard evolved slowly. In fact, the
evolution was too slow for the drive manufacturers,
who began manufacturing drives to what they
thought the standard would become, months in
advance to the standard. Western Digital called their
drives EIDE for Enhanced IDE, while Seagate called
theirs Fast ATA. Can you guess whose marketing
department did the better job of selling the name?

Three major system improvements combine to make
ATA-2 a dramatic standard update. First, a new,
enhanced BIOS offers a new data addressing method
called LBA, or Logical Block Addressing, something
we talked about in an earlier presentation. Second,
motherboard manufacturers began using the latest
PCI data bus. Switching from ISA to PCI doubles the
width of the bus to 32 bits, and quadruples the speed
to 33 megahertz. Third, Microsoft adapted its
Windows operating system to work with the new
hard disk drive addressing scheme and the new data
bus. The one thing that does not change is the
continued use of a 40-pin, 40-conductor cable.
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~w Supports PIO modes 3 and 4
= PIO 3 transfer rate 11.1 megabytes/second
= PIO 4 transfer rate 16.7 megabytes/second
= Supports DMA modes 1 and 2
= DMA 1 transfer rate 13.3 megabytes/second
= DMA 2 transfer rate 16.7 megabytes/second
= Supports ATA legacy transfer rates

ATA-3

= ATA-3 is a minor standard update

= Data transfer reliability improved, but 40-
pin, 40-conductor cable remains limited to a
maximum length of 18 inches

m Added SMART (Self-Monitoring Analysis
and Reporting Technology)

= Password protection

LESSON 3
© The ATA-2 standard uses the enhanced support to
R ATA-2 add two new PIO modes and two DMA modes. PIO
5 mode 3 allows data transfer rates of 11.1 megabytes

per second. PIO mode 4 allows data transfer rates of
16.7 megabytes per second.

DMA mode 1 allows data transfer rates of 13.3
megabytes per second. DMA mode 2 allows data
transfer rates of 16.7 megabytes per second.

Although ATA-2 continues to support the legacy
ATA data transfer modes, there is one exception.
Single-word transfers in DMA mode 0 are no longer
supported. From here on, all DMA transfers are
multiword transfers.

ATA-3 is considered a minor standard update. There
are several interface circuit changes to improve the
reliability of the data transfer, but the 40-pin, 40-
conductor cable remains limited to a maximum of 18
inches. You will find computer builders who use
longer cables, but data reliability is dramatically
affected. Another internal change that goes a long
way toward improving data reliability is called
SMART. That stands for Self-Monitoring Analysis and
Reporting Technology. When enabled, the control
circuits on the drive continually monitor internal
drive functions. These include, the space between the
flying read /write head above platter, the number or
remapped data sectors, read /write errors,
temperature, etc. If any of these, and other,
characteristics exceed preset boundaries, the drive
issues a SMART warning. At this point, nothing has
failed, but the potential is real, and the timing is
soon. A drive manufacturer will replace a drive that
generates a SMART warning, if the drive is within its
warranty period. Password protection is provided
through the System BIOS, rather than on the drive
itself.
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ATAPI

~w AT Attachment Packet Interface

= Separate standard covering CD-ROM and
tape drive storage devices

= Not part of the ATA hard disk drive
standard

m Uses a 40-pin, 40-conductor cable

ATA/ATAPI-4

m ATAPT added to the ATA standard

= Hard drives, CD-ROM drives, tape drives,

and similar devices share same interface
standard for first time

= Introduces Ultra DMA to the PC

ATA/ATAPI-4

m Adds CRC (Cyclical Redundancy
Checking)
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The AT Attachment Packet Interface, better known as
ATAPI is an ANSI standard. The standard covers
how CD-ROM and tape drive storage devices
interface to the computer. The ATAPI standard, as it
was conceived and written, was completely separate
from the ATA hard disk drive standard. However,
like the hard disk drive standard, it generally uses a
40-pin, 40-conductor cable.

Beginning with the fourth ATA standard revision,
ATAPI is made part of the standard. That means that
hard drives, CD-ROM drives, tape drives, and
similar devices share the same interface standard for
the first time. The new transfer scheme, Ultra DMA,
is similar to DMA in function, except the DMA
controller that performs the data transfer is now part
of the drive interface. As a result, DMA and PIO are
now considered legacy data transfer modes.

A part of the Ultra DMA data exchange is a process
called Cyclical Redundancy Checking, or CRC. Each
time a block of data is moved, the source calculates a
value that represents the contents of the data, and
adds that value to the data. When the data is
received, a similar calculation is made and compared
to the attached CRC value. If the values match, the
data is accepted. If the values don’t match, the source
is asked to retransmit the data.
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ATA/ATAPI-4

~w 40-pin, 80-conductor cable now optional”

Slide 24

ATA/ATAPI-4

= Supports Ultra DMA modes 0, 1, and 2
= Ultra DMA mode 0 transfer rate 16.7 MB/sec
= Ultra DMA mode 1 transfer rate 25 /

_m Ultra DMA mode 2 transfe;
m Ultra DMA mode 2 is also known as UDMA/33,
UDMA mode 2, and Ultra ATA/33

During development of the standard, the 40-pin, 40-
conductor cable was converted to a 40-pin, 80-
conductor cable. You may be curious as to how a 40-
pin cable can have 80 conductors. Each of the 40
conductors that are connected to pins are separated
by grounded conductors. The grounded conductors
connected to the common ground pins. This helps
cable noise immunity, and still allows backward
compatibility with a 40-conductor cable. As part of
the ATA /ATAPI-4 standard, the 80-conductor cable
is an option that may only be needed in those
systems that suffer from excessive electrical noise.

The ATA/ATAPI standard actually supports three
different Ultra DMA modes. Mode 0 allows transfer
rates up to 16.7 megabytes per second. Mode 1
allows transfer rates up to 25 megabytes per second.
And, mode 2 allows transfer rates up to 33.3
megabytes per second. Of the three, mode 2 was the
most popular because everyone loves speed. And
that’s also why mode 2 is the only mode to have
acquired so many other names to describe the mode.
The most popular appear to be UDMA /33, UDMA
mode 2, and Ultra ATA /33.

Both DMA and Ultra DMA are able to support high
transfer rates because they are able to move large
blocks of data over very short periods of time. We
call this process “burst mode.” The burst mode
transfer rate is the maximum rate a DMA mode can
sustain. For example, Ultra DMA 2 has a burst mode
rating of 33.3 megabytes per second. Measured over
time, each DMA and Ultra DMA mode is able move
data at about one-half its burst rate. The actual
transfer rate is affected by how the data is presented
to the DMA controller and how the data is stored.
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ATA/ATAPI-4

~w DMA and Ultra DMA support Burst mode |
m Bust mode is the maximum transfer rate
= Bust mode is not sustainable over time

= Long-term transfers are about half the rate
of Burst mode

ATA/ATAPI-5

= Support for Ultra DMA modes 3 and 4

= Ultra DMA mode 3 transfer rate 44.4 MB/sec

= Ultra DMA mode 4 transfer rate 66.7 MB/sec

= Ultra DMA mode 4 is also known as UDMA/66,
UDMA mode 4, and Ultra ATA/66

= Requires a 40-pin, 80-conductor cable

ATA/ATAPI-6

= Support for Ultra DMA mode 5

= Burst rate 100 MB/sec

m Ultra DMA mode 5 is also known as
__UDMA/100-and Ultra ATA/100.

m Requires a 40-pin, 80-conductor cable
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One final point, before we move on. Both DMA and
Ultra DMA are able to support high transfer rates
because they are able to move large blocks of data
over very short periods of time. We call this process
“burst mode.” The burst mode transfer rate is the
maximum rate a DMA mode can sustain. For
example, Ultra DMA 2 has a burst mode rating of
33.3 megabytes per second. Measured over time,
each DMA and Ultra DMA mode is able move data
at about one-half its burst rate. The actual transfer
rate is affected by how the data is presented to the
DMA controller and how the data is stored.

Picking up where the previous standard ended,
ATA /ATAPI-5 adds two more Ultra DMA modes.
Ultra DMA mode 3 has a burst rate of 44.4 megabytes
per second. Ultra DMA mode 4 has a burst rate of
66.7 megabytes per second. The more popular Ultra
DMA mode 4 is also known as UDMA /66, UDMA
mode 4, and Ultra ATA/66. That 40-pin, 80-
conductor cable that was optional before is now
required to maintain an acceptable data error rate. If
a 40-conductor cable is used instead of the 80-
conductor, the drive interface will recognize the
substitution and limit the data burst rate to 33.3
megabytes per second.

The ATA/ATAPI-6 standard adds one more data
transfer mode, Ultra DMA mode 5. That mode has a
data burst rate of 100 megabytes per second.
Generally, the mode is known as UDMA /100 or
Ultra ATA/100. As before, the 40-pin, 80-conductor
cable must be used. If it is not, the drive is only
allowed a data burst rate of 33.3 megabytes per
second.
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ATA/ATAPI-6

—m-CHS addressing no-longer supported
nded from 28-bit to 48-
%)
= Drives up to 137 GB in size may use either
28-bit or 48-bit addressing
= Drives greater than 137 GB must use 48-bit
addressing
= Drive capacities to 144 PB (144 petabytes)
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ATA/ATAPI-7

m The last standard to support parallel data
= Support for Ultra DMA mode 6
= Burst rate 133 MB/sec

m Ultra DMA mode 6 is also known as
UDMA/133 and Ultra ATA/133

= Requires a 40-pin, 80-conductor cable

Slide 30

ATA Interface Connectors

Extra 4 pins supply power

The ATA/ATAPI-6 standard no longer supports the
legacy addressing mode CHS. In addition, it extends
the maximum drive capacity that can be addressed
by adding 20 more bits to the LBA address. With a
28-bit address you may address up to 137 gigabytes
of data. With a 48-bit address, it is possible to
address up to 144 petabytes of data. That’s 144 times
10 to the fifteenth power. By comparison, 137
gigabytes is 137 times 10 to the ninth power.
Naturally, the BIOS and operating system must also
support 48-bit addressing, or you will never get past
137 gigabytes, regardless of drive capacity.

ATA/ATAPI-7 is the last ANSI standard to support
parallel data transfers. It’s only claim to fame is the
adoption of Ultra DMA mode 6. This allows for data
burst rates of up to 133 megabytes per second. As
with earlier Ultra DMA modes, mode 6 long-term
data rates fall off to around half the burst rate.
Generally, mode 6 is known as UDMA /133 or Ultra
ATA/133. And as before, the 40-pin, 80-conductor
cable must be used. If it is not, the drive is only
allowed a data burst rate of 33.3 megabytes per
second.

There are two versions of the ATA connector. The
most common is shown at the top. It is the 40-pin
ribbon cable connector used in most desktop PCs.
The less familiar 44-pin version is shown at the
bottom. While this connector is about 14% smaller
than the 40-pin connector, it is pin-for-pin identical to
the 40-pin, except for the extra 4-pins numbered 41
through 44 on its end. The purpose of those extra
pins is to supply power to the disk drive. That is,
these pins replace the separate power connector that
is normally used with the 40-pin version. As you
might imagine, the 44-pin connector is used in
situations where space is at a premium, such as in
portable and laptop devices.
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ATA Interface Connectors

1 - 39

Pin 20 Blocked

Whichever type is used, some method is often
provided to prevent the possibility of reversing the
connector. Frequently, pin 20 is used as a key, as
shown here. On the cable connector, hole 20 is
blocked so that it cannot receive a pin. The drive
connector has pin 20 missing so that it does not
interfere with the blocked hole. This allows the cable
to be plugged into the drive in only one direction.

ATA Interface Connectors

Another common method of keying the cable is
shown here. The tab at the top of the connector
matches up with a hole in the drive connector shell in
such a way that the cable cannot be plugged in
backward.

Pin 1 on the cable is marked.

‘

Pinl )

L

Typical ATA Hard Drive
Connectors

Ut

40-pin 8-pin 4-pin
IDE Cable Jumper Power
Connector Connector Connector

As one final precaution, pinl on the cable is
identified with a red or blue stripe as shown here.

On the ATA hard drive itself, you are likely to see the
following connectors and jumpers. The 40-pin IDE
cable connects to one side; the 4-pin power cable
connects to the other. In between is an 8-pin jumper
connector that is used to tell the controller whether
the drive is a master or a slave. This jumper
configuration varies from one drive type to another,
so you should consult the documentation provided
with the drive to determine the proper jumper
settings. Often a jumper setting diagram is included
right on the hard drive label. Let’s take a look at a
couple of typical jumper settings.
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The Cable Select Option

A typical situation is shown here. Three of the four
pairs of pins are labeled. MA stands for master; SL
stands for slave; and CS stands for cable select. The
final pair of pins may be unlabelled and is often used
simply as a holding place for an unused jumper
block.

Here are some typical jumper settings. If this is the
only drive on the cable, you will leave the jumper
block parked in the unused position, as shown at the
top. If this drive is to be a master and there is a slave
also attached to the cable, the jumper block is placed
on the MA pair, as shown in the middle. Finally, if
this drive is to be a slave, the jumper block is placed
on the SL pair, as shown at the bottom. Since these
are the only three situations you are likely to
encounter, you may be wondering what the CS pair
of pins is for. Let’s take a look.

It turns out that some systems use a different method
of selecting whether the drive is to be a master or a
slave. On these systems, pin 28 carries a Cable Select
(CSEL) signal which can automatically control which
drive is the master and which is the slave. Placing the
jumper on the CS pins allows the signal on pin 28 to
control the designation. This system is by no means
universal, so (if possible) you should refer to the
jumper diagram on the drive or in the
documentation. Also, the labeling of the jumpers is
not always so straightforward. Let’s take a look at
another fairly common convention.
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Jumper

Block

B

DS CS/SP

DS CS/SP

Master Drive -
L]

Master Drive
With Slave Present

—
G
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Slave Drive

NN
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Cable Select

SATA

m Serial AT Attachment (SATA) standard
m Data storage standard

m Interface transparent to operating system

= Supports previous parallel ATA standards
= Burst rate 300 MB/sec
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Here, one pair of pins is labeled DS, probably for
Drive Select. The other is labeled CS/SP, for Cable
Select/Slave Present. The unlabeled pairs are not used
or are used simply as holders for the unused jumper
blocks. With only two active jumper pairs, the
various configurations can be confusing. Let’s take a
look.

Here are the typical jumper settings. If this is the only
drive on the cable, it is by default a master, and the
jumper block is placed on the DS pair, as shown at
the top. If this drive is a master and there is a slave
also attached to the cable, two jumper blocks are
used. If this drive is a slave, the jumper block is left
off entirely (or placed on one of the unused pairs).
Finally for the cable select (CSEL) situation described
earlier, placing the jumper block on the CS/SP pins
allows the signal on pin 28 to control the designation
of master or slave. While this is typical, it is by no
means universal, so refer to the documentation when
setting drive jumpers.

The Serial AT Attachment, or SATA, is the latest
ANSI hard disk drive interface standard. The
standard covers how data storage devices interface to
the computer. SATA is a hardware standard. For that
reason, the interface is transparent to the operating
system. That is, the operating system communicates
with a Serial ATA device just like it would with any
parallel ATA storage device. At this time the SATA
standard supports a maximum burst rate of 300
megabytes per second. Prior to the introduction of
the 865 and 875 Intel chipsets the only way to
interface with an SATA device was through a
controller on an external PCI card. That imposed a
bus-limited data transfer rate of 66 megabytes per
second. Now that the SATA interface is part of the
motherboard controller, the full burst rate may be
achieved.




3-30 | Lesson3

Slide 41

Slide 42

Slide 43

The SATA interface connectors are very different
from the typical ATA connectors. There are two
cables, the signal cable and the power supply cable.
The signal cable uses a twisted pair of conductors for
the transmit signal and a second twisted-pair for the
receive signal. Each wire pair use low-voltage
differential amplifiers for improved noise rejection
and longer cable lengths. I'll give you a detailed
explanation of differential and single-ended
signaling in a late presentation. All together there are
seven contacts within the signal connector—two each
for the receive and transmit differential signals and
three for the various cable shield grounds. These are
shown on the “drive socket assembly.”

The power supply cable has 15 connectors. There are
three for 3.3-volt power, three for 5-volt power, and
three for 12-volt power. Five of the remaining
connectors supply ground. The 15" connector, pin 11,
is reserved for future use, and grounded at this time.

You may be able to see in the socket assembly that
the signal and power contacts are different lengths.
These allow you to “hot-swap” a drive without
causing irreparable damage. That is, they make it
possible to remove a defective drive and install a
replacement without switching-off power to the
drive or the computer.

Finally, note that there are no jumper blocks to
configure on an SATA drive. Those “manufacturer
test pins” shown on the left side of the socket
assembly, are simply that—a way to test a drive
during manufacture. They are not used to program
the operation of the drive, and you may not find
them on every SATA drive.
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SATA Hard Disk Drive

Power
Adapter Plug

Signal

Connector
Connector

Now, it’s your turn.

Here is an example of an SATA drive with its cables
connected. The power supply cable on this drive has
an adapter that allows you to plug the drive into a
common power supply drive connector. Did you
notice that like every other ATA drive, this drive
does not use 3.3-volt power? The SATA power
connector was designed to accommodate 3.3-volt
power, but it is not being used at this time.

The signal cable on an SATA drive is one of its best
features. The cable a whole lot narrower than the
usual 40- or 80-conductor ATA signal cable. That
makes it much easier to route inside the computer
case; and because it is so narrow, it allows better air
circulation for improved cooling. Recall that in
addition to being very wide, the ATA parallel cable is
also very short—no more than 18 inches. The SATA
cable, on the other hand, can be up to one meter in
length. And finally, you don’t have to be concerned
about properly connecting and programming an
SATA drive. There are only two connectors on the
signal cable, and they are identical. One plugs into
the drive, the other into the motherboard host
connector, and there are no configuration jumpers to
ponder over.

While you won'’t be installing an SATA drive in this
lab, you can look forward to seeing a lot of them in
the future, they are fast becoming the next PC
standard.
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Lab 4-1
Troubleshooting with the
Monitor

System: Resources

System Resounces

m Interrupt Request (IRQ) Channels

m Direct Memory Access (DMA) Channels
m [/O Port Addresses

m Memory Addresses

Interrupt Requests (IRQs)

Today’s presentation is about system resources and
the Plug and Play capability of the modern PC. You
will see that it has made the configuration of the PC a
nearly hands-off operation. But, you will also learn
that “PnP” has added another level of complexity to
PC servicing and troubleshooting.

Systems Resources refer to several areas of the
computer that are used by internal and external
devices attached to the computer. If these resources
are not allocated properly they can become a serious
source of problems.

The system resources that can have finite size and
capabilities include those listed here. Let’s take a look
at each type of resource.

The resource conflict that you will hear most about
involves hardware interrupt requests or IRQs. An
interrupt request is the way that a hardware device
signals the motherboard that it, the device, needs
attention. It’s roughly the computer equivalent of a
student raising his hand in class.
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In the personal computer there are a great many
devices that require the CPU’s attention from time to
time. Some of the more obvious ones are shown here.
These include the keyboard, the mouse, the floppy
drive, and the hard drive. But, there are less obvious
ones as well, including the serial and parallel ports,
the real time clock, and even the math coprocessor
inside the CPU core.

To see how an interrupt request works, let’s consider
an example. One of the things that makes the
personal computer “personal” is its trait of dropping
whatever it is doing and turning its attention to the
keyboard the instant we depress a key. The sequence
of events works something like this. When we
depress a key, the keyboard controller on the
motherboard alerts a device called the interrupt
controller in the Chipset. The interrupt controller
monitors up to 15 different hardware devices and
assigns each a level of priority. The keyboard is given
a very high priority, second only to the system timer
on the motherboard.

The interrupt controller alerts the CPU that one of
the devices needs attention.
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The CPU now realizes that it must stop whatever it is
presently doing and attend to the device that
generated the interrupt. In order to resume its
current task when finished with the interrupt, the
CPU stores its status in memory. Its “status”
includes the contents of all its registers, including the
address of the next instruction to be executed.

Next, the CPU determines which device issued the
interrupt. Finally, it attends to that device.

Once the CPU has finished servicing the device that
generated the interrupt, it retrieves its status
information from memory and picks up exactly were
it left off with its original task.
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Hardware Interrupts; for IBM PC/XT

System Timer IRQ0
Keyboard Controller IRQ1
Available IRQ2

Serial Port 2 (COM2) IRQ3
Serial Port 1 (COM1) IRQ4
Hard Disk Controller IRQ5
Floppy Disk Controller IRQ6

Parallel Port 1 (LPT1) IRQ7
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To CPU

Interrupt Priority for IBM PC/XT

System Timer IRQ0
Keyboard Controller IRQ1
Available IRQ2

Serial Port 2 (COM2) IRQ3
Serial Port 1 (COM1) IRQ4
Hard Disk Controller IRQ5
Floppy Disk Controller IRQ6

Parallel Port 1 (LPT1) IRQ7
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Highest
Priority

To CPU

Lowest
Priority

Hardware Interrupts for IBM AT

IRQ8

IRQY
IRQI10
IRQI1
IRQI2
IRQI3
IRQ14
IRQI5

The interrupt structure used in the modern personal
computer has its roots in the distant past. Its
evolution makes its current structure somewhat
easier to understand. Like most things in the
personal computer, it all started with the early IBM
models that we talked about in a prior presentation.
The earliest models of the IBM PC had only eight
interrupts. An off-the-shelf IC called an 8259A
Programmable Interrupt Controller handled them.
Seven of the interrupts were taken up by devices
common to most PCs in those days: the system timer,
the keyboard controller, the two serial ports, the hard
disk controller, the floppy disk controller, and the
parallel port. This left only one interrupt, number 2,
available for all other purposes.

The interrupts were prioritized according to their
number, with IRQ 0 having the highest priority and
IRQ 7 having the lowest. Thus, the keyboard
controller had priority over everything except the
system timer. COM2 had priority over COM1, and so
forth.

When IBM introduced the AT-model personal
computer, the interrupt structure was expanded. A
second 8259A was added. However, it had to
somehow connect to the same CPU interrupt line as
the existing Interrupt Controller. The way this
problem was solved still haunts us today. The output
of the second Interrupt Controller was connected to
the available input of the first Interrupt Controller, as
shown here. This eliminated IRQ 2 but added IRQs 8
through 15. That is, the number of usable IRQs
increased from 8 to 15. This structure still exists
today in PCs, although the two controllers have long
since ceased to exist as separate ICs. Today they are
buried deep inside the chipset.
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Default Assignments; (IRQs 0-7)

1 TRQO System Timer

= [RQ1 Keyboard Controller

m [RQ2 Cascade to 2nd PIC

= [RQ3  Serial Port 2 (COM2)

= [RQ4  Serial Port 1 (COMI)

m [RQ5 Sound Card or Parallel Port 2 (LPT2)
= TRQ6 Floppy Drive Controller

m [RQ7 Parallel Port 1 (LPT1)

Default Assignments (IRQs 8-15)

m [RQS8
= [RQY
= IRQ10
= IRQ11
= IRQ12
= IRQ13
= [RQ14
= [RQI5

Real Time Clock
Available
Available
Available

PS/2 Mouse

Math Coprocessor
Primary IDE
Secondary IDE

Interrupt Priority for IBM AT

IRQ8

IRQY
IRQ10
IRQI1
IRQI2
IRQI3
IRQ14
IRQI5

= Highest

RO Priority

IRQ1
IRQ2
IRQ3
IRQ4
IRQS
IRQ6

Lowest
IRQ7

The default assignments of IRQs 0 through 7 are
much as they were in the original IBM Models, with
two exceptions. IRQ 2 is not available because it is
cascaded to the output of the second Interrupt
Controller. The interrupt for the hard drive controller
was moved to the second Interrupt Controller,
freeing IRQ 5 to be used by a sound card, a second
parallel port, or some other function.

The default assignments for IRQs 8 through 15 are
shown here. The real time clock uses IRQ 8. The
PS/2 mouse uses IRQ 12. Even though it is inside the
Pentium core, the math coprocessor uses IRQ 13, just
as it did when it was a separate IC on the
motherboard. The primary IDE controller uses IRQ
14. This controller can handle two hard drives, or a
hard drive and a CD-ROM drive. The secondary IDE
Controller uses IRQ 15. Like the primary IDE
controller, it can handle two hard drives, or a hard
drive and a CD-ROM drive. This leaves IRQs 9, 10,
and 11 available for other purposes, such as network
cards, SCSI controllers, Universal Serial Bus Devices,
etc.

Priority

By cascading the second Interrupt Controller into
IRQ 2, an interesting thing happened to the priority.
Notice that IRQ 0 still has the highest priority and
IRQ 7 still has the lowest. However, IRQs 8 through
15 now take over the priority formerly enjoyed by
the no-longer available IRQ 2.
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Priority of Interrupts

= IRQO = IRQ3
ol = IRQ4
LIRO8 = IRQ5
IRQY
~ IRQ10 = IRQ6
_ IRQI1 m JRQ7
IRQ12
~ IRQI3
~ IRQ14
IRQ15
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What did you do with boards that
required IRQ2?
® You used IRQY instead.

m Some boards still use the IRQ2 label.
m Others use a dual IRQ2/IRQ9 label.

Slide 19

Interrupts (IRQs)

m Used to signal the motherboard that a hardware
device needs attention.

m Used by keyboard, mouse, modem, floppy drive,
hard drive, sound card, network card, etc.

= Diverts the CPU to a software driver that services
the device that generated the interrupt.

m After servicing the interrupt, the CPU returns to
whatever it was doing at the time of the interrupt.

So the overall priority scheme looks like this. Notice
that there is a break in the rule that states that lower
numbers have higher priority. The rule is still true for
IRQs 0 through 7 and for IRQs 8 through 15.
However, IRQs 8 through 15 all have a higher
priority than IRQ 3, but lower than IRQ 1. While this
arrangement seems strange, it did allow AT-class
computers to be “backward compatible” with the
earlier and more primitive XT-class computers.

This new arrangement raised one other complication.
With IRQ 2 no longer available, what happened to all
those cards that had used IRQ 2 in the older design.
There were millions of these cards because IRQ 2 was
the only interrupt available for expansion purposes
in the older design. To accommodate these older
cards, the AT-class computers are designed so that
IRQ 9 can be substituted for IRQ 2. So if you ever see
a card that “requires” IRQ 2, use IRQ 9 instead.

Okay, let’s quickly review. Interrupts are used to
signal the motherboard that a device needs attention.
By “device,” we mean such things as the keyboard,
mouse, modem, floppy drive, hard drive, sound
card, network card, etc. The interrupt diverts the
CPU from whatever it is doing to a special service
routine or software driver that takes care of the
device that generated the interrupt. Once the
interrupt has been serviced, the CPU picks up where
it left off before the interrupt occurred.
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[RQ Conflicts

m Occur when two devices try to use the same
interrupt line.

= Will cause one or both devices to
malfunction or the system to hang.

m Are resolved by changing the IRQ
assignment of one of the devices.

Direct Memory Access (DMA)

DiViAsllows thetioppy controller to
transferdatardirectiy toimemonys

pentiumill

ime' LT T

e
Floppy Controller

A common problem with computers is an IRQ
conflict. A conflict occurs when two devices attempt
to use the same IRQ line. Let’s suppose that we
inadvertently assign IRQ 5 to both the sound card
and the printer. The interrupt service routine for the
sound card is entirely different from the service
routine for the printer. When an interrupt occurs on
IRQ 5, the computer may not know which service
routine to use or it may use the wrong service
routine. This may cause one or both of the devices to
fail or it may cause the system to hang up. This
problem is resolved by reassigning one of the devices
a different and unused IRQ. On the sound card, this
may be done by a jumper, or by a SETUP routine
provided with the sound card. Or, as you will see
later, operating systems such as Windows give us an
easy method of changing the printer’s IRQ.

Interrupts are not the only resource that can cause
conflicts. Direct Memory Access (DMA) channels
may cause similar problems. Let’s take a brief look at
how Direct Memory Access works.

DMA is a technique that allows a controller in the
chipset to transfer data from certain devices to
memory and back again. Only a few devices, such as
the floppy drive and the sound card, require DMA.
Here, for example, we see a floppy drive controller
transferring data back and forth between memory
and the floppy drive. To see why DMA is important,
consider what would have to happen without it.
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Without DIMASthe CPU grabs
A coupleofibytes:::

4

e/

Floppy Controller Floppy Drive
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s andistoresithemunimemory.

pentiumill

e/

Floppy Drive

Floppy Controller
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DiViAsallowsithesioppy controllcrto
transferdatardirectiy toimemonys

Floppy Controller Floppy Drive
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ISA/PCI Default DMA-Channel
Assignments
DMA Standard Function Recommended Use

None
8-bit sound

Available

Available

Floppy Drive Controller
Available LPT1 in ECP Mode
Cascade to first DMA Controller

Available 16-bit Sound
Available ISA SCSI Adapter
Available

Without DMA, the CPU itself would grab a few bytes
at a time from the floppy...

...and then store them in memory. Obviously, this
would take up valuable CPU time and slow down
the overall system.

A much better arrangement is to allow the floppy
controller to handle such mundane data transfers,
leaving the CPU free to handle more important tasks.
Of course, the floppy drive is not the only device that
can take advantage of DMA. The sound card, the
parallel port, and SCSI adapters may also use this
technique.

The problem is there are a limited number of DMA
channels and, as with interrupts, they must be
uniquely assigned. The DMA channels are labeled 0
through 7 as shown here. Channel 2 is reserved for
the floppy drive controller. Channel 4 is not available
because it is cascaded to a second DMA controller in
much the same way that IRQ2 was cascaded to a
second Interrupt Controller. Although not cast in
stone, sound cards often uses both channels 1 and 5.
Other “recommended” uses are shown.
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DMA conflicts occur if two
devices try to use the same DMA
channel.

1/O Port Addresses

What are I/O)port addresses?

m [t’s the way the CPU tells its peripherals
— apart. =
m [t can be thought of as hardware addresses.
m These addresses are totally separate from
memory addresses.

m In Hexadecimal, their addresses are 0000-
FFFF.
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Some Common I/O; Port
Addresses.

m 0064 Keyboard

m 02F8-02FF  Serial Port 2 (COM2)
m 0378-037F  Parallel Port 1 (LPT1)
m 03F8-03FF  Serial Port 1 (COMI)

Generally, there are more than enough DMA
channels to go around. However, conflicts will arise
if two devices are assigned the same DMA channel.
Once again, the solution is to sort things out and
assign a unique DMA channel to each device that
requires one.

Another area of possible resource conflict is with I/O
port addresses.

An I/0 port address is the way a CPU tells its
peripherals apart. It can be thought of as a hardware
address for each device attached to the CPU. It is
important to realize that I/O port addresses are
totally separate from memory addresses. There are
64 K of I/O port addresses ranging from
hexadecimal address 0000 to FFFF.

For example, some common I/O port addresses are
shown here. Notice that most devices have a small
band of I/O port addresses. Even so, with so many
addresses available, one would think that conflict
would be rare. However, they do happen. And when
they do, they must be resolved by assigning each
device a unique address or a unique range of
addresses.
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Memory Addresses

Memory Addresses

m ROM Addresses - Many boards include
some of thei tware in ROM.

m RAM Addresses - Many devices require a
small buffer RAM to hold data temporarily.

What is a Resource Conflict?

Resource conflicts occur when two
devices attempt to use the same:

m [RQ line

m DMA channel

m [/O port address
m ROM address

m RAM address

The final resource that can cause conflicts is the
memory address.

These fall into two broad categories: ROM and RAM.
Many boards include some of their software in a
ROM on the board itself. This small additional ROM
must be given a unique memory address to integrate
seamlessly with the system. Also, many cards require
a small block of RAM to serve as a buffer. Here too,
unique addresses are required. If a card or other
device is given a ROM or RAM address that is
already in use, a resource conflict will arise. You will
learn more about this in future exercises.

Let’s briefly recap today’s presentation. It has been
all about resource conflicts. What is a resource
conflict?

A resource conflict occurs when two devices attempt
to share the same IRQ line, DMA channel, I/O port
address, or memory address.
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What are the symptoms of &
resource conflict?

m The system hangs.

m A device (mouse, keyboard, printer, etc.)
doesn’t work.

m The monitor displays funny characters.

m The printer prints funny characters.

Resolving Resource Conflicts

m Find out which devices are conflicting.
Manual or Instruction Sheet
— Software Diag S
m Change the resources of one of the conflicting
devices.
— Jumpers
— Setup
— Control Panel
— Device Manager

Plug and Play (PnP)

m Designed to make the configuration of PCs
fully automatic.

m Requires a PnP motherboard with a PnP
BIOS, a PnP Operating System, and PnP
interface devices.

A non-plug-and-play computer is
called a “legacy” computer.

The symptoms of a resource conflict are these: The
system hangs up. A device just doesn’t work
properly. The monitor displays funny characters. Or,
the printer prints strange or garbled characters.
Unfortunately, these are also symptoms of a virus. So
itis a good idea to run a virus checker before you
start playing around with resource assignments.

Once you have determined that the problem is
indeed a resource conflict, you must identify which
resources are being shared. You may be able to do
this by checking the manuals that came with the
various cards and the motherboard. Also, there is
diagnostic software available that may help. You will
study some examples of diagnostic software later in
this course. Once you have identified the conflicting
resources, you must change them. Depending on the
situation, this may be done with jumpers, or by a
SETUP routine provided with the board, in the
Control Panel or in the Device Manager.

Plug and play, which is often abbreviated PnP, was
designed to make the configuration of PCs fully
automatic. And even today, it does this to a large
degree provided that the PC has a PnP motherboard
with a PnP BIOS; that it uses a PnP operating system
like Windows 95 or Windows 98; and that it uses
only PnP devices. Therein lies the problem. Until the
world completes the transition to plug and play,
there will be both plug and play and non plug and play
computers, operating systems, and interface cards.

Incidentally, a non plug and play computer is called
a legacy computer.
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A non-plug-and-play card is
called a “legacy” card.

Plug and Play Process

m System checks to see what expansion
devices are installed.

m System determines what resources each
expansion device needs.

m System assigns the resources in such a way
that no conflicts exist.

What devices are installed?

m Who is the Vendor of this device?
m What is the device’s identity?
m What revision of the device is this?

m Where is this device installed?

What resources does each device
require?

1 [RQ

L D) VN

m [/O Ports
m Memory
m Driver

And non plug and play boards are called legacy
boards. The mixture of plug and play and legacy
equipment that is presently in use has complicated
the situation, not simplified it. But for the moment
let’s ignore the complication of mixing plug and play
and legacy equipment and discuss how a true plug
and play system works.

Reduced to its most basic form, the plug and play
process looks like this. Each time the computer is
turned on, the system checks to see what expansion
devices are installed and what resources each
expansion device needs. Once this is determined, the
system assigns the resources in such a way that no
conflicts exist.

To do this automatically and accurately, the system
must know a great deal about each of the installed
devices. It must get this information from the devices
themselves. Here are some of the things it needs to
know. The first three pieces of information are read
from information coded in the PnP devices. The
system figures out the final piece of information
using a process that will be discussed later in this
presentation.

The system not only figures out the normal resources
(Interrupts, DMAs, I/O Ports, and memory
assignments); but it also automatically loads the right
driver for each device.
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To accomplish all this
automatically, the system must
contain:

m A PnP motherboard with a PnP BIOS
= PnP expansion devices

m A PnP operating system

Many: PnP'Computers support both
the PCI bus and the ISA Bus.

m The PCI bus was designed to fully support
automatic device configuration.

m The much older ISA bus was not designed
to support automatic device configuration.

How: are ISA PnP' Cards different
from ISA Legacy Cards?

m PnP cards have configuration registers
rather the itches or jumpers.

m PnP cards have several modes of operation.

m PnP cards have both functional circuitry and
PnP circuitry.

Clearly, to accomplish all this, PnP computers must
be fundamentally different from legacy computers in
terms of Motherboard and BIOS, interface devices,
and operating system.

Plug and play is further complicated by the fact that
many PnP computers support two different types of
expansion buses: PCI and ISA. Now the PCI bus was
designed with the idea of automatic device
configuration in mind. The much older ISA bus was
not. Thus, the PCI bus is much easier for PnP
software to handle. Even so, the designers of the plug
and play standard did not leave out the ISA bus.
Instead they figured out a way to get around some of
the ISA bus’s shortcomings in this regard. The rest of
this presentation will concentrate on the ISA bus PnP
cards since they are the hardest for the PnP software
to handle.

ISA PnP cards are fundamentally different from ISA
legacy cards. Configuration registers that are loaded
by the PnP operating system or BIOS replace the
switches and jumpers of the earlier legacy cards.
Also, because these cards must undergo a rigorous
selection, isolation, and configuration process, they
have multiple modes of operation. Finally, every PnP
card has two types of circuits on-board: functional
and PnP.
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Functional Circuitry: Vs, Plug and
Play Circuitry

m Functional - The circuitry that carries out
the intended purpose of the card, i.e.
modem, video, sound, etc.

m Plug and Play - The circuitry that carries out
the automatic configuration of the card.

Inactive Mode

m PnP Card does not respond to the normal
control signals.

= More importantly, the PnP Card disconnects
itself from system resources.

m In this inactive mode, the PnP Card can not
possibly cause res e conflicts.

m It’s almost as if the card is not yet
physically installed in the computer.

Deyvices that are needed during
boot-up.

m Examples include the Video Card and the
hard drive controller.

m These devices start up active.

= During boot-up they behave like the old
legacy devices, grabbing the resources they
need.

Functional circuits perform the basic operation of the
card such as modem, sound card, etc. The PnP
circuits perform the automatic configuration function
of the card.

The ISA PnP card has several modes of operation not
found on ISA legacy cards. One of the most
important is the inactive mode. In this mode, the card
does not respond to most control signals from the
bus. More importantly, in the inactive mode, the card
effectively disconnects itself from all computer
resources. Therefore, when the card is inactive, it can
not possibly interfere with the computer’s resources.
As far as the computer’s resources are concerned, it is
as if the card is not there.

Most cards and other PnP devices are not needed
during boot-up, but some are. For example, the video
card is needed so that the operator can see the
various POST and boot-up milestones. The hard
drive controller is needed to load the operating
system, etc. The devices that are needed during boot-
up start up in the active mode. During this active
start-up phase, these devices grab system resources
just as the old legacy devices did.
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Devices, that are not needed
during boot up.

m They start up in the inactive mode.

m This frees most system resources for those
devices that are needed during boot up.

Initial Configuration Process

Initial Configuration Conditions

m Three Plug and Play Cards
= In a computer that has full PnP capabilities.
= With a PnP Operating System

Those devices that are not needed during boot-up
start up in the inactive mode. Recall that in the
inactive mode, the device is effectively disconnected
from computer resources. This leaves most system
resources available for those few devices that are
needed during boot-up. While it is theoretically
possible to have a resource conflict during boot-up, it
is highly unlikely because of the limited number of
devices involved and because of the agreed upon
standards involved. For plug and play, this grabbing
of resources is unnatural. After all, one of the reasons
plug and play was developed in the first place was to
avoid this. However, this unnatural situation exists
only until the Configuration Process can distribute
the computer resources more judiciously.

Let’s start by assuming that the computer has never
been configured. That is, let’s assume that the
configuration in CMOS has no record of the devices
installed nor of the resources assigned to those
devices. In this case, the computer must go through
an Initial Configuration Process that is more
involved than would be necessary if this information
were available. Let’s first go through this Initial
Configuration Process. Then we will see how
subsequent Configuration Processes are simplified.

Let’s further assume that we have three ISA PnP
cards in a PnP computer with a PnP operating
system.
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Card Select Number (CSN)

m Each card can be assigned a Card Select
Number by the PnP software.

m The PnP software uses the Card Select
Number to address the card.

m During boot-up this number is reset to “00”

on all cards.
m The number remains “00” until changed by
the PnP software.

Initiation key command issued
using Card Select Number 00,
waking all PnP cards.

PnP cards arbitrate to see which
one “goes first”.

One card 1s selected or isolated,
the others go back to sleep.

Each card has a card select number, or CSN. This is a
number that can be set by the PnP software. The
software uses this number to address the card.
During boot-up, the card select number of all three
cards is reset to “00.” And the card select number
will remain 00 until changed by the PnP software.

The Initial Configuration Process begins with the
PnP software issuing an “initiation key command” to
Card Select Number 00. Because all cards have this
Card Select Number, they all wake up and snap to
attention.

Now that the PnP software has everyone’s attention,
it leads the cards through an arbitration process, to
see which card gets to “go first”.

Through this process, one of the cards is chosen, and
the other two go back to sleep. The chosen card is
said to be isolated because the PnP software can now
work on this card independent of the other two.
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The selected card is assigned a
unique Card Select Number.
Let’s say 01 as an example.

The software reads the Resource
Requirements List of Card 01 to
determine what resources it needs.

Resource Requirement List

m [ need an IRQ. It can be:
— IRQ5
— IRQ7
— IRQ9
— IRQI0
—IRQI11
m | need a DMA channel for playback. It can be:
DMAO
— DMAIL
— DMA3
m Etc.

Initiation key command issued to
Card Select Number 00, waking
the two remaining PnP cards.

The PnP software assigns the selected card a unique
Card Select Number. For the sake of simplicity, let’s
assume the number 01 is assigned. From this point
on, the software can now uniquely identify this card
by using the 01 Card Select Number.

Next, the PnP software reads Card 01’s Resource
Requirement List. As the name implies, this is a list
of all the Resources required by this card.

For example, if Card 01 is a sound card, the list might
contain the following types of information. The PnP
software collects this information and files it away.
Once the information is collected, Card 01 is
instructed to go back to sleep.

At this point only one card has been given a unique
Card Select Number. The other two still have their
original 00 number as a result of the reset mentioned
earlier. The process repeats the previous steps. First,
the software issues an initiation key command to
Card Select Number 00. Thus, the remaining two
cards (which still have this number) snap to
attention.
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The two remaining PnP cards
arbitrate to see which one “goes
first”.

One card 1s selected; the other
goes back to sleep.

The selected card is assigned

. CardSelect Number 02.
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The software reads the Resource
Requirements List of Card 02 to
determine what resources it
needs.

The arbitration process is repeated to see which of
these two cards goes first.

One card is chosen; the other goes back to sleep.

Now the selected card is given its own unique Card
Select Number. For simplicity’s sake, let’s assume it
is given the number 02.

Next, the PnP software reads Card 02’s resource
requirements list to see which of the computer’s
resources this card needs. This information is filed
away along with the resource requirements of Card
01.
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The process is repeated: for the
third PnP card.

The process is repeated for a third time. This time
only one card is left with the number 00. The card is
awakened, assigned Card Select Number 03, and its
resource requirements are gathered.

m Initiation key command issued to Card
Select Number 00, waking the final PnP
card.

m Since it is the only remaining card, it is
selected.

m It is assigned Card Select Number 03.

m The software reads the Resource
Requirement: t of Card 03 to determine
what resources it needs.

Once the PnP software has gathered the resource
requirements of all the cards, it figures out a non-
conflicting resource allocation scheme, assuming one
is possible.

Once the PnP software
understands the collective
resource needs of all cards, it
figures out a non-conflicting
resource allocation scheme.

Using each card’s now-unique Card Select Number,
the PnP software wakes the cards one at a time and
writes the resource information into that card’s
configuration registers.

Using each card’s now unique
Card Select Number, the PnP.
software wakes the cards one at a
time and writes the resource
information into the cards
configuration registers.

When every card has its non-conflicting resources
Once each card has its resource
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information in hand, the card is
activated to its normal
operation mode.

assigned, the cards are enabled and allowed to
operate normally.
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The PnP software saves a record
of the presence, type, and
assigned resources of every
device in the system.

— This infermation-is:-saved:as-a
part of the System Configuration

in a non-volatile memory.
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After the Initial Configuration
process, the PnP software must
decide if changes have been
made each time the computer
starts up.
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[f no changes have been made,

the stored configuration
information is used “as is.”

At the same time, the PnP software saves a record of
the presence, type, and assigned resources for every
device in the system.

This record becomes part of the configuration and is
saved in CMOS along with other SETUP information.

The Initial Configuration Process is quite involed
because the system is starting from scratch. Once the
configuration has been established and saved in
CMOS, subsequent configuration processes are
somewhat simpler. Even so, each time the system
boots up, it must decide if anything has changed.

If nothing has changed, the stored configuration
information is used “as is.”
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If a device has been removed, the
situation is noted and its
resources are freed up for
possible future use.

If a device has been added, the
L new device is assigned a unique.
Card Select Number and
whatever resources it needs. This
may mean reassigning the
resources of the existing devices.

When the system can not meet
the resource requirements of all
devices, the computer operator is
notified.

Slide 75

What about mixing PnP and
legacy cards?

If a device has been removed, the situation is noted
and its resources are freed up for possible future use.

On the other hand, if a new card has been added, it is
isolated using the process described earlier. It is
assigned its own unique Card Select Number. Then
its resource requirements are read from its Resource
Requirements List. These requirements are compared
with those already in use. If necessary, the resources
are reallocated so that the new card gets the
resources it needs.

Even with this system, there are still situations in
which the resource requirements of all the devices
can not be met with the limited resources of the
machine. When this occurs, the software sends you
an error message. Then it is up to you to take
appropriate action.

The situation is complicated when you have a
mixture of legacy and PnP cards. In this case, you
may have to specify certain resources as fixed and
others as PnP in order to make everything work.
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Now, it’s your turmn...

Now it’s your turn...
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Lab4-2
Troubleshooting without the
Monitor

General Troubleshooting Rules

m Don’t panic; I will win.
m Write everything down.
m Do the easy stuff first.
m Reboot and try again.

m Simplify your configuration and
reboot.

General Troubleshooting Rules
(Continued)

m Draw a picture.

m Separate the parts into components
and test components.

m Never assume something is good.

m Trust no one.

Welcome to Lab 4-2. In this exercise you will
continue your study of common troubleshooting
methods.

Troubleshooting is a skill that can be learned like any
other skill. Some skills are best learned from books,
others from practice. Troubleshooting probably falls
into the latter category. So in the next few exercises,
we will give you some hands-on experience. But first,
let’s talk about some general troubleshooting rules
that will serve you well as you begin your
troubleshooting experience. The troubleshooting
philosophy espoused by your textbook makes a good
starting point. First, don’t panic and keep an “I will
win” attitude. Second, write down everything. Third,
do the easy stuff first. Then after doing a few things,
reboot and try again. If that doesn’t work, simplify
your configuration and try again.

Draw a sketch of the situation to help you visualize
what is going on. Divide and conquer by separating
the system into its component parts. Then test the
parts. Never assume that anything is good. And then,
somewhat humorously, trust no one. Let’s look at
each of these in a little more detail.
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Donrt panic; I will win.

m Keep a positive attitude.
m Know you are going to win.

m Have an indomitable spirit.

Write everything down.

m Document
m Document

m Document

Do the easy stuff first.

m Remember, time is money.
m Think before you act.

m Take the experienced, lazy
approach.

In troubleshooting, as with most things in life,
attitude is everything. You must enter every
troubleshooting episode with the attitude that you
are going to win.

Second, as we stressed in earlier exercises, you must
get in the habit of documenting everything. There are
many advantages to doing this. It crystallizes exactly
what the problem is. If you can’t write it down then
you don’t yet understand the problem. Also, it gives
you a permanent record that you can refer to in the
future. Most computer problems fall into distinct
categories. Careful documentation will allow you to
sort out these categories early in your career. Also,
detailed documentation will save you the
embarrassment of forgetting how to put the
computer system back together again.

It may surprise you to discover that with many
computer repairs, the repair technician never knows
exactly what the problem was other than some vague
awareness such as “a cable was loose.” The reason
for this is that most have learned to do the simple
things first. This means checking things like making
sure the power cables are plugged in, that power is
turned on, that control cables are tightened down
properly, etc. Often, something as simple as adding
paper to the printer, or cycling the power off and
back on will get things going again. While this may
not seem terribly satisfying, the important thing is to
get the computer running again. In this business,
time really is money. And while this may seem like a
lazy approach, good technicians have learned to use
it because it works.
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Reboot and try again.

= Warm boot vs. cold boot

Simplify your configuration and
try again.
1 Disconnect from the network.

m Temporarily remove the TSRs or
accessory drivers.

When you see the message:
Starting Windows...

Press the F8 key.

This will allow you to boot to the
Startup Menu.

Draw a picture.

m Visualize the system.
m Separate into components.

m Test each component.

After making a few changes like tightening the
cables, reboot the computer and try again. You will
be surprised how often the computer performs
normally after such trivial handling. Also, keep in
mind the difference between the warm boot and the
cold boot. During the cold boot, everything starts
from scratch. The power-on self-test does its tests and
everything begins anew, fresh and clean.

If you still have no luck, simplify your configuration
and try again. Disconnecting from the network, if
you happen to be attached to one, may help.

Also, get rid of your screen savers and other TSRs
that may be complicating things.

An easy way to do this is to press the F8 key
immediately after “Starting Windows” appears. This
will cause the system to launch to the Startup Menu,
where you can make additional boot choices.

Most people can visualize a system better if they
draw a sketch. For one thing, it helps break the
system into its components parts. The drawing, in
effect, tells you what to check and in what order.
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Never assume something is, good.

1 Don’t rule anything out without a
reason.

m Subject everything to your
scrutiny.

Trust no one.

m Even the documentation is
sometimes wrong.

m The user may hold back important
information.

Steps to Troubleshooting Success.

m Check for operator error

m [s everything plugged-in?

m Check the software.

m Ask: “What is different? What is new?”

m Check and document symptoms.

= Run the diagnostics.

m Disassemble PC, reseat ICs, clean
connectors, reassemble PC.

Check for Operator Error.

m Most problems are caused by operator error.

m These can be “fixed” without opening the
computer.

m Be diplomatic when troubleshooting the
problem.

Never assume that something is good. A cable that
“could not possibly fail” will fail. Also, attitudes like
“It must be good because it is brand new” are
misplaced. Subject everything to your critical
scrutiny.

This final tip is slightly cynical, but contains wisdom,
nonetheless. And it is a matter of accuracy more than
honesty. Computer operators and even computer
manuals are sometimes wrong. In fact, they are
wrong often enough that you should not blindly
accept what they say without some scrutiny.
Obviously, this must be done diplomatically.

With these steps, we address your general attitude
and demeanor. But then, we can still offer seven
concrete steps to achieving troubleshooting success.
They are shown here. Read them over quickly and
then we will look at each of these in more detail.

The first and perhaps most important tip is “Check
for operator error.” Operator error accounts for more
problems than any other. Until you are able to verify
for yourself that there is a real software or hardware
problem, you should assume that the operator is
unknowingly at fault. Great diplomacy is required in
these cases. It is sometimes helpful to think back to
the times that you were in the shoes of the hapless
operator. Be gentle. Practice your people skills with
the same diligence that you practice your
troubleshooting skills.
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Is everything plugged in?

m Look for simple problems first.

m [s everything getting power?

m [ everything turned on?

m Are all cables connected properly?

m Are all connections tight?

Check the software.

m Operator error

m Conflicts with memory resident software

m Software that doesn’t clean up after itself

m Software that requires hardware that is not
connected or activated

m Buggy applications

m Buggy driver programs

What is; diffenent?

= What is new?

m New hardware?

m New software?

m Changes to setup?

m Changes to configuration?

“Is everything plugged in?” is another way of saying;:
“Look for simple problems first.” Is everything
getting power? Is everything turned on? Are all
cables connected properly? Are all connections tight?
Don’t make the problem bigger than it is. If you can
fix the problem without opening the computer you
are time and money ahead.

The next step up the ladder is to check the software.
Here again “operator error” is to be considered until
eliminated as a suspect. But there are a lot of other
possibilities as well. Some software does not work
well with some TSRs. Sometimes one piece of
software will leave a mess behind that causes
difficulty for other programs. Some software has
strict hardware limitations, particularly with regard
to memory. Some software just has bugs, period. It
was not rigorously tested on your particular
combination of hardware. Another common problem
is the wrong version of the driver. Often software
vendors are aware of the problems and have free
software patches or new drivers available. Often you
can download these from their Web Sites.

In many ways, this is the best question you can ask.
Upgrades, fixes, and additions often do not go well,
especially when done by the uninitiated. And the
problem may not show up immediately. Recent
hardware upgrades or software revisions should
raise a red flag, as should changes to the setup
program and the configuration.
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Check and document symptoms.

m Error messages
= What works, what doesn’t?
m Indicator lights

m Strange sounds

Run Diagnestics Programs.

m Power-on self test (POST)

m Diagnostics

After you have completed the six
previous steps, if you have not
found the problem, then you may
open the computer.

Carefully checking and documenting the symptoms
can be a very valuable exercise. Not only does it force
you to define the symptoms clearly enough to record
them, but it also gives you a permanent record of the
symptoms and their cure, the next time you
encounter the same problem.

Virtually all PCs have the power-on self-test as part
of the boot-up procedure. It carries out dozens of
tests and if a problem is found it reports its findings
as a series of audio beeps or as a written error
message on the monitor. Also, diagnostics can be an
invaluable troubleshooting aid if you know how to
use them.

Finally, if all the preceding steps do not work, then
you can open the computer.
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Once the computer is open:

m Clean all connectors.
m Push any socketed parts back into their sockets.

m Reassemble the computer.

Specific Troubleshooting.

m Replace suspect major components with
known-good components.

m Replace suspect FRUs with known-good
FRUs.

m Disconnect FRUs one at a time until the
problem goes away.

m Disconnect all FRUs, then reconnect one at
a time until the problem reappears.

Swapping Major Components.

m Where do you get the known-good
components?

m Watch for configuration problems.

= Don’t make a bad situation worse.

But even at this late stage it is still too soon to start
probing around with an oscilloscope or warming up
a soldering iron. In fact, you will rarely use either an
oscilloscope or a soldering iron. Instead, you will first
try the following:

1. Clean the various connectors, and
2. Push any socketed parts down into their
sockets.

Then you will reassemble everything and see if that
fixes the problem. Very often it will.

If the PC still does not respond, then the real
troubleshooting begins. Usually you will employ one
or more of these techniques. If possible you can
narrow down the problem to a specific major
component of a system by swapping known-good
components for suspect components. Then carried a
step further you can often isolate the problem to a
specific field replaceable unit (FRU) by swapping
known-good FRUs for the suspect FRU. Another
good technique is to disconnect the FRUs one at a
time until the problem goes away. A variation of this
theme is to disconnect all FRUs, then reconnect them
one at a time until the problem reoccurs. Let’s
discuss each of these in greater detail.

Swapping major components is one of the quickest
ways to isolate the problem. For example, suppose
the PC boots up but there is no display on the
monitor. Swapping a known good monitor will tell
you if the problem is with the monitor or with the
PC. Obviously this assumes that another monitor is
available.
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Replace FRUs with known-good
FRUs.

m This assumes that known-good FRUs are
available.

m Configuration can be a problem.

m Be alert to symptom changes.

Minimize to find the problem.

= Remove FRUs one at a time until the
problem goes away.

m Must be able to separate normal symptoms:
for trouble symptoms.

Meaximize to find the problem.

m Start with all FRUs removed. Add them
back one at a time until the problem
appears.

= You must be familiar with normal
symptoms of FRUs removed.

Now, it 1S your tusn...

Taking this a step further, we can swap individual
FRUs, if a known-good replacement is available.
Many times, two or more computers of the same type
will be available and you may be able to swap parts
temporarily to isolate the problem. However, you
should be aware that even seemingly identical FRUs
could be configured differently with on-board
jumpers or switches. If so, you may easily
misinterpret the results.

This method is best illustrated by an example. Let’s
suppose the PC will not boot properly and you
suspect a misbehaving FRU. In this case, you would
shut off the power, remove the suspect FRU and then
see if the computer will boot up. If so, you have
found your problem. If not, replace the first FRU and
remove another. Repeat the process until the
offending FRU is found.

A variation of this theme is to remove all FRUs and
then replace them one at a time until the computer
fails. Unfortunately, the computer can give some
pretty strange symptoms with all the FRUs removed.
So this technique requires a good bit of experience to
be successful.

As you will see, identifying the symptoms can be
critical to understanding the health of the computer
when things are so bad that your monitor is not
working. So now, it is your turn...
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Lab 5-1

System Cooling

There are physical preventive
maintenance concerns...

= Heat

= Contaminants

= Magnetism

= Power Surges and Sags

= ESD (Electro Static Discharge)

Heat is the Enemy

= Remove it from the component
= Remove it from the chassis
= Remove it from the room

Today you will learn about system maintenance. As
a troubleshooter, the best way to fix problems is to
prevent them from happening.

As a good troubleshooter, you have to be concerned
with these preventive maintenance issues...

* Heat

¢ Contaminants

* Magnetism

* Power Surges and Sags

¢ ESD (Electro Static Discharge).

Our first and most frequent concern is heat. Most
electronic components will last forever if they are
kept at a low operating temperature. But if you get
them too hot, they fail quickly. Today's multi-
gigahertz processors, hard drives, and gigantic
memory ICs generate plenty of heat, and the trick is
to get that extra heat away from these components.

This is a three-step process: remove the heat from the
component, then remove it from the computer
chassis, then remove it from the room.
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I intel.
CPU
Cartridge

Slide 5

Thermal grease

Slide 6

Check the fans

The first step is to remove the heat from the
component. This is done with a hunk of metal called
a heatsink. The heatsink is usually made of
aluminum, or some other metal with good heat
conduction properties. A heatsink has lots of
protrusions, or fins, which are designed to increase
the surface area, which in turn allows more air to
circulate to reduce the temperature. In the case of this
CPU, there is so much heat that a fan is used to
circulate as much air as possible. The heatsink works
without a fan, but the fan adds considerably to the
ability of the heatsink to remove heat, via convection.
Notice that the heatsink is colored black. There's a
reason for this too, which is to help the heatsink
radiate heat better.

When you take the Pentium II/III cartridge apart,
you'll see a layer of grease between the CPU and the
heatsink. This is called a thermal grease, and it helps
transfer heat, via conduction, from the CPU itself to
the heatsink. This grease is an important part of the
cooling process.

Fans serve two purposes...they remove heat from
heatsinks, and they remove heat from the computer
chassis. Most of the noise you'll hear from a
computer is its fans, and you can usually hear them
when they start making unusual noises. The problem
with fans is that they fail more often than most other
computer parts. And when they fail, some
components get hot and then you have two
problems.
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Alert Devices Warn of Overheating

Inside Computer at 6 AM  Inside Computer at 6:15 AM

Electronic]
Duster

5-3

Most current Intel motherboards have some handy
tools to keep track of your system. This one is typical,
and it shows the approximate temperature of the
processor as well as two other locations on the
motherboard. It also shows the rotational speed of
the primary chassis fan. If this fan stops, then the
monitor will alert you before any heat-related
damage can occur.

Another heat-related problem can occur when a
computer or other electronic device is rapidly
warmed or cooled. For instance, let's say you left a
laptop computer in your car on a freezing night.
Freezing a laptop shouldn't cause any trouble, as
long as you let it warm up slowly. If you open up the
laptop indoors and turn it on right away, it's possible
that something will break. The stress on the parts
warming up quickly can damage your drives,
display, or even the heatsink on the processor.

The sun can generate a tremendous amount of heat,
especially through clear windows. Make sure
computers are not in a location where the sun can
raise their temperatures substantially. Beware of
offices with banks of windows that allow the hot,
afternoon sun to beam down on computer
equipment. The added heat can raise the temperature
inside the computer enough to cause problems.

No matter where a computer is located or how clean
the environment appears to be, there will always be
airborne particles that will accumulate and
eventually cause performance problems. Whenever
you have reason to open a piece of computer
equipment, give it a blast of compressed air to
eliminate accumulation of dust.

Eliminating dust around fans, filters, drives, etc. can
prevent future problems. It’s also a good idea to
clean the keyboard while you are at it too. An air
filter in the room can't hurt, either.
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= Paper Clip Holders
= Tools

= Motors

= Computer Monitor
= Some Telephones

= Printers

= Fluorescent lights

No matter where a computer is located or how clean
the environment appears to be, there will always be
airborne particles that will accumulate and
eventually cause performance problems. Be sure to
make areas where computer equipment is located no
smoking areas. Cigarette smoke contains
contaminants that can speed the death of computer
components.

Prevent anything containing magnets from being
used near computer systems. Magnets can especially
harm data storage media such as floppy disks, tape
media, etc. Keep anything magnetic out of the
computing area.

Avoid Magnetic Objects...

Here are some objects that can present problems in
the computer area...things such as paper clip
holders, magnetic screwdrivers, anything with a
motor in it, computer monitors (they contain a big
magnetic coil), some telephones-usually older ones
with a bell ringer, printers-again, they have a motor,
and fluorescent lights.
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Surges and Sags are both
serious problems...

Bad News...

120/240VAC

Bad News...

Your body can give off shocks
that are thousands of volts...

5-5

You can’t control the quality of the power your
power company delivers to your facility or what
mother nature does to it. But there are steps you can
take to prevent power surges and sags. Most
computing equipment generally likes its AC around
120 or 240 volts. It will tolerate some variation but
wide variances are common and can do considerable
damage.

A surge occurs when the AC line voltage is much
higher than 120VAC. It may be just for a fraction of a
second but that is long enough to harm computer
equipment. A sag occurs when the AC power drops
below 120VAC. This happens when a heavy load
comes on line (like during hot weather when air

conditioners near your facility are turning on and
off).

Power conditioning equipment can prevent these
problems and is a good investment.

Electrostatic discharge can create havoc with
sensitive electronic equipment, especially when you
are poking around inside a computer looking for a
problem. ESD will damage integrated circuits, and
there's no way around it. If you do not practice good
ESD protection techniques, you will pay for it
eventually.

Our bodies can generate incredibly powerful shocks.
Fortunately, even though they can be thousands of
volts, the current is very low so we don’t end up
electrocuting everyone around us. But these shocks
are still powerful enough to damage computer
equipment.

There are steps you can take to fight ESD...
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ESD Solutions...

® Humidifiers, plants, aquariums

= Anti-static pad

Slide 18

Now, it’s your turn.

Low humidity is definitely the enemy of computer
equipment. Install humidifiers or bring in plants or
aquariums to raise the humidity level in the
computer area to an acceptable level. You could
install anti-static carpet in computing areas.

Sometimes you cannot control the humidity or carpet
choices, but you can make sure you always use an
anti-static wrist strap, and to use anti-static pads in
work areas.

That’s a quick view of some preventive maintenance
issues to watch for.
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Lab 5-2

Video System
Troubleshooting

AC Power Quality
and Protection

Today we will look at...

m AC Line Surge Suppressors
m Phone Line Surge Suppressors
m Power Conditioners (Line Conditioners)

= Backup Power Supplies

5-7

Today’s presentation you will learn about AC power
quality and protection.

Power protection is a lot like virus protection. You
take it for granted until you need it. Taking power
protection for granted is fine as long as you have
power protection in place. Not having power
protection can be a disaster waiting to happen.

In this presentation we will look at:

AC line surge suppressors protect equipment
connected to the AC line from voltage spikes, surges,
and noise.

Phone line surge suppressors protect those electronic
devices that use phone lines from voltage spikes,
surges, and noise.

Power conditioners, also known as line conditioners,
are AC line surge suppressors that also isolate the
computer AC connection from over voltage and
under voltage conditions.

Backup power supplies provide the capabilities of
power conditioners, as well as, an uninterruptible
source of AC power for those times when there is an
AC line failure.
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Protection against...
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Power Surge

m Surge is an over-voltage lasting from
about 8 ms to several seconds.

m Spike is a very short surge of less than
8 ms.

= Over-voltage > 140 VAC.

Before we look at the protection devices themselves,
let’s review what it is they are protecting a computer
from.

A power surge is also an over-voltage condition. It
can last from as little as 8 milliseconds to several
seconds. A surge may be caused by a power
company switching between power grids, or a large
electrical motor starting-up or shutting-down, or
even the office next door blowing a fuse. The
momentary release of energy can be substantial. At
the other end of the spectrum is the lightening strike
that gives over-voltage a whole new meaning.

Related to the power surge is the power spike.
Actually, surges and spikes are the same thing. It’s
just that some people are uncomfortable calling
something that lasts a few milliseconds a surge.
Spike works for me.

You might be wondering what an over-voltage is.
Actually, it is any voltage that exceeds the local
power grid specification. In America, the residential
voltage has an approximate range between 87 and
140 volts AC. So you could say that 141 volts on a
power line that is nominally 120 volts is an over-
voltage.
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Power Noise

—m Random fluctuations-or electrical
impulses carried by the AC waveform.

m Created by EMI and RFI sources.

Over-Voltage

m Over-voltage > 140 VAC
m Underwriters Lab has established 330

VAC as the maximum short-term over-

voltage.
= A lightening strike on a power grid is
an extreme example of Over-Voltage.

5-9

The term refers to the random fluctuations or
electrical impulses carried by the AC waveform. The
upper waveform in this slide represents noise on the
AC waveform. The lower waveform represents a
clean AC waveform. Noise is usually created by
Electromagnetic Interference—EMI—or Radio
Frequency Interference—RFI. Recall that RFI is noise
caused by high-frequency sources like radio and TV
transmitters. EMI is noise generated by sources like
electric motors and florescent light ballasts. Noise
can cause bit values to change, causing program or
data errors.

Under-voltage and over-voltage conditions can also
damage a PC power supply. Over-voltage does it by
frying components. By definition, an over-voltage
condition begins at 140 volts AC. Underwriters has
established that a short-term surge of no more than
330 volts AC will probably not damage electrical
equipment. Exceed that voltage, or the duration of
the voltage and the chances of frying something
increase dramatically. Over the long term, however,
components will fail from voltages that barely exceed
the standard upper-limit of 140 volts AC. While low
over-voltage conditions can cause component
failures, it’s those lightening strikes on the power
lines that cause the real, immediate damage.
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Under-Voltage

= Under-v <8

= Brown-out °<100 VAC
m Caused by failure in the power grid.
= Caused by demand exceeding power grid
capacity.
essive currents in computer
S

m Causes system crashes when power supply.
voltages do not meet requirements.

AC Line Protection Equipment

By definition, an under-voltage condition begins at
87 volts AC. Before that happens though you are in
what we call a Brown-Out or voltage sag. That occurs
somewhere around 87 to 100 volts AC. Brown-outs,
and ultimately, under-voltage conditions are caused
by a failure in the power grid or by demand
exceeding power grid capacity. In fact, 87% of all
power disturbances are caused by these conditions.
Unless you have exceptional wiring in your kitchen
at home. You experience a brown-out there every
day. Watch the lights the next time you toast a piece
of bread. Better yet, run the microwave, then run the
toaster. You should hear a noticeable drop in noise
from the microwave as your kitchen experiences a
brown-out.

What about the computer? When there is a brown-
out or under-voltage condition, the power supply
winds-up drawing more current to make up for the
reduced voltage. The result is excessive HEAT! In the
long term, that too can damage the power supply. In
the short term, it can mean system crashes because
the power supply voltages do not meet motherboard
or peripheral requirements.

Okay, we've established that there are times when
the AC power line can be most harmful to a
computer. Let’s see what we can do to protect that
delicate piece of hardware.
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-AC Line-Surge-Suppressors———

AC Line Surge Suppressors

Surge Suppressor Problem #1

How much voltage do you allow to
pass through before shunting it to

Surge Suppressor Problem #2

After the surge suppressor
shunts a very high voltage to

Let’s look at AC line surge suppressors first.

AC line surge suppressors are also called spike
isolators.

They use a component called an MOV (Metal Oxide
Varistor) to send spikes and surges to ground.

Some also use gas discharge tubes, pellet arrestors, or
coaxial arrestors to block the spikes and surges.

As valuable as AC line suppressors are, they are far
from being the ideal device.

Here’s the first problem with surge suppressors. It’s
a problem AC line suppressor designers have to deal
with. How much voltage do you allow to pass
through before shunting it to ground? Do you let
120v, 330V, 400V, or 600V pass through? Ideally, the
answer is 120 volts. But that gets to be very
expensive. So, you must determine how much pass
through you can live with, versus the cost of
protection.

Problem number two: After a simple surge
suppressor does its job and shunts a large spike or
surge to ground, it usually dies. That’s right. It is
destroyed. But you might not even realize that a
surge came through and was shunted to ground. The
MOV did its job and is now dead, leaving you
unprotected. And, there is no way to test the MOV to
see if it still works. It’s like the joke that goes; if I tell
you the secret I have to kill you. With a MOV, the
only practical way to test it is to destroy it. But you
won’t know it’s destroyed because nothing appears
to have changed.
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AC Line Surge Suppressors

m What to look for when buying an AC line
—surge Suppressor,

Wihat to look for whemn buying am AC |
Line Surge Suppress

Do not buy one without a light to
indicate there was a surge that

AC Line Surge Suppressors

= What prevents a surge suppressor from
working properly?

Knowing what we now know, what do we look for
when buying an AC line surge suppressor?

Don’t buy one without a light that indicates there
was a voltage surge that probably destroyed the
MOV. An investment of a few more dollars could
mean the difference between thinking you are
protected and knowing you are protected.
Otherwise, all you are really buying is a power
distribution box, not a surge suppressor.

What prevents an AC line surge suppressor from
working properly?
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at prevents a surge suppressor fro
What prevents a surge suppressor from
working properly?

To what type of AC network is the

computer connected?

Phone Line Surge Suppressors

Phone Jacks
(1 In/1 Out)

Protects against telephone line lightning
strike surges. Built into a power line
SUrge suppressor.

You will encounter two different types of power
distribution networks in a house—two-prong and
three-prong. All businesses and all new houses, by
law, must use three-prong wiring. That is, the two
flat-blade prongs are connected to the hot and
neutral power lines. The third, round prong, is
connected to earth ground. The surge suppressor
uses the third prong to shunt over-voltages and noise
to earth ground. If that prong is missing, even
though the neutral prong is also connected to earth
ground, the surge suppressor will not work.

The next level of surge protection includes the phone
line surge suppressor.

Like the power line surge suppressor, the phone line
surge suppressor protects against over-voltage
conditions on the phone line. Normally, that means
protection from lightening strike surges traveling
down the telephone line and damaging the modem,
fax board, or whatever else may be attached to the
line.

Phone line surge suppressors are usually found on
AC surge suppressors. They provide an input jack
and an output jack. Cable from the telephone wall
outlet is connected to the input jack of the surge
suppressor. A cable is then connected from the
suppressor output jack to a modem or fax card in the
computer. You can also use one of these things to
protect your telephone or an external fax machine.
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Power Conditioners————————

The next type of protection we want to look at is the
power conditioner.

Power Conditioners

m Also called Line Conditioners
= Suppress high voltage spikes and surges on
both the AC li d the te

m Filter out electrical noise—RFI and EMI

A power conditioner, also known as line conditioner,
operates like a sophisticated surge suppressor. It
operates like a surge suppressor because it too
suppresses high voltage spikes and surges on the AC
telephone lines. It also filters electrical noise to
ground.

However, where the power conditioner shines is how
it regulates the incoming AC voltage.

Power Conditioners

m Boost under-vol
m Reduc
m Stable |

[

Using transformer-based circuitry, power
conditioners boost under-voltages and reduce over-
voltages to a nominal 120 volts AC. The actual range
for most power conditioners and like the one shown
here is between 87 and 140 volts AC. They are
designed for those areas where the AC power grid
voltage drifts from one extreme to the other. While
the input to the conditioner is unstable, the output
remains very stable, insuring the greatest protection
for the computer’s power supply components.

What it cannot do is make something from nothing.
It needs an input before it can produce an out, and
that input must fall within its limited range of input
voltages to be useful.
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Backup Power Supplies———————

Backup Power Supply

Definition:

A backup power s
PC during an unde

complete power b out to give a user time
to safely save their w

/ides power to a
condition or

m Several different types available to meet
different computer needs.
= Off-line and on-line|
protection.
= Practical power
ranges from 0 to
1 mVA.

When the power grid cannot support the operation
of the power conditioner, you need a device that is
self-powered. That’s the job of the backup power

supply.

A backup power supply provides power to a PC
whenever the power grid no longer meets the
minimum voltage standards, or during those times
when there is a complete power failure—also known
as a blackout. This backup power is designed to give
a user time to safely save their work and shut down
their computer.

The common name for a backup power supply is the
Uninterruptible Power Supply, or UPS. There are
many different types of UPS available to meet
virtually any computer installation requirement
imaginable. They range from the most basic standby
UPS supplying 300 to 600 volt-amps of power to a
Delta Conversion on-line system supplying in the
range of 5000 kilovolt-amps to one million-volt-amps
of power. The terms off-line and on-line refer to how
primary power and back-up power are handled
within the UPS. Today, we’ll look at an example of
each.
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Standby UPS
= Off-line power source.

= Batteries are continuously charged.

= When power is interrupted, batteries
switch into the current path.

m Voltage Inverter
converts the battery
voltage to AC.

= Some AC power line
conditioning may be
provided.

Standby UPS

Under normal conditions, the AC line powers the
computer and charges the battery.

Standby UPS

Battery Batte

A standby power supply is an off-line power source.
That is, the primary power path completely bypasses
the internal control circuitry until backup power is
actually needed. What that means is, the PC the UPS
is connected to runs off the AC line until there is a
problem. A standby power supply uses a smart
charging circuit to make sure the backup battery is
always in a fully charged condition.

When a power outage does occur, an internal sensor
opens the primary power line and reconnects the
computer’s power cord to the backup battery
through a voltage inverter. The inverter converts the
battery voltage to AC to power the computer.
Normally, the size of the UPS power source is great
enough to keep the computer and any necessary
peripherals running for 6 to 10 minutes. That should
be more than enough time to safely shut down the
system. Depending on the model UPS being used,
some power conditioning may be provided in the
form of noise filtering or AC power surge
suppression.

This is what the basic Standby UPS looks like inside.
Under normal conditions the computer is getting its
power directly from the AC line input, through a
switch inside the UPS. Notice that while the
computer is receiving power from the AC input, that
same AC power is also routed through a battery
charger to keep the battery fully charged. The AC
line sensor directs the operation of the battery
charger, the DC-to-AC inverter, and the AC line
switch.
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Standby UPS

During a power

switches-in the battery and DC
to power the computer.

AC Line
Out

Standby UPS

m Practical power range 0 to 500 VA
= Low degree of line voltage conditioning
= Low cost per volt-amp
= Very high efficiency
design, inverter only
operates when it is
needed

m Adequate switching
times

On-Line UPS

= Line interactive power source.

m Provides complete power conditioning.
= Uses batteries as backup power source.
= Voltage Inverter converts the battery DC

voltage to AC voltage.

m The PC runs off the
UPS inverter all the
time.

If the AC line voltage sensor detects a serious
problem on the input it immediately disconnects the
input from the circuit. At the same time, it connects
the AC output line to the DC-to-AC inverter to run
off of battery power. It will stay in this mode of
operation until AC input power is restored or the
battery runs down.

These are the characteristics of a typical standby UPS
design. They have a limited practical power range.
For that reason, they are used primarily to backup
home computers and workstations. To keep things in
perspective, a standby UPS with a 350-volt-amp
rating can keep a computer system that draws 200
watts of power running for approximately six
minutes during a power blackout. To keep costs
down, they offer a low degree of line voltage
conditioning. Depending on the installation,
conditioning may not be adequate—something to
keep in mind when specifying a backup system. As
might be expected, the standby UPS has the lowest
cost per volt-amp. It is also a very efficient design
because the inverter only operates when it is needed.
Switching between primary and backup power is not
the fastest or most surge-free process but it is
adequate for the installation.

The Line Interactive is the second-most popular type
of UPS—the standby UPS is number one. As a rule,
the on-line UPS provides power conditioning, along
with surge and noise suppression. Like all UPS
devices, it uses batteries and a voltage inverter to
convert DC to AC power to power the PC. In this
particular UPS design both primary and secondary
power passes through the inverter, so switching time
is not a factor.
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Line Interactive UPS

Primary and secondary p: asses through the

inverter, 80 no switching is required.

Line Interactive UPS

Line Interactive UPS

When AC power is interrupted, the UPS continues to
power the PC with its battery.

Line Interactive UPS

Line Interactive UPS

m Practical power range 500 to 3000 VA
= High degree of power conditioning

= Medium cost per volt-amp

= Very high efficiency
design

~® [nstantancous
switching times

Here’s what a line interactive UPS looks like. The
primary AC passes through a line interrupter switch
to the voltage inverter. From there, a portion of the
AC is inverted and passed to the battery to maintain
its charge. The rest of the primary AC goes to the AC
output and on to the computer.

When the AC power is interrupted, battery current
reverses and flows out the voltage inverter as AC
power. This happens instantaneously—no switching
is required. At nearly the same time, the AC line
voltage sensor determines there is a serious problem
with the input, and it immediately disconnects the
input from the rest of the circuit. The sensor won't
allow the switch to close until primary power is
restored and it is stable. Opening the switch will not
generate a voltage surge at the output of the UPS
because the UPS is already operating on backup
power.

These are the characteristics of a typical line
interactive UPS design. They have a practical power
range that is high compared to a standby UPS. But at
3 to 5 thousand volt-amps, is no where near the
capacity of the larger on-line UPS designs. For that
reason, they are used primarily to backup large
workstations and small distributed server racks.
Their highly efficient power conditioning make them
ideal for harsh power environments. As might be
expected, the line interactive UPS has a higher cost
per volt-amp than the standby UPS, but it is still very
low compared to the larger on-line UPS designs.
Switching between primary and backup power is
virtually instantaneous for surge-free operation.

Different USP designs are appropriate for different
applications. You've just had a quick review of what
is available. While you are not yet an expert on the
subject, you should now know enough to ask the
right questions.
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Now, it’s your turn.

Now turn to the lab in your workbook.




LESSON 6 6_1

Slide 1

Slide 2

Slide 3

~ Lab6-1

Hard Disk Recovery

Windows Problems

= What is the symptom?
= Can you identify the cause?
m Eliminate hardware problems.

m Can you repair the problem?

—Hard Drive ——
Troubleshooting:
Is it hardware or
software?

Things don’t always go according to the plan. Count
on it. And, you should be prepared to fix whatever
problems crop up along the way. This exercise and
presentation demonstrate one of the most common
troubleshooting scenarios, a failed hard drive.

Windows problems have a wide variety of causes.
Solving these problems involves four basic tasks.
First, you need to identify the symptom. Hopefully
the symptom is repeatable, because random
problems are the most difficult to resolve. Once you
have a clear look at the symptom, you can begin to
determine the cause of the problem. Sometimes, this
is the most time consuming step. Always eliminate
hardware problems before attempting to
troubleshoot Windows. Finally, you have to repair
the problem. Occasionally the problem is too
complex to identify, and the re-installation of some
component or software is the solution.

One of the first questions you must answer when
attempting to fix a problem on a Windows-based
computer is this: Is there a problem with the
hardware malfunctioning, or is there a problem with
the operating system or file structure?
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Hardware Problems

mCables —— — —
m Power and Connectors
m Motherboard
= BIOS
m Hard Drives

Slide 5

Software, or File
Structure Problems

m Master boot records (MBRS)
m Boot Files

= BOOT.INI

= Viruses

m Configuration errors

Slide 6

Repairing Windows

m Safe Mode

m Boot to DOS/Command Prompt
m Startup Disks

m System Backups

Hardware problems tend to be a bit more severe.
That is, in most cases the drive fails completely and
there is no mistaking that a serious problem has
occurred. You'll hear the computer generate beep
codes, grind, or do nothing at all when it should be
making normal startup noises. The BIOS may even
fail to locate the drive. Drives fail, but their
supporting circuitry is often to blame.

Problems that are not caused by physical or electrical
malfunctions are often harder to diagnose. These
problems are often caused by corruption of the boot
records or the boot files. Many times a virus is the
culprit, but just as often these problems are the result
of a major configuration error.

In this presentation we are going to focus on the big
problems, those where something fairly serious is
wrong with Windows.

You have three tools available to repair the big
problems. For smaller problems Safe Mode may help
you identify the cause and allow you to solve them.
When that doesn’t work, you can try to fix a problem
from a Windows command prompt. And if that fails
to get the system up and running, you'll have to boot
the system from a different disk entirely, such as a
Startup Disk. But none of these tools can help you
restore data that has been destroyed, so let’s discuss
Backups first.
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W Backup - [Untitled]

b Edit View Tools Help

“How good are your backups?”

-mYou-canreload Windows————————
m You can reload applications
® You can reconfigure the GUI

= Can you recreate your data?

‘FiMicrosoft Backup - [Untitied]
dob Edt View Iodk Hep

BEFEEEEEE N

{Backip] Restore |
. BackupJob

Untiled -

Whatlobackup % Allselected flls

£ New and changed fies

Narme Size | Type
By Computer System P

B Networks:

BRG]
-2 My Computer
O C - [Heath]
D:

o
| g [Verty, Compress. Prompt
[C:\MyBaskup dic & Dptions.

For Help, press F1

Ultimately your troubleshooting success depends
upon how well you are prepared. Do you have the
tools you'll need? Do you know how to use them?
And, do you have a backup in case the error is
unrecoverable?

In the PC support industry, time is everything. You
can reload an entire computer without too much
trouble from the CDs, but it takes time. On the other
hand, the creative or analytical work of a business is
often not possible to recreate. Some of that data may
have taken years to build, and may represent the
value of the business itself. What's that backup worth
now?

Backing up a PC can be a complex job, which is
probably why there are so few backups being made.
But once you have a handle on the concepts, it’s
actually simple and boring.

This slide shows the Windows 98 Backup program.
It’s not too hard to follow, and the Help files make it
even easier.

~=1olx]

Welcome | B36K(E | Restore | Schedule Jobs |

£ LI My Computer
O=
e C: Disk1_voLt
=00
Dl E: PROECTS
I H: STORAGE
5

[Fite

=] Momel baokup. Summaylog

al
Some types excluded.

Backup media ot fle name:

The Backup program in Windows 2000 is more
powerful than any previous Microsoft backup tool.
It’s just as complicated, but there are some Wizards
that take us through the basic tasks. Let’s take a look
at making a backup of the important system files in
Windows 2000.
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T Backup - [Untitled]
Job Edit View Tools Help

~=1olx]

{aicaie | Backup | Restore | Schedule Jobs |

Welcome to the Windows 2000 Backup and Recovery Tools

The previous slide showed you the complex side of
Windows 2000 backup. Before you get to the
complicated interface there are three Wizards that
help you perform the most common tasks. Let’s use
the Wizard to back up the most important system
data.

Slide 11

Backup Wizard
Backup and Recovery Tools

can use the backup copy to restore your data.

To cantinue, click Nest.

x|

Welcome to the Windows 2000

This wizard helps you create a backup copy of your data In
the event of 5 hardware failre or accidental erasure. you

Not much going on here, just click Next...

Slide 12

Backup Wizard

What to Back Up
You can specily the items you want to back up.

Select what pou want ta back up:
 Back up everything on my computer
" Back up selected fles, diives, or network. data

% Onlp back up the Syster State data

< Back | Next > |

Cancel

The default is to back up everything on the
computer, but there’s really no reason to do that
now. Let’s back up the System State data.

Slide 13

Backup Wizard

Where to Store the Backup
“four backed-up data is stored on the media in the destination you specify

x|

the backup data.

Backup media type:
[Fie

Backup media o file name:
H:A\Backupt1-12-01.bk]

Browse.

Chaase amedia typs for your backup, and then snter the name of the media to receive

After you decide “what’ to backup, you have to
decide “where” to put the backup. In most cases
we're talking about a tape drive or some other
network drive that is backed up automatically. For
now, let’s put the backup on the hard drive
somewhere. Then later we can put it on a CD or
somewhere just as safe.
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Backup Wizard x|
Completing the Backup Wizard

“fou have successfully completed the Backup wizard. You
specified the fallowing setings

Deseriplion: Set created 1/31/2001 2t 312 AM

What Back up only the system state

Media type: File

Media, H:\Backup!1-12-07.bkF

when Now

Hous: Vil off. Do not use hardware compression.
Appendta my media

To start the backup, click Finish.

To specify additional backup options.
Click Advanced, Advanced...

cBak [ Freh | Cancel |
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2|
@ %

Device: [System State

Media name: |Med\a created 1/12/2001 at 2:42 PM

Status: IBack\ng up files from disk...

Frogress: T

Elapsed E timated remaining

Time: [ 4sec | 54 sec

Processing; |System Statel.. LES\NethestingiMST123 DLL

Processed E stimatect
Files: [ 108 | 1.611

14.984 248 21909380

One of the nicer features of Windows 2000’s wizards
is a summary screen. All the choices that you selected
are shown one last time before the backup actually
begins. If you want to change settings you can use
the Back button.

Once you click OK, the actual backup starts. The
amount of time this requires depends upon how
many files you are saving. This one took about a
minute.

Backup Progress ; 20|
The backup is complete.
Ta see a repart with detailed information about
the backup, click Report. ﬂl

Media name: IMedia created 1412/2001 at 2:42 PM

Skatus: I Completed

Elapsed: E stimated remaining:
Time: | 1 min, 3sec. |

Processed: E stimated:
Files: | 1511 | 1611
Bytes: I 219,300,980 I 219,292,788

Finally, the backup is complete. Let’s take a look at
the report.

Slide 17

ated 1/31/2001 at 9:14 an”

This report is a record of how much data was backed
up, when it was done, and the elapsed time. You
probably don’t need this log for a backup of your
home computer, but a large company might require
that these logs be kept in a safe place.
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The Backup Timeline

Resfore
oS Apps Minor from
Loaded L‘]ldﬁ'd

Backup Changes CRASH! Backup

Day 1 Day 3 Day 5§ DEVEE H Day 20 Day 21

The Backup Timeline
Restore

) Backup

S EEES inor T
Loaded Loj(lcd ‘ Changes i e

Al
Day 1 Day 3 Day 5 Days 7-15 Day 20

Changes are lost!

Create Regular Backups

Changes made between
the Backup and the
Restoration are lost.

Let’s look at a timeline of the events leading up to a
typical restore scenario. You install the operating
system on the first day, and the applications a couple
days later. Everything is working fine on the fifth
day, so you make a backup of the system files. Over
the next week or so you make minor changes to the
system, things like shortcuts and you load some
small utility software. On the 20" day, the system
crashes.

But that’s OK, because you made a backup. You
restore from the backup and everything is back to
normal, right?

Almost back to normal. The backup was created on
Day 5, but that backup didn’t include the minor
changes made during Days 7-15. What does this
mean to the system you have just restored?

What it means is that any changes you made
between the day you made the backup and the day
you restored the crashed system are lost forever.

In our example that doesn’t amount to much. But
imagine you are building a website for a big
customer, your backup was made three months ago,
and the new websites aren’t backed up...what does
that crash mean to you then?
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Safe Mode

-mMinimal drivers——————————————————
m Default Registry

mNo CD-ROM and minimal VGA
drivers

Press F8 Now!

Starting Windows.

Windows 2088 Advanced Options Menu
Please select an option:

Safe Mo de ]
Safe Mode with Networking
Safe Mode with Command Prompt

Enable Boot Logging

Enable VGA Mode

Last Known Good Configuration

Directory Services Restore Mode (Hindows 2888 domain controllers only)
Debugging Mode

Boot Normally
Return to 0S Choices Menu

Use * and ¢ to move the highlight to your choice.
Press Enter to choose.

Professional
Built on NT Technology

Now that you have a backup, you can aggressively
work on fixing the system.

You have covered Safe Mode before, but it’s worth a
quick review. Safe mode is a way to launch Windows
without using a huge list of drivers and services. The
idea is to isolate problems by process of elimination.
If the problem is solved when running the Windows
in Safe Mode, you have narrowed the possibilities
substantially. Problems that disappear when
Windows is launched in Safe Mode are usually
caused by device drivers and Registry problems.

You've seen the method for launching Windows 9x
in Safe mode. In Windows 2000 you need to press the
F8 key when you see this screen.

This should look familiar, although many of the
options are different and it’s now called the
Advanced Options Menu. You have lots of choices
here, so let’s take a look at a few of them. First we'll
take a peek at the Windows 2000 Safe Mode option.

The first thing you see, naturally, is the logon dialog.




6-8

LESSON 6

Slide 25

Slide 26

ft (R) Windows 2000 (TM) (Build 2195: Service Pack 1Free)

11:26 A

As if you had no idea what this was, a warning pops
up to let you know that you are running Windows in
Safe Mode.

Slide 27

Windows 2088 Advanced Options Menu
Please select an option:

Safe Mode
Safe Mode with Networking

Safe Mode With Comrand Proupt IS emm—]
Enable Boot Logging

Enable UGA Mode

Last Known Good Configuration

Debugging Mode

Boot Normally
Return to 05 Choices Memu

Use * and ¢ to move the highlight to your choice.
Press Enter to choose

Slide 28

Directory Services Restore Mode (Mindows 2688 domain controllers only)

This is what you get! Most of your applications
should run in Safe mode, but a few may have
trouble. If you are experiencing odd video-related
problems, and they disappear in Safe Mode, you can
bet your video drivers aren’t working properly.

Another option is Safe Mode with Command
Prompt. Before you start thinking that you can get at
a real command prompt in Windows 2000, let’s see
what this startup option actually provides...

...this is what you get, a virtual DOS window. Maybe
there’s something behind all of this, so you'll
minimize the window...
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ft (R) Windows 2000 (TM) (Build 21.95: Service Pack 1Free)

Windows 2888 Advanced Options Menu
Please select an option:

Safe Mode
Safe Mode Wwith Networking
Safe Mode with Command Prompt

Enable Boot Logging
Enable UGA Mode
|__Last_Knoun Good Configurationf el
Directory Services Restore Mode (Mindows 2888 domain controllers only)
Debugging Mode

Boot Normally
Return to 05 Choices Menu

Use * and + to rove the highlight to your choice.
Press Enter to choose.

Harduware Profile/Configuration Recovery Menuw

This menu allows you to select a hardware profile
to be used when Windows 2080 is started.

you may suitch to a previous
up problems
ince the last successful

is
ation, which way
en configuration changes
startup uill be discarded

Use the up and doun arrou keys to woue the highlight
to the selection you want. Then press ENTER.

To suitch to the Last Knoun Good configuration, press 'L’
To Exit this wenu and restart your computer, press F3.

...and this is all you get. You're not really at a DOS
prompt, you're at the Command Line Interface
without the Windows GUI in the background. From
the command prompt, you may be able to resolve
some problems, or tweak a setting in a configuration
file to kick-start Windows. But that’s about all.

The last important choice we’re going to cover is the
Last Known Good Configuration.

If you choose the Last Known Good Configuration
you will see this screen. Why Last Known Good? The
idea here is to step back in time and use a
configuration that appeared to be working properly.
This isn’t like Windows 98’s Scanreg that allowed
you a choice of five previous configurations, here
you get just one point in time to choose from.

However, if you install something and it crashes
your system, or you make a major configuration
mistake in Windows 2000, the Last Known Good
Configuration might save your day. This option also
exists in Windows NT4, but it is presented a little
differently.
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Command Prompt

- Windows 9x: boot to- DOS
= Windows Me: ERD
= Windows 2000: Recovery Console

Recovery Disks

m Bootable DOS disks
m The Startup Disk

m Boot from the Windows CD

If the problem is more serious, say a critical system
file is missing or corrupt, You may not be able to get
Windows to launch Safe Mode. In this case you can
get to a “real” command line to attempt a fix. In
windows 9x, you can boot to a DOS prompt through
the Startup Menu, or your Startup Disk. This is very
much like real MS-DOS, and you can use all your
DOS skills to copy, delete, edit and replace
configuration files and drivers.

Windows Me eliminated the DOS prompt option.
You must build and boot a Startup Disk to see a real
DOS prompt in Windows Me. From there, you need
to know your DOS because many of the old trusted
tools have been changed.

With Windows 2000, you need to use the Recovery
Console to get to a command prompt. This is a whole
new tool, so we'll be taking a closer look in a
moment.

When the system won’t even boot, you have to boot
from another disk. In Windows 9x this can be
essentially any bootable disk. You want to use a
bootable Startup Disk created by the OS you are
troubleshooting, but it isn’t completely necessary in
an emergency.

Most Windows 98 CDs, and all Windows ME and
2000 CDs are bootable. Configure the BIOS boot
sequence to look for the CD first, and insert the
Windows CD. The exact method depends upon the
BIOS in your computer, with some systems you’ll
briefly see the message shown here.

The Windows CD will give you the option of booting
from the hard drive or booting from the CD. You will
also have the option of installing the OS, but you
don’t want to do that. If you boot from the CD you
will be taken to a DOS prompt where you can repair
the trouble.
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Microsoft Windows 98 CD-ROM Startup Menu

1. Boot from Hard Disk

. Boot from CD-ROM

Enter your choice

Microsoft Windows 98 Startup Menu

2. Start computer uith CU-ROM support
3. Start computer without CI-ROM support.

Enter a choice:

FS=Safe mode Shift+FS=Command prompt Shift+F8=Step-by-step confirmation [N]

Slide 36

Press any key to boot from CD.

Slide 37

Hindows 2660 Setup

Setup is loading files (Human Interface Parser)...

When you attempt to boot from the Windows 98
Installation CD, the process is straightforward.
Choose the boot drive here.

And choose how you want to boot here. You can
begin Setup directly, or start the computer by
booting from the CD ROM. Most computers are
going to make the CD drive look like A:, so be
careful.

Again, in Windows 2000 you get this message. This
one isn’t up on the screen for long, it’s there so you
don’t get stuck booting from the CD if you
accidentally leave the CD in the drive.

Next, you see this Setup screen. No, we aren’t
installing Windows 2000 yet...
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onal Setup

portion of the Setup progran prepares Microsoft<R)
ous 2008<TN) to run on your c .

© To quit Setup without installing Windovs 2068, press F3.

Windows 2000 is just preparing itself for these
options. You can begin Setup, Quit, or repair
Windows 2000. Let’s follow the repair option.

installation by using
c.

Lation by using o
ress R

If the repair options do not successfully repair your systen,
run Windows 2608 Setup again.

C=Console R=Repair F3-Quit

* Manual Repair se fr ptions, press H. <C

 Past Repair: To per

Here you have two more choices: run the Recovery
Console or attempt an emergency repair. We will
discuss the Recovery Console in a moment, so let’s
take the emergency repair option.

Slide 41

(1 rt of the repair process, Setup will perform each optional task
selected helow.

ks, press ENTER.
» DOUN ARROY keys to

To have Setup perforn t: cted tas!
To_change the selection the UP o
select an item, and the TER.

F3=Quit ESG=Cancel ENTER=Select/Deselect

Two more options...Fast Repair doesn’t sound like
any fun, so let’s see out options under the Manual
Repair menu.

By default all three repair tasks are selected. Let’s
leave it this way, and see what happens.
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ency Rep
installation you want to
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Setup can only repa: ows 2088 installations.

* If you have the Emergency Repair di ENTER.

 If you do not have the Emergenc 5o L. Gy
Setup will attenpt to locate i o ~

Here’s one more reason to make that ERD...Setup
can’t fix Windows very well without it. If you have
the disk then the process continues. But, let’s see
what happens if we don’t have our ERD.

ir.
nstallation

want Setup to
s again, press ENTER.

Your chances of repairing Windows 2000 without
that ERD are slim. As shown here, Setup can’t find
an installation to repair. What makes this so much
more interesting is that the existing Windows 2000
installation is default all the way. From here you can
circle through the last few screens, but you won't
make any progress. Which leads us to...

If there is a Floppy in drive A, remove it.

To restart your conputer, press ENTER.

...this. Actually, there were no repairs completed. So
what’s next? The final option is the Recovery
Console. Let’s take a peek at how it works.

The Recovery Console

“wIt’s a Windows 2000/XP command
prompt

m [t’s very limited

Windows 2000 presents a special problem because
there are no Startup Disks and you cannot make
bootable floppies. The Recovery Console is the
answer. The console is a command-line interface that
can read an NTFS disk, with limited functions.
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Now, it’s your turn.

As you can tell, recovering from serious problems
often requires all of your talent and skills. Let’s put
them to use in the lab.
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Lab 6-2

Video System Troubleshooting

Using a Monitor’s Front Panel
LED as a Troubleshooting Tool

This little power LED tells a lot...

No Picture and LED ON...

Today you will learn some basic video
troubleshooting techniques.

A very simple, yet important video troubleshooting
tool is the monitor’s power indicator on its front
panel.

This little light tells you a lot about the operation of
the video system. It not only tells you the video
monitor is on, but it also provides other valuable
troubleshooting information.

Let’s say a user calls you, the #1 troubleshooter
working at ABC Manufacturing Company. He tells
you that the monitor is displaying nothing. The
screen is dark and the power LED on its front panel
is continuously lit. What is the first thing you would
do when you arrive at his office?
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No Picture and Power LED ON...

= Adjust contrast and brightness controls
all the way up.
= Press RESET button if monitor has one.

No Picture and LED OFE...

No Picture and Power LED OFF...

= Monitor Power Switch OFF?
= Monitor’s AC Cord Unplugged?

No Picture and LED BLINKING...

First check the contrast and brightness controls.
Make sure someone has not turned them all the way
down.

If the monitor has a RESET button, push it. This sets
the monitor’s adjustment controls back to the factory
default values. Could you be lucky enough to have
the display work now?

Maybe you notice that there is no picture and the
LED power light is OFF.

Check the monitor’s power switch. Is it turned OFF?

Is the monitor’s AC cord unplugged? After crawling
under the desk and damaging your elbow for life
reaching behind a file cabinet, you may discover that
the maintenance person caught the monitor’s cord in
the floor buffer and pulled it out. Again, could the
solution be this simple?

Maybe there is no picture and the power LED is
blinking.
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No Picture and Power LED Blinks...

= Computer turned off?

= Cable between monitor and computer
disconnected?

= Power Management feature turned on and
monitor in low-power stand by mode?

Cleaning a Monitor

To clean a video monitor...

—=Unplug-it first
= Dust it with a dry soft cloth (screen too) or a
cloth dampened with water

» Clean ventilation slots

Picture Adjustments

Is the computer turned OFF? Is the video cable
between the computer and the monitor
disconnected?

Did the power management feature kick in and put
the monitor in the low-power stand by mode? Check
the power management setting at the Control Panel’s
Display Properties Screen Saver screen. Also check
the Power Management Properties extension in the
Control Panel. You'll study this more in your lab.

The best way to keep a computer system up and
running is to practice good preventive maintenance.
That way you can put off the inevitable
troubleshooting a little longer. Keeping the monitor
clean helps keep the video system running.

Here’s how you clean a video monitor.

First unplug it. You are probably getting the message
by now that this is an important rule in computer
troubleshooting. Don’t take risks with your life. Be
safe. Unplug the monitor before you clean it.

Dust it with a dry, soft cloth or a cloth dampened
with water. Don’t use any cleaners or waxes. Just use
plain old water. Clean the screen this way too. Be
sure to remove any dust and dirt buildup in the air
slots. Monitors run at a high temperature and need
all the air they can get to keep going.

A common video troubleshooting call involves minor
picture adjustments. Over time the user’s video
monitor doesn’t display like it used to. This is normal
and you can do several things to improve the
display.
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Reset Button

Degauss Button

Degauss

Horizontal Size

Sometimes a user adjusts the video monitor’s
controls and makes the display quality worse. If the
monitor has a Reset button, push it to return the
monitor’s settings to the factory defaults. The factory
default settings are fine for most users. At least they
are a good starting point for you to make other
changes from.

What's a Degauss button?

Maybe in a physics class or an electronics class you
learned about magnetism?

A gauss is a unit of magnetic flux density. When you
see a Degauss button, just think of magnetism. Over
time, a monitor’s color purity is negatively affected
by magnetism developed inside the monitor. The
monitor’s picture tube uses magnetism in its basic
design. Eventually, some stray magnetism affects the
picture. The Degauss button removes these color
impurities.

Let’s discuss some of the common picture adjustment
controls found on a monitor. These controls are
usually located behind a small door on the front
panel.

The Horizontal Size control adjusts the size of the
picture, horizontally. Adjust the picture so it fills the
screen. We don’t want to waste any of the available
screen space.
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Horizontal Position

Vertical Size

Pin Cushion

The Horizontal Position control adjusts the
horizontal position of the display. Adjust the display
so it is centered.

The Vertical Size control works like the Horizontal
Size control except it adjusts the size of the picture
vertically. Again, adjust the picture to fill the screen.

Any idea what the Vertical Position control does?
That’s an easy one isn’t it. Like the Horizontal
Position control, it adjusts the vertical position of the
display. Adjust the Vertical Position control to center
the picture vertically.

Have you ever sat down at someone’s computer and
the screen looked like it was warped? This is the pin
cushion effect. You can adjust the Pin Cushion
control to make the sides of the display straight.
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Pin Signal

1 Red
Blue
Ground
Serial Clock

o
Blue Ground

—Openinga Monitor to-Repair It —

Another effect is called bow. Use the Bow control to
make the sides of the display straight.

While not something you are going to be asked to
recite from memory every day, it’s helpful to know
what signals are traveling through the video cable
connecting the computer to the video monitor. The
connector on the end of the cable is called a 15-pin D-
sub connector.

Here’s what the video cable’s connector looks like.
Each side of the connector has a thumbscrew that
holds the connector to the computer. People often
don’t take the time to tighten these thumbscrews so
the cable can come off from the video card. When
investigating a video problem, make sure the cable is
properly connected to the computer’s video
connector and that the thumbscrews are tight. The
primary signals in a VGA cable are the Red, Green
and Blue signals. The display colors are made from
these three colors. The other signals are grounds,
sync, and clock signals.

Assume that we did a monitor swap to fix a user’s
video problem. The new monitor works fine and the
user is all smiles. You decide that you can save your
company money if you fix the monitor yourself. How
do you open the monitor and repair it?
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Opening-a Monittor

Basic Video Troubleshooting 101

Basic Video Troubleshooting 101

= [s the monitor turned on?

Basic Video Troubleshooting 101

= [s the monitor turned on?

= [s the monitor’s AC cord plugged in?

You don’t! Save this task for someone who has
special training in video monitors. Besides containing
complex circuitry and circuitry that just isn’t
repairable, there are extremely high voltages present.
These high voltages can kill. Never, and I'll repeat it
again, never open a monitor and attempt to repair it.
Save that job for an expert.

Let’s take a look at some basic video troubleshooting
techniques. Assume a user calls and says her monitor
doesn’t work. You pay her a visit and follow these
steps...

Make sure the monitor is turned ON. Do this first.
Nothing is worse than to have a user point out to you
60 minutes later that the monitor is turned OFF.
Avoid embarrassment at all cost! Check the obvious
first!

Along the same lines...make sure the monitor’s AC
cord is plugged in. Not only make sure it is plugged
in, but also make sure the AC outlet it is plugged into
works.
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Basic Video Troubleshooting 101

= [s the monitor turned on?
= Is the monitor’s AC cord plugged in?

= Turn up brig rast controls.

Basic Video Troubleshooting 101

= [s the monitor turned on?
= [s the monitor’s AC cord plugged in?
= Turn up brightness/contrast controls.

= Check the video cable.

Basic Video Troubleshooting 101

= [s the monitor turned on?

= [s the monitor’s AC cord plugged in?

= Turn up brightness/contrast controls.

= Check the video cable.

n Check Power On Self-Test (POST) beeps.

Turn up the monitor’s brightness and contrast
controls. Again, this is a simple problem with a
simple solution. But you would be surprised at how
often this happens. The user decides she is going to
dust off her computer and monitor. While doing so
she accidentally changes the contrast and brightness
settings and can no longer see the display.

After checking the monitor over, check the video
cable. Like I mentioned earlier, make sure the cable
didn’t come unplugged from the computer. Make
sure it is plugged all the way in and that the
thumbscrews are tight.

Reboot the computer. And that means a cold boot.
Turn the computer OFF. Wait a short period of time
and turn it back ON. Listen for the Power On Self-
Test (POST) beep. You will hear one beep during a
normal boot. If you hear one long beep followed by
two short beeps, chances are the video card is bad.
Today’s modern computers, like your lab test
computer, shut down automatically if the video card
is defective. You'll hear one beep and will never hear
the long and two short ones. If you have time you
can try this during your lab. Just remove the video
card and reboot. Does anyone know why you need to
do a cold boot and not a warm boot? (Instructor: a
warm boot bypasses the POST tests).
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Basic Video Troubleshooting 101

= [s the monitor turned on?

= Is the monitor’s AC cord plugged in?
= Turn up brig contrast controls.

= Check the video cable.

» Check Power On Self-Test (POST) beeps.

= Re-seat video card and socketed chips.

Basic Video Troubleshooting 101

= [s the monitor turned on?

= [s the monitor’s AC cord plugged in?

= Turn up brightness/contrast controls.

= Check the video cable.

» Check Power On Self-Test (POST) beeps.
= Re-seat video card and socketed chips.

» Check any configuration switch settings.

Basic Video Troubleshooting 101

= [s the monitor turned on?

= [s the monitor’s AC cord plugged in?

= Turn up brightness/contrast controls.

= Check the video cable.

» Check Power On Self-Test (POST) beeps.
= Re-seat video card and socketed chips.

= Check any configuration switch settings.

= Swap video card, monitor, video cable.

Basic Video Troubleshooting 101

= [s the monitor turned on?

= [s the monitor’s AC cord plugged in?

= Turn up brightness/contrast controls.

= Check the video cable.

» Check Power On Self-Test (POST) beeps.
= Re-seat video card and socketed chips.

= Check any configuration switch settings.
= Swap video card, monitor, video cable.

= Enter Safe Mode or re-load video driver.

Check the video card to be sure it is seated all the
way in its socket. If the video card has any chips in
sockets, make sure those chips are properly seated.
Chances are today you won’t run into many video
cards with socketed integrated circuits. But you will
more than likely work on some older machines now
and then.

If the video card has any configuration switches,
check to make sure they are set right. It's very
unlikely users will open the computer and try to fix a
problem themselves, but then again, who knows.

Still not having much luck in solving the video
problem? Swap out the video card, monitor, and
video cable with replacements that you know work.
Swap one at a time and reboot the computer to see if
that item is the problem. Sometimes a monitor has a
video cable permanently connected to it so you may
not always be able to swap the cable.

And finally, enter Safe Mode or re-load the video
driver. We studied Safe Mode some time back. Safe
Mode loads a simple, basic, no frills VGA driver. If
this solves the problem, you know the video driver is
the problem. Re-load the driver and see if that helps.
Software drivers are far from perfect. Applications
and fatal system problems can corrupt them.
Sometimes just re-loading the driver will fix a video
problem.
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Now, it’s your turn.

Now it’s time to do the lab workbook and to learn
more about video troubleshooting.
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Lab 8-3

The Universal Serial Bus

Universal Serial Bus is...

An industry-wide cable bus standard
(developed in 1995) that allows up to 127
plug-and-play serial devices to be daisy

chained to one port on a PC. It allows for fast,

bi-directional communication between a host
computer and hot-pluggable peripherals. It
makes adding peri s toa PC as easy as
plugging headphones into a stereo.

USB Features and
Advantages

Welcome to Lab 8-3. Today you will learn how to
install a USB device and take a look at a few of
today’s common USB devices.

You will attach a Universal Serial Bus device to your
computer in your lab today. Since we will be
working with a USB device, it’s probably a good idea
to discuss what exactly USB is.

USB is an industry-wide cable bus standard
developed in 1995 that allows up to 127 Plug-and-
Play serial devices to be daisy chained to one port on
a PC. It allows for fast, bi-directional communication
between a host computer and hot-pluggable
peripherals. It makes adding peripherals to a PC as
easy as plugging headphones into a stereo.

In this presentation we’ll touch on each of these
features and explain their advantages.

Let’s talk about some of USB’s features and the
advantages these features offer.
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g = [t’s an external expansion bus using cables USB Cables and perlpherals are Out81de the Computer-
w (completely outside the PC).
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Users and computer
technicians do not have to
open the computer to add

~

Advantage... ~

Computer expansion up to this point
has been limited by the number of

cards. Not any more. Users ca
daisy chain up to 127 peripherals to
a single port.

What's the advantage of an external expansion bus?
The big advantage is that users and yourself, as a
troubleshooter, do not have to open the computer to
add peripherals or to troubleshoot a USB problem.
All USB peripherals are daisy-chained to each other
using cables. Daisy chained means that they are
attached with cables serially, one right after the
other.

Another USB feature is that you can daisy-chain up
to 127 USB peripherals to one port. Most computers
today have two USB ports, so you can connect 254
USB devices to one PC. That sounds like a lot. But
then again, ten years ago nobody thought you would
demand 128 megabytes of memory in your
computer!

Being able to daisy-chain a lot of peripherals to the
PC using cables is definitely a big USB advantage.
Up to this point, computer expansion has been
limited by the number of serial and parallel ports on
the computer and by the number of free expansion
slots inside the computer. But USB changes all that,
since you can connect so many USB peripherals to a
single USB port.
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Advantages...

= Simple Installation

= Simply plug it in

= Peripheral is automatically configured
for immediate use.

This makes sharing peripherals easy.

Advantage...

USB peripherals transfer data at a
relatively fast 12 megabits per second.
The typical serial port transfers data at

about 100 kilobits per second.

USB is 120 times faster than the
standard Serial Port.

The Universal Serial Bus...has Plug-and-Play
capability, is hot-pluggable, and configures
peripherals automatically.

This advantage is great when you add a new
peripheral to the system. All you have to do is plug
the USB peripheral into the USB with a cable while
the computer is running. The computer
automatically detects the new peripheral and
configures it so you can use it immediately. You no
longer have to worry about interrupts, I/O
addresses, memory addresses, and so on. You don’t
even have to reboot. And removing a USB peripheral
works the same way—the Universal Serial Bus does
all the work.

What a great advantage for people who need to share
peripherals. For example, when someone brings their
laptop computer to your office and wants to print a
report from it, they can just plug into the printer’s
USB port and print the report. They don’t need a
driver and don’t have to worry about configuration.
USB does all the work for them.

USB transfers data at 12 megabits per second. For
slow devices that don’t require that kind of speed, it
transfers data at 1.5 megabits per second.

USB’s 12 megabits per second rate is pretty fast when
you stop and consider that a PC’s standard serial
port transfers data at 100 kilobits per second.

So USB is 120 times faster than the standard PC serial
port.
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Advantage...

m Host quizzes peripheral

= How much power is needed?

= Supply the power or generates a message

m Often eliminates a separate power supply for
the peripheral.

Slide 9

Advantage...

The user can’t plug the USB peripheral in
wrong. The USB bus uses standardized
connectors to prevent plugging devices in
wrong. It cannot be done.

Slide 10

Advantage...

USB allows for five meter (15 foot) cables
between peripherals. That should make it
easy to reach that printer across the room.

A very nice USB feature is that USB peripherals can
often be powered by the USB bus. The USB bus
supplies plus 5 volts DC to peripherals that need it.

When you plug a USB peripheral into the USB bus,
the host, the computer that is, quizzes the USB
peripheral to find out how much power it needs. The
USB bus then supplies power directly to the USB
peripheral or it generates a message telling the user
that the USB peripheral needs more power than the
USB bus can supply.

This is a nice advantage because being able to supply
power to a peripheral means that a separate power
supply or power cube can often be eliminated. That
saves not only money but also “cord clutter.” Having
fewer power supplies cuts down on the mess of
cords in the computer area.

USB uses standardized connectors. It has only two
types of connectors, Type A and Type B. We'll look
at these in a few minutes.

Having standardized connectors means a user can’t
plug a USB peripheral in wrong. It can’t be done. If
the peripheral is plugged in at all, you know it’s
plugged in right.

You can use five meter-long cables between
peripherals.

Five meters is about 15 feet. That should make it easy
to reach that printer across the room.
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USB Peripherals

USB Peripherals
The Ordinary...

= Storage Drives and Devices
= Printers, Scanners

= Modems

= NICs

= [nput devices such as Mice, Joysticks,
Keyboards , Graphics Tablets

= Multimedia Game Equipment

USB Peripherals
The Not So Ordinary...

m Digital Cameras

‘= Biometric Security Devices

= Multi-User Games

= Digital Audio Devices

= Hubs

m CTI Devices

m Telephony (PBX, Digital Telephones)

Let’s take a quick look at the different types of USB
peripherals.

First of all, there are many USB peripherals that fall
into the “ordinary” category. You can buy USB
peripherals that are...

e Cartridge, tape, and floppy drives
* Modems

e Printers and scanners

* network interfaces

* Input devices like mice, joysticks, keyboards, and
graphics tablets

* Multimedia game peripherals

Here are “unordinary” USB peripherals...

¢ Digital Cameras, Biometric security devices, Multi-
user games, Digital audio devices

Hubs allow you to connect more peripherals to a
USB system. We'll talk more about hubs in a minute.

CTI devices are Computer Telephony Integration
devices. They allow you to control telephone
equipment with your computer. For example, in a
small office you might use a computer to manage
voice mail, faxes, calls that come into the office, and
so on. Biometric security devices are used to read a
person’s fingerprint and to decide if they are allowed
access to something such as a bank account program.

Multi-user games allow a user to join in a game
already in progress and to leave the game without
interfering with other players.
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The USB Flash Drive
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The most common USB device being used today is
the flash storage plug. These are often called a
thumb drive, pen drive, or jump drive. They come in
hundreds of shapes and sizes, as well as memory
capacities. 128 MB models can be had for under $10,
and prices for these smaller units are still falling.

Slide 16

One step up from flash drives are USB hard drives.
These units have recently become inexpensive, often
going for less than $30 for a 6 GB drive. While the
capacity and cost-per-megabyte is lower than flash
drives, hard drives remain fragile and potentially
easy to damage with rough handling. Flash drives,
having no moving parts, can be tossed around
continuously.

This drive is actually a standard 40-pin 2%2-inch IDE
drive, with the addition of an IDE-to-USB adapter
board. Very simple.

Another problem with some USB hard drives is the
need for power. Drives may require more power
than a single USB port can provide. Look at this
drive cable for an example. The drive requires the
combined power provided by a pair of USB ports
before it can operate properly.
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USB Card Reader

USB Components

= Host
The

Computer
is the Host

USB Components - Host

= Data traffic cop for the USB bus.
= Controls the movement of data

m Responsible for the USB bus control
functions

= Only one Host in a USB system
= Host may have a couple USB ports

USB Components - Function

= A Function is a device that provides
capabilities to the Host. A Function might be
a keyboard, a mouse, or some other device...

= A bus-powered device gets all its power
from the USB cable.

m Self-powered devices have their own power
supply.

Another common USB device is the memory card
reader. These come in all shapes and sizes, and some
readers can read many different types of cards. The
one shown here has four different slots, two in front
and two in back. This device shows up in Windows
Explorer as four different drives.

Up to this point we’ve just touched on USB. We've
looked at what it is, what its features and advantages
are, and different types of USB applications.

Now let’s dig a little deeper and take a look at the
technical side of USB. Let’s first look at the different
components USB is made of. First there’s the
host.The host is actually the computer itself.

The host is the traffic cop for the USB bus. It controls
all data transmissions over the bus. The host is also
responsible for the USB control functions. The
control functions are the tasks that are performed
when a USB device attaches or detaches from the
USB bus. There is only one host in a USB system
although that host might have a couple of USB ports
like many computers today do.

Another USB component is the function.

A function is a device that provides capabilities to
the host. In other words, it does something for the
host. A function might be a printer, a keyboard, a
mouse, or any other device. You might hear the
terms “bus-powered device” and “self-powered
device.” A bus-powered device gets all its power
from the USB bus. Modems and joysticks are
examples. A self-powered device has its own power
supply. Printers and scanners are examples.
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Hub

Plugs into Host or other
Upstream Device

L USB Devices
| pluginto Ports

Component Examples

Function
(with bmlt in Hub)

[::]\\\ —

“—Function| ]
Function

Function

Types of Data Transfers

m Control - Configuration, status, commands...

Cre’,
Sy
Our denCe I,

How much power do
you need?

Earlier we mentioned hub. A hub is another USB
component. A hub is an expansion device for
connecting other devices to the USB bus. Hubs can be
stand-alone devices or can be built into keyboards,
monitors, printers, and so on. A hub provides power
functions and attach/detach functions for the USB
devices that connect to it. Only one USB device has to
plug into a PC’s USB port. If this one device is a hub,
then other devices can plug into the hub.

A hub is nothing more than a box with a number of
port connectors and a cord with a USB connector on
the end to plug into the PC’s USB port. It could also
be plugged into a port on another hub.

Okay, let’s look at an example USB system showing
all three USB components—host, function, and hub.

In this picture, the computer is the host. It's the only
host in the system. The trackball is a function and is
plugged into one of the PC’s two USB ports. The hub
plugs into the other PC USB port. The keyboard and
monitor, also functions, plug into the hub. The
printer is a function with a built-in hub and plugs
into our stand-alone hub. The scanner, also a
function, plugs into the printer’s built-in hub.

The primary function of the USB system is to transfer
data on its bus. Let’s look at USB data transfers. The
first type of data transfer is the Control transfer. It is
simply the questions the host asks peripherals and
the answers they send back to the host. Control
transfers are used for USB bus configuration, Status
information sent between host and function, and
commands from host to function.
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Types of Data Transfers

m [sochronous

m Interrupt - For HIDs (Human Interface Devices)
that need to transfer data infrequently in small
amounts (like a mouse, joystick...)

= Bulk

USB Cable has Four Wires

m Vbus  :+5 Volts DC to power USB devices
= D+ :Data

n D- :Data

= Gnd :Ground

Another type of data transfer is the Isochronous
transfer (eye-sock-runus). This type of transfer has
bus priority—in other words, if a USB peripheral that
uses Isochronous transfers needs to use the bus, it
gets the bus.

Peripherals that use Isochronous transfers are
telephone applications, digital audio applications,
and other applications that are time critical. Take
audio as an example. What would the CD you are
playing sound like if the USB CD-ROM drive it is
being played on isn’t allowed to use the bus when it
needs it? Words might be skipped, the tone could be
off, and so on.

The third type of USB data transfer is the Interrupt
transfer. This is used by HID (Human Interface
Device) peripherals that need to use the bus once in a
while and for small amounts of data. Examples of
peripherals using Interrupt transfers are the mouse,
joystick, and so on.

The fourth, and last, type of USB data transfer is the
Bulk transfer. It’s used by peripherals that need to
transfer large amounts of data on the USB bus. These
devices might be printers, scanners, and so on.

One of the nice things about USB is that it uses
simple cables. The USB cable has four wires. Here’s
what they carry...

* Vbus wire: The +5 volts DC used to power bus-
powered peripherals.

* D+ wire: A data signal
¢ D- wire: Another data signal

* Gnd wire: The ground wire
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USB_Cable
Shlell d Vbus

Outer Jacket (+5VDC)

Low-Speed Cable

= Does not require D+ and D- to be a twisted
pair.
= Does not require the shield.

USB Connector Shapes (Plugs
and Sockets)

=

&

Réctangular

Connectors Square Connectors

Here’s what a cross-section of a USB cable looks like.

The two data wires, D+ and D-, are twisted together
like a twisted pair cable. The ground and 5 volt DC
wires are near the cable’s outside. A shield surrounds
the cable for noise protection and the outer jacket
protects the wires inside from physical damage.

You will sometimes see a low-speed cable instead of
the cable we just looked at. The low-speed cable is
used by some devices where noise is not a problem.
The low-speed cable does not require the D+ and D-
wires to be a twisted-pair, and it does not require the
shield around the outside of the cable.

Earlier we touched on the USB connectors by saying
that they are standard connectors and the user
cannot plug them together wrong. There are two
basic types of USB connectors—Type A and Type B.
You can easily tell them apart by their shapes. These
shapes are the same whether the connector is the
plug or the socket.

* Type A connectors are shaped like rectangles; wide
but not very high.

* Type B connectors are shaped like squares.

These are the only two types of USB connectors.
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Mini-USB Connectors

Mini-USB 2

What’s the main
difference between the
USB 1.1 Spec and the

USB 2.0 Spec?

These are the second-generation of USB connectors,
used for devices such as digital cameras and
inexpensive data devices.

These connectors are used for newer USB cameras,
and those devices that utilize USB 2 data transfer
speeds.

USB has been around since 1995. The second
generation USB specification is USB 2.0. How does
USB 2.0 compare with USB 1.1? There’s one main
difference between USB 1.1 and USB 2.0. What's that
difference?
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Speed!

12 Mbits/sec x 10 = 120 Mbits/sec
12 Mbits/sec x 40 = 480 Mbits/sec

...and the good news for users is that USB 2.0 is

backwards compatible with USB 1.1.

USB
VErsus

USB versus FireWire (IEEE-1394)

= Both are cable expansion buses.

= Both use a small cable with peripherals that
are hot-pl

= Both use chaining to connect
peripherals.

= USB’s top speed is 480 megabits/second
while FireWire runs at 100, 200, and 400,
and 800 megabits/second.

It’s just a little thing called speed. USB 2.0 increases
data throughput by a factor of 10 or 40 times.

The current USB 1.1 specification speed is 12
megabits per second. At 10 times faster, USB 2.0 will
offer a data throughput of 120 megabits per second.
At 20 times faster, USB 2.0 will offer a data
throughput of 240 megabits per second.

The good news for USB users is that USB 2.0 is
backward compatible with USB 1.1. That means USB
1.1 cards will work in USB 2.0 systems. Of course,
they won't offer the high speed.

FireWire is a special name given the the IEEE-1394
serial data transmission specification. FireWire is
similar to USB, but let’s look at a closer comparison.

Here’s how they compare.
¢ Both FireWire and USB are cable expansion buses.

* Both use a small cable with hot-pluggable
peripherals.

* Both use daisy-chaining to connect the peripherals.

* USB’s top speed is 12 megabits per second while
FireWire runs at 100, 200, or 400 megabits per
second.

And there’s more...
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USB versus FireWire (IEEE-1394)
continued...

= FireWire cable has 6 conductors (4
data/clocks and 2 power) while USB has 4
conductors (2 power and 2 data).

= USB 2.0 is aimed primarily at the PC
peripheral market while FireWire is used for
computer interfaces to consumer electronic
products like digital camcorders, VCRs,
digital televisions, and other audio visual
products.

USB Devices

Where to Find More USB
Information

WWwWw.usb.org

FireWire’s cable has 6 conductors (4 data and clock
wires and 2 power wires) while USB’s cable uses 4
conductors (2 power wires and 2 data wires).

Finally, their target markets are different. USB
(especially USB 2.0) is aimed primarily at the PC
peripheral market, while FireWire is used for
computer interfaces to consumer electronic products
like digital camcorders, VCRs, digital televisions, and
other audio visual products.

USB is an interesting subject and one you should
become familiar with. Here’s a source of more
information.

On the internet, check out www.usb.org. That’s the
web address of the USB organization responsible for
writing and approving the USB specification. You
will find a wealth of USB information there such as
the specification itself, technical information, and so
on.
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Now, it’s your turn.

That’s it for today’s lecture. Now onto the Exercise in
your Student Workbook.




LESSON 7

Slide 1

Slide 2

Slide 3

Lab 7-1

Configuring the Sound

Early computers
had gle, small
speaker built inside

Stereo Speakers

S

Built-in 2 inch speaker .
P Microphone,

Multimedia Components

m CD-ROM Drive

= Sound Card

= Microphone

= Speakers

= Camera

m High-Performance Video Card
= DVD-ROM Drive

7-1

Today you will examine the multimedia support
provided by a computer. First, you will study what
makes up a multimedia system in this presentation.
Then, you will install a sound system in the lab
computer.

Sound cards are relative newcomers in the world of
personal computers. For many years, programmers
did amazing things with the computer’s built-in
speaker, which had poor fidelity and was designed
to produce simple beeps and other sounds to indicate
computer operations. A good sound card allows the
computer to produce and store high-fidelity stereo
sound to go with the programs in the computer. You
can also connect a microphone to the computer for
input and stereo, or even multi-channel, speakers or
headphones for sound output.

Sound cards used to come packaged with other
components and were known as multimedia. A
multimedia PC contained a CD-ROM drive and a
sound card connected to a microphone and speakers.
Today these items are standard with most
computers, and the term multimedia isn’t used as
much as it used to be.

The latest multimedia gadgets include digital
cameras, high-performance video cards used for
watching Internet video clips, and DVD-ROM for
games and digital movies.
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What Audio Enables

= Foreign Language Training

= Music Composition

= Background Music as You Work

m Telephone through Your Computer
= Voice Recognition

= Sound Effects for Presentations and Games

4

How Computer Audio Works
(Today’s Science Lesson)

S (Onic Second =——p

=== One cycle
| 3 4 5

l—»

6 Hertz

1.—\m|1|ilumlc

Some computer audio applications are:

* Foreign language training

® Music composition

* Background music as you work

¢ Telephone through your computer

* Voice recognition

* Sound effects for presentations and games.

These are just a few of the possible applications. Let’s
see how sound cards add to these applications.

Without getting too deep into physics, let’s look at
some basic audio principles.

The sound picked up by a microphone is changed
into an electrical wave. A continuous tone, like when
you hold an organ key down, produces a sine wave
like this one. The sine wave has two characteristics:
frequency, which is measured by how many times a
second the wave starts a new cycle; and amplitude,
which is a measure of how loud the tone is. The sine
wave here has a frequency of six cycles a second, or
six Hertz. The human ear can generally hear sounds
between 20 Hertz and 20,000 Hertz. Not everyone
can hear this wide of a range, though. It depends on
the genes your parents passed on to you and the
amount of loud noise your ears have been exposed
to.
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I

is called PITCH

~The Amplitude-is-called VOLUME

A Speech Sonogram
(What Your Voice Looks Like)

Sound Synthesis and
Sampling Techniques

/-3

Loud sounds produce high amplitudes, and quiet or
soft sounds are low amplitude.

In audio terms, frequency is called pitch and
amplitude is called volume.

Speech is made up of high and low amplitudes and
changing frequencies. A picture of a sound is called a
sonogram.

Sampling is a very important method of computer
sound reproduction.
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Sampling
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Samples Stored as Digital Values

.5-.5-1 327-7.24-2-5.64-3.23.6-2 2 -2 -2 3-1

Slide 13

Waveform Reconstructed From Samples

.5-.5-132.7-7.24-2-5.64-3.23.6-22-2-23 -1

Sampling is often used for speech encoding. On the
left is a portion of a speech sonogram. On the right is
the same pattern stretched out to show how
sampling works. It is not practical to store each point
on the waveform, so samples are taken at regular
intervals, as indicated by the red lines.

For absolute accuracy in sound reproduction you
would store every point on the waveform. But this
isn’t really practical and it’s not necessary. Sampling,
that is selecting and storing only some of the points,
produces good sound reproduction. Sampling
technology is so good today that most of us can’t tell
the difference between the original sound and the

copy.

These samples are then stored in digital form. The
number values at the top match the sample levels in
red. The green horizontal line is the zero volt
reference level. Remember that the intervals between
the samples are equally spaced. That’s because the
samples are taken with the same amount of time
between all of them. We might take one sample every
second or every 100 microseconds.

When the computer wants to play back the sound, it
reconstructs the waveform from the digitized sample
points. The waveform, shown here in white, is the
best fit to the values stored.

The more samples taken for a given time period, the
more accurate the reconstructed sound wave. Of
course this makes the CPU work all that much
harder, but more importantly, it takes up a lot of
memory to store all those points!
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Reconstructed Compared to Original

Half the Sampling Rate

The Reconstructed Waveform

Original

Reconstructed

Sampling Rate = Twice the Pitch

Pitch _ Minimum Sampling Rate
20 Hz 40 Hz
400 Hz 800 Hz
1,000 Hz 2,000 Hz
10,000 Hz 20,000 Hz
20,000 Hz 40,000 Hz
50,000 Hz 100,000 Hz
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Here’s what I mean by reconstructing the sound
wave. If the samples are taken often enough, the
reconstructed waveform, shown here in white, will
sound similar to the original waveform shown in
orange.

But what happens if the sampling rate is changed?
Here the sampling rate is half of what it was before.
Now what will the reconstructed waveform look
like?

The reconstructed waveform in orange looks nothing
like the original in white. The samples were so far
apart that they failed to capture the waveform. This
sound would sound nothing like the original.

So what sampling rate should be used?

Experience has shown that if the sampling rate is at
least twice the pitch, the reconstructed waveform
will be close to the original. For most humans, the
highest pitch they can hear is less than 20,000 hertz.
So to sample music and reproduce high fidelity
sound that sounds correct, we must sample no less
than 40,000 times per second.
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Storing a Four Minute Song

4 minutes x 60 seconds/min = 240 seconds
240 sec X 40,000 samples/sec = 9,600,000 samples

At one byte per sample, it will take 9.6
megabytes to store a 4 minute song.

Slide 19

Sound System Hardware

Slide 20

Sound Card

PCI Bus Connector

What does this mean in digital terms? Let’s assume
that we wish to record a song that is four minutes
long. Four minutes times 60 seconds per minute is
240 seconds. Multiply that by 40,000 samples per
second, and the result is 9,600,000 samples. Assume
one byte per sample and your song takes up 9.6
megabytes of disk space.

Wow! If you do much digital recording at all, you’ll
fill the hard disk drive up quickly. Working with
music on a computer definitely requires a lot of
storage space.

Now let’s take a look at the hardware needed for
working with sound or for listening to CD-ROM
disks while you work.

We will look at a typical sound card.

Many computers use a sound card similar to this
example. It's a PCI card, so it’s Plug and Play—no
resources to configure.

There are three connectors across the top.

Connector 1 connects a video card or a IDE CD-ROM
for audio input—it’s the Auxiliary sound input.

Connector 2 is the connector we use to connect audio
from the CD-ROM drive.

Connector 3 connects to a telephone answering
device (TAD) or a modem for voice amplification.
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Sound Card

Speakers
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There are five connectors on the back edge of the
card. Four are used for sound I/0O, the other is for
data I/0O.

Connector 4 is a Line In jack to connect external
devices such as cassette or MiniDisc player for
playback and recording.

Connector 5 is the Microphone In jack to connect an
external microphone for voice input.

Connector 6 is the Line Out jack to connect
headphones, powered stereo speakers, front channel
powered Surround speakers, or an external
amplifier.

Connector 7 is the Rear Out jack to connect rear
channel powered Surround speakers.

Connector 8 is used to connect a joystick input
device or an I/0O MIDI device.

I have just described a typical sound card. Your
computer trainer doesn’t use a sound card. Rather, it
has an on-board sound processor chip that works
with the CPU to perform the same functions as those
of a typical sound card.

What would multimedia be without speakers with a
built-in amplifier?

There is a minor drawback. Most people these days
are not happy with stero sound from a pair of
speakers. For realistic sound, they want, at a
minimum, 4-channel audio. That’s why our typical
sound card has two audio output jacks. One for each
pair of speakers.

Something to keep in mind. Remember that 4-minute
song we talked about earlier? That was only good for
one channel of sound. To have stereo, we need two
waveforms to drive the two channels of audio. So our
four-minute song now takes up twice as much space
on our disk drive. Make that 4-channel sound and
we’re talking four times as much disk space—about
38.4 Megabytes.
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Sound Blaster® PCI128 Software

Slide 24

Most Sound Card Failures
are Due to DMA; TRQ;
and I/0O Port Conflicts!
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Changing a Device’s Resources

Slide 26

Remember to write down all
BIOS or configuration settings
before you change them

LESSON 7
% - The last part of the multimedia picture is the
Sortware . . .
2 software drivers and applications to control the
5 operation of the hardware. Fortunately, today’s

multimedia systems use software that virtually
installs itself. There’s not much to talk about. Run the
Installer routine and answer the obvious questions.
Often, the most difficult part is reading the user’s
manual that is usually supplied on the driver CD.
Yes, it’s inconvenient, but it does reduce the cost
printing the book and it helps to save a few trees.

Now that you are familiar with the pieces that make
up the multimedia pie, let’s look at a few areas that
may cause problems. Consider, with Plug and Play
BIOS and operating systems, resource conflicts are a
thing of the past. However, there are a lot of legacy
computers still around that don’t use Plug and Play
hardware. For that reason you should never ignore
the possibility that a multimedia problem is not
related to how a resource is configured.

Need to change a device’s resources because the user
of the PC you are troubleshooting thought they had
to?

Here’s how you can examine a device’s resources
and, if necessary, change them back to what they
should be.

Oh, yes...that cardinal rule of troubleshooting. Even
though we troubleshooters are faultless and have
great memories, be sure to write down system settings
before you change them. Making a change that doesn’t
help or that makes the problem even worse may
require you to change back to the original settings.
Let’s make sure the values you restore are the ones
you changed.
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To find those resources, open the Control Panel’s
System Properties screen and click the Device
Manager tab.

Select the hardware device, in our case the sound
card, and click the Properties button.

Note that even though your computer trainer doesn’t
have a Creative Labs Sound Blaster, that’s what I
have been describing, so let’s continue with that
thought. What you will find in the exercise will not
be the same, but it does give you an idea of where
you are heading.

Input/Output Rangs E400 - E43F

[iengs et

Conflicting device list

[Na canfiets.
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General | Settings | About | 3D Audio | Driver Resources

% Creative Labs Sound Blaster POI128

Click the Resources tab so we can see what IRQ and
I/0O address the sound card is using.

Change Setting ﬂ

Conficting devios st

[No canficts:

Uncheck the “Use automatic settings” check box and
select the resource type you want to change. Then
click the Change Setting button.

Some settings cannot be changed using Windows 98.
You have to change them using the system BIOS. For
example, the sound card here will not let you change
the IRQ using this screen. You can, however, change
the I/O address with this screen. Before you do so...
write down the current address range.




7'1 O LESSON 7

Slide 30

Slide 31

Slide 32

Edit Input/Output Range

Erter the input/output range you would ike 1o set for this

You may either enter a specific 1ange and the nearest valid
range wil be selected automaticaly, or you may select a range
using the armows.

Conflict

The setting you have chosen conflicts with the follawing
devices:

s of Intel 82371A8/EB PCI Bus Master IDE Contialler
tliss of Video-77/87 Linear Accelerated for PCI/AGP [v44!

L
Cancal

& ‘wiaming: The sefting you have selected conflicts with another device:

Conflict Warning

To select a different resource setting, click Mo. To continue, click ‘Yes,

At times you may want to
reinstall the application

Select a new value for that resource while watching
the Conflict information area at the bottom of the
screen. You want to select an address range that does
not conflict with any other hardware within the
computer.

Click OK when finished.

It’s hard to imagine a user accidentally changing a
resource setting with Windows 98 and its tight
control over resources. If the user does change a
resource, there are plenty of warning messages like
this one to scare them off, hopefully.

One of the things you may do to troubleshoot a
software problem is to just throw your hands up in
the air and do a software re-install. Since most
software today comes on CD-ROM disks, it’s not too
time-consuming to re-install it. Imagine what it was
like in the past to have to re-install an application
that had 15 floppy disks. However, before you
reinstall that software, read the user’s manual and
any README text files on the CD. Often, you are
told to uninstall the software before you can reinstall
it. Make a mistake here and can wind-up with
Registery and DLL file problems.
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7-11

Don’t forget to look
— fortheobvious.. |

As (soon to be) well-trained troubleshooters, we
sometimes look right past a solution for a problem.
Sometimes the solution is right in front of us and we
don’t see it.

(Sintermet Explarer
» [Honiine Sevices
(Hstatup
r B3cqy

Here’s a good example. A user might complain that
one of the channels of their CD-ROM drive doesn’t
work when they are playing music. You could dive
right in and begin troubleshooting the speakers,
cables, and sound card.

But before doing a lot of hard and unnecessary work,
check the sound card’s software settings. In this case,
let’s look at the sound mixer.

Slide 36

Use the On-Line Documentation!

The circled area on this slide is the right and left
channel balance control. If the user had set the slider
all the way to one side, you wouldn’t be able to hear
the other channel.

This time the user didn’t make that mistake, so you
may have to check out the hardware after all. But my
point is, that sometimes the solution is simple, and
by taking some time to look for a simple solution,
you just might be rewarded.

Another thing troubleshooters tend to do is to ignore
the manufacturer’s documentation. I guess it’s a
matter of pride. We hate to pull out the manual and
search for a solution. Or, the manual is
inconveniently located on the drive CD. Maybe we
think the user will think we aren’t a good
troubleshooter. Well nowadays the documentation is
often on-line. In this case, that means it’s loaded on
the computer hard disk drive and listed in the Start |
Programs application list, as shown here. Take a look
at the documentation and you just might...
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Corterts | Indes | Find |

Click  topic, and then click Display. O cick anather tab, such 23 Inde.

@ Corfiguring the Sound Blaster PLI1 28 n Windons 95/38 ]

@ Using Sound Blaster PCI1 28 inWindows 95/98
U Wi

...find some useful information, such as
troubleshooting help. Most manufacturers know
from experience what the trouble spots for their
product are, and often will discuss those trouble
areas and offer solutions.

Here’s an example for the sound card. At least it
gives you a starting point. Just select a
troubleshooting topic and...

Faetnodem, vid

ez,
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L 128Ls
et o an extermal CD-ROM diive,

0\\", t 7Our turn.

...there’s some help. There will be times when you
find just what you need. Other times it may be no
help at all.

Now that we’ve wet your appetite, it’s time to
configure the sound system in your lab computer.
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Lab 7-2

Troubleshooting a
Boot Failure

Booting Windows 2000/XP

. First, the POST
2. BIOS locates Master Boot Record
3. MBR looks for System partition
.. MBR passes control to NTLDR
5. NTLDR reads BOOT.INI
6. BOOT.INI points to the Boot menu

or to the location of the OS

POST and BIOS

m System Reset

m Check for major hardware
problems

m Test basic system components

m Look for a boot device

In this presentation, you will see how to solve basic
boot failures.

In most cases, it troubleshooting a boot problem is
easier if you have a good understanding of the boot
process. You don’t need to know the intimate details,
just the basic facts.

Before Windows wakes up on your hard drive, many
things happen behind the scenes. Let’s take a look at
some of these steps.

As you recall, the Power On Self Test provides
system checks for the major components. It compares
the BIOS settings to the hardware currently installed,
and tests many other items such as keyboards and
memory. If something fails here, you're going to hear
about it.. literally. Beep codes are the rule, but newer
systems use a series of lights on the rear of the
motherboard. If all is well, then the BIOS searches for
a boot device, using the drive sequence saved in the
BIOS Setup. Obviously, failures at this stage can
only be hardware.
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Finding the MBR

-mBIOS follow-the boot sequence
configured in Setup

+A, C, CD-ROM
+C Only
+CD-ROM, A, C
m Search for active partitions which
contain the MBR

MBR

m Points to system partitions
m System partitions contain the OS
loaders.

+I0.SYS
+NTLDR

NTLDR Takes Over

m Looks for BOOT.INI
o Startup Menus

m Any Microsoft OS can be
launched from here

BOOT.INI

m Where is the OS?

m What are the options?

The BIOS then looks for the master boot record by
searching each drive in the order configured in
Setup. Once an active partition is located, which has
a master boot record, the BIOS knows where to locate
the system partition, where the operating system is
located.

A typical error at this stage is “non-system disk or
disk error.” Problems at this stage are often
hardware, but may also be partition configuration
problems.

Once the BIOS locates an active partition, which
contains the MBR, the MBR then points to a system
partition. The system partition contains information
that points to the location of the operating system
itself. In DOS and Windows 95/98 that file was
I0.SYS. In Windows NT/2000/XP that file is
NTLDR.

BOOT.INI tells NTLDR where to find the operating
system itself, and a few other things as well. We'll
look at BOOT.INI in a moment. It is important to
note that from this point many different operating
systems can be launched. Windows 2000/XP are
built to deal with multiple operating systems on the
same system.

A copy of a typical BOOT.INI is shown here. Spaces
have been added to make it easier to see. There are
two sections, called [boot loader] and [operating
systems]. The first entry tells NTLDR how long to
wait before launching the default OS. Following this
timeout, is the location of the default operating
system.
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Where is the OS?

[boot Toader]
timeout=30

default=multi(0)disk{Q)rdisk(0)partition(2)\WINNT

[operating systems]
multi (0)disk(0)rdisk(0)partition{2)\WINNT="Microsoft wind

C:\="Microsoft Windows 98"

C: \CMDCONS\BOOTSECT.DAT="Microsoft windows 2000 Recovery

Slide 9

Slide 10

[boot Toader]
timeout=30

ldefau’t=nu1ti (0)disk (0 rdisk (0)partition (2)\WINNT

[operating systens]
w1t (0)di sk (0)rdisk(0partition (2)\WINNT="Hi crosoft Windows 2000 Professional”
\="Microsoft windows 98"

:\CMDCONS\BOOTSECT.DAT="Microsoft Windows 2000 Recovery Console" fcmdcons

The next line contains very important information.
All of the parameters are 0, except for “partition,”
which is 2. The 2 tells NTLDR to go to the second
partition on the disk to look for the operating system.
This is an odd partition naming scheme, but it’s used
for compatibility with older devices.

NTDETECT.COM

fetect ing Syster Conponent ...
Feading BIOS date ...

lone reading BI0S date (5/182688)

letect ing FCI Bus Component ...

JPCI: Calling PCI_BIOS_PRESENTSECI BUS FOUNDS

alling PCI BI0S to get IR0 Routing table...

JPCI BI0S returned 8x8858 as the size of IRQ routing options buffer. ..
px< Real-nade PCI BIOS IRQ Routing Tahle - BEGIN xxx

fExclusive FCI IR0 mask = Bx@828

fus Dovice LukA Mask LnkE Mask LukC Mask LnkD Mask Slot

x3088  @xABAF
x3080  @xA81A
X308 @xAB11
X308 @xAB12
X308 @287
ji  expEFs  exanen
<« Real-wode PCI BIOS IRQ Routing Tahile - END =x

80881
90082
90083
000884
8x0881

BxDEF8
@xDEF8
@xDEF8
@xDEF8
@xDEFS

x8002
x8003
x8004
x8001
8x8002

BXDEFS
@XDEFS
@XDEFS
@XDEFS
BXDEF8

#x2083
2x2084
2x2081
#x2082
#x20083

BXIETS  @x80)
BXIETS  @xA80)
BXIETS  @xA80)
BXIETS  @xA80)
BXIETS  @xA80)

The last few lines of BOOT.INI describe the options
available at the Startup menu. In this case the default
Windows 2000 launch is followed by the option to
launch Windows 98. Finally, there is the ability to
launch the Recovery Console.

fexess any key to continue. ..

To keep things simple, let’s go with the default
choice and launch Windows 2000. The next step once
the OS loader files are located is hardware detection.
NTDETECT is looking for hardware, performing an
inventory to make sure that everything is in place
and still responding.

This screen is cryptic, but provides a clue what
NTDETECT is doing. This can be compared to the
Plug-n-Play mechanisms in Windows 9x. Problems at
this stage are difficult to diagnose because of the
tight interaction between the hardware, BIOS, and
operating system, any one of which could have a
problem.

By the way, you won't see this screen in normal
operation.




7'1 6 LESSON 7

Slide 11

Slide 12

Slide 13

The Kernel Loads

-m\SYSTEM32\NTOSKRNL-EXE
m Missing or corrupt?

+Check BOOT.INI

Startin ok

. .
[ | T nnmmnmmmm

NTLDR Error

Windows 2688 could not start because the following file is missing or corrupt:
<windows 2088 root>\systemd2sntoskrnl.exe.
Please re-install a copy of the above file.

Boot Error

NTLDR is missing
Press any key to restart

Thing get complicated very quickly from here. But if
you see the “Starting Windows” progress bar you've
made it to this point. The kernel load /initialization is
phase includes loading the Hardware Abstraction
Layer and various portions of the Registry. Anything
that goes wrong at this point is unlikely to be
hardware. The difficulty though, is getting at the
problem so you can fix it.

This looks like a very serious error, but it really isn't.
In fact, this error results from a simple typo in
BOOT.INI. (The first bracket in the file was deleted)

The problem here is that Windows 2000 is loaded on
the second partition, and NTLDR can’t find it. If
Windows 2000 was loaded onto the C: drive, this
error would then be serious.

This also looks serious, but isn’t. This error occurs if
you leave a non-bootable floppy in the drive on a
Windows 2000 machine. It’s the same as “Non-
System disk or Disk Error” that you see with earlier
operating systems.

These two errors were simple and easy to fix. But
what do you do if the solution isn’t quite as easy?
That’s when you need the serious troubleshooting
tools...
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The Recovery Console

mlt’s a“Windows 2000-command
prompt”

u [t’s very limited

Recovery Console

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

Cpen: I g:\i3a6winnt32 fcmdcoms| ;I

o]

Caneel | Bromse.., |

0 move the highlight to your choice
to choose.
Seconds until highlighted choice will be started automatically: 27

Tor troubleshooting and advanced startup options for Windows 2888, press F8.

7-17

Windows 2000 and XP present a special
troubleshooting problem, especially if you are
familiar with basic troubleshooting on earlier
operating systems. There are no Startup Disks, and
you cannot make useful bootable floppies. When
Windows 2000/XP is loaded on a FAT16 or FAT32
disk you should be able to use any Startup disk to fix
the drive. But if you have an NTFS partition a regular
bootable floppy is worthless. That’s because a regular
bootable floppy can’t see an NTFS partition.

The Recovery Console is the answer. The console is a
command-line interface that can read an NTFS disk,
with limited functions. The console’s ability is so
limited that it may be useful only to Windows
experts and programmers. And for those people,
there are tools from other companies that don’t have
the limitations of Recovery Console.

The Recovery Console isn’t installed by default. If
you want to be prepared for a disaster, and you have
some extra hard drive space, then you might
consider loading the console before you really need
it. You can load the Recovery Console from the
installation CD using the command line shown here.
But as you saw previously, if you boot from the
Installation CD you can get to the console from there
rather than installing the whole thing.

When you install the Recovery Console it becomes a
part of your boot menu.
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Microsoft Windows 2088¢TH> Recovery Console.
The Recovery Console provides system repair and recovery functionality.

Type EXIT to quit the Recovery Console and restart the computer.

1: C:\WINNT

Which Windows 2888 installats
(To cancel, press ENTERD? 1

you like to log onto

<
Type the Administrator password:

C:\INNDw

RMDIR
SYSTEMROOT
TYPE

C:\WINNT> g

C:\MINNT>copy /7
Copies a single file to another location.

COPY source [destination]
source Specifies the file to be copied
destination Specifies the directory and/or file name for the new file
The source nay he removable me

directories of the current W

y directory vithin the s
stallation, th
the local installation sour i

ysten
e root of any drive,

directory.

The ation may he any directory rectories

of rrent Windoys installation, the xive, the local

ins on sources, or the cadcons dir ~

The ation cannot he removable nedia.

If a destination is not specified, it defaults to the current directory.

COPY does not support replaceable paranmeters Cwildcards).

COPY pronpts if the destination file already ex

A compr file from the Windows installation CD is automatically
deconpr as it is copie

C:\WINNT >

C:\WINNT>del /7
Deletes one file.

DEL [drive: 1[pathlfilenane
DELETE [drive:llpathlfilenane

[drive:1lpathlfilename
Specifies the file to delete.

DELETE only operates within the system directories of the current

Windows installation, removable media, the root directory of any hard
disk partition, or the local installation sources.

C:\WINNT >

If you select the Recovery Console from the menu,
you'll see this screen.

As with the Setup emergency repair tool, you have to
select which installation you want repaired. Here we
entered “1” to select the only installation present,
then entered the administrator’s password.

That gets us to the only true command line available
in Windows 2000. But what can you do from here?

If you type “HELP” at the command line you will see
a complete list of commands available. This screen
shows the bottom of the list, a few have scrolled off
the top.

As we look closer, we're going to find that the
console is limited more than one might expect...

You know how to use the copy command, and you
also know that it is a vital and powerful tool. But
look closely here, and notice that you can copy from
a floppy to the hard drive, but you cannot copy from
the hard drive to any removable drive. You also
cannot use wildcards.

Here’s another basic tool, the delete command.
Again, the function of the tool has been curtailed to a
bare minimum. Why has Microsoft done this?
Primarily to keep the security of the system intact.
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C\MINNT)f ixhoot /7
Writes a new hootsector onto the system partition.

FIXBOOT [drive:]

ldrive:]
Specifies the drive to which a boot sector
uill be uritten, overriding the default
choice of the system boot partition.

PIKBOOT is only supported on x86-based conputers.

Co\UINNT)f ixnbr /?
Repairs the master boot record of the hoot partition.
PIRKBR [device-nanel
device-nane  Optional name that specifies the device
R. If this is left blank then
d

the hoot device

If FIXMBR detects an invalid or no ard partition tabl

e
signature, it prompts you hefore r g the master hoot record (MBR).

FIRMBR is only supported on xB6-hased computers.

C:N\WINNT ) m

Now, it’s your turn.

There are a few new tools available, too. Here we
show two of them, the FIXBOOT command and the
FIXMBR command. These might be very useful if the
boot sector or master boot record were corrupted or
damaged somehow.

It was discussed before, some experience with the
command-line interface could be valuable if you
encounter major problems.

That was quite a bit of information, now let’s see
how it applies in the lab.
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Lab 8-1

Using the Recovery Console

Copyright pany, Inc. All Rights Reserved

Windows Problems

= What is the symptom?
= Can you identify the cause?
m Eliminate hardware problems.

m Can you repair the problem?

Hard Drive
Troubleshooting:
Is it hardware or

software?

Things don’t always go according to the plan. Count
on it. And, you should be prepared to fix whatever
problems crop up along the way. This exercise and
presentation demonstrate one of the most common
troubleshooting scenarios, a failed hard drive.

Windows problems have a wide variety of causes.
Solving these problems involves four basic tasks.
First, you need to identify the symptom. Hopefully
the symptom is repeatable, because random
problems are the most difficult to resolve. Once you
have a clear look at the symptom, you can begin to
determine the cause of the problem. Sometimes, this
is the most time consuming step. Always eliminate
hardware problems before attempting to
troubleshoot Windows. Finally, you have to repair
the problem. Occasionally the problem is too
complex to identify, and the re-installation of some
component or software is the solution.

One of the first questions you must answer when
attempting to fix a problem on a Windows-based
computer is this: Is there a problem with the
hardware malfunctioning, or is there a problem with
the operating system or file structure?
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Hardware Problems

mCables —— — —
m Power and Connectors
m Motherboard
= BIOS
m Hard Drives

Slide 5

Software, or File
Structure Problems

m Master boot records (MBRS)
m Boot Files

= BOOT.INI

= Viruses

m Configuration errors

Slide 6

Repairing Windows

m Safe Mode

m Boot to DOS/Command Prompt
m Startup Disks

m System Backups

Hardware problems tend to be a bit more severe.
That is, in most cases the drive fails completely and
there is no mistaking that a serious problem has
occurred. You'll hear the computer generate beep
codes, grind, or do nothing at all when it should be
making normal startup noises. The BIOS may even
fail to locate the drive. Drives fail, but their
supporting circuitry is often to blame.

Problems that are not caused by physical or electrical
malfunctions are often harder to diagnose. These
problems are often caused by corruption of the boot
records or the boot files. Many times a virus is the
culprit, but just as often these problems are the result
of a major configuration error.

In this presentation we are going to focus on the big
problems, those where something fairly serious is
wrong with Windows.

You have three tools available to repair the big
problems. For smaller problems Safe Mode may help
you identify the cause and allow you to solve them.
When that doesn’t work, you can try to fix a problem
from a Windows command prompt. And if that fails
to get the system up and running, you'll have to boot
the system from a different disk entirely, such as a
Startup Disk. But none of these tools can help you
restore data that has been destroyed, so let’s discuss
Backups first.
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W Backup - [Untitled]

b Edit View Tools Help

“How good are your backups?”

-mYou-canreload Windows————————
m You can reload applications
® You can reconfigure the GUI

= Can you recreate your data?

‘FiMicrosoft Backup - [Untitied]
dob Edt View Iodk Hep

BEFEEEEEE N

{Backip] Restore |
. BackupJob

Untiled -

Whatlobackup % Allselected flls

£ New and changed fies

Narme Size | Type
By Computer System P

B Networks:

BRG]
-2 My Computer
O C - [Heath]
D:

o
| g [Verty, Compress. Prompt
[C:\MyBaskup dic & Dptions.

For Help, press F1

Ultimately your troubleshooting success depends
upon how well you are prepared. Do you have the
tools you'll need? Do you know how to use them?
And, do you have a backup in case the error is
unrecoverable?

In the PC support industry, time is everything. You
can reload an entire computer without too much
trouble from the CDs, but it takes time. On the other
hand, the creative or analytical work of a business is
often not possible to recreate. Some of that data may
have taken years to build, and may represent the
value of the business itself. What's that backup worth
now?

Backing up a PC can be a complex job, which is
probably why there are so few backups being made.
But once you have a handle on the concepts, it’s
actually simple and boring.

This slide shows the Windows 98 Backup program.
It’s not too hard to follow, and the Help files make it
even easier.

~=1olx]

Welcome | B36K(E | Restore | Schedule Jobs |

£ LI My Computer
O=
e C: Disk1_voLt
=00
Dl E: PROECTS
I H: STORAGE
5

[Fite

=] Momel baokup. Summaylog

al
Some types excluded.

Backup media ot fle name:

The Backup program in Windows 2000 is more
powerful than any previous Microsoft backup tool.
It’s just as complicated, but there are some Wizards
that take us through the basic tasks. In Windows XP,
the wizards drive the entire process. Let’s take a look
at making a backup of the important system files in
Windows 2000.
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T Backup - [Untitled]
Job Edit View Tools Help

~=1olx]

{aicaie | Backup | Restore | Schedule Jobs |

Welcome to the Windows 2000 Backup and Recovery Tools

The previous slide showed you the complex side of
Windows 2000 backup. Before you get to the
complicated interface there are three Wizards that
help you perform the most common tasks. Let’s use
the Wizard to back up the most important system
data.

Slide 11

Backup Wizard
Backup and Recovery Tools

can use the backup copy to restore your data.

To cantinue, click Nest.

x|

Welcome to the Windows 2000

This wizard helps you create a backup copy of your data In
the event of 5 hardware failre or accidental erasure. you

Not much going on here, just click Next...

Slide 12

Backup Wizard

What to Back Up
You can specily the items you want to back up.

Select what pou want ta back up:
 Back up everything on my computer
" Back up selected fles, diives, or network. data

% Onlp back up the Syster State data

< Back | Next > |

Cancel

The default is to back up everything on the
computer, but there’s really no reason to do that
now. Let’s back up the System State data.

Slide 13

Backup Wizard

Where to Store the Backup
“four backed-up data is stored on the media in the destination you specify

x|

the backup data.

Backup media type:
[Fie

Backup media o file name:
H:A\Backupt1-12-01.bk]

Browse.

Chaase amedia typs for your backup, and then snter the name of the media to receive

After you decide “what’ to backup, you have to
decide “where” to put the backup. In most cases
we're talking about a tape drive or some other
network drive that is backed up automatically. For
now, let’s put the backup on the hard drive
somewhere. Then later we can put it on a CD or
somewhere just as safe.
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Backup Wizard x|
Completing the Backup Wizard

“fou have successfully completed the Backup wizard. You
specified the fallowing setings

Deseriplion: Set created 1/31/2001 2t 312 AM

What Back up only the system state

Media type: File

Media, H:\Backup!1-12-07.bkF

when Now

Hous: Vil off. Do not use hardware compression.
Appendta my media

To start the backup, click Finish.

To specify additional backup options.
Click Advanced, Advanced...

cBak [ Freh | Cancel |

Slide 15
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2|
@ %

Device: [System State

Media name: |Med\a created 1/12/2001 at 2:42 PM

Status: IBack\ng up files from disk...

Frogress: T

Elapsed E timated remaining

Time: [ 4sec | 54 sec

Processing; |System Statel.. LES\NethestingiMST123 DLL

Processed E stimatect
Files: [ 108 | 1.611

14.984 248 21909380

One of the nicer features of Windows 2000’s wizards
is a summary screen. All the choices that you selected
are shown one last time before the backup actually
begins. If you want to change settings you can use
the Back button.

Once you click OK, the actual backup starts. The
amount of time this requires depends upon how
many files you are saving. This one took about a
minute.

Backup Progress ; 20|
The backup is complete.
Ta see a repart with detailed information about
the backup, click Report. ﬂl

Media name: IMedia created 1412/2001 at 2:42 PM

Skatus: I Completed

Elapsed: E stimated remaining:
Time: | 1 min, 3sec. |

Processed: E stimated:
Files: | 1511 | 1611
Bytes: I 219,300,980 I 219,292,788

Finally, the backup is complete. Let’s take a look at
the report.

Slide 17

ated 1/31/2001 at 9:14 an”

This report is a record of how much data was backed
up, when it was done, and the elapsed time. You
probably don’t need this log for a backup of your
home computer, but a large company might require
that these logs be kept in a safe place.
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The Backup Timeline

Resfore
oS Apps Minor from
Loaded L‘]ldﬁ'd

Backup Changes CRASH! Backup

Day 1 Day 3 Day 5§ DEVEE H Day 20 Day 21

The Backup Timeline
Restore

) Backup

S EEES inor T
Loaded Loj(lcd ‘ Changes i e

Al
Day 1 Day 3 Day 5 Days 7-15 Day 20

Changes are lost!

Create Regular Backups

Changes made between
the Backup and the
Restoration are lost.

Let’s look at a timeline of the events leading up to a
typical restore scenario. You install the operating
system on the first day, and the applications a couple
days later. Everything is working fine on the fifth
day, so you make a backup of the system files. Over
the next week or so you make minor changes to the
system, things like shortcuts and you load some
small utility software. On the 20" day, the system
crashes.

But that’s OK, because you made a backup. You
restore from the backup and everything is back to
normal, right?

Almost back to normal. The backup was created on
Day 5, but that backup didn’t include the minor
changes made during Days 7-15. What does this
mean to the system you have just restored?

What it means is that any changes you made
between the day you made the backup and the day
you restored the crashed system are lost forever.

In our example that doesn’t amount to much. But
imagine you are building a website for a big
customer, your backup was made three months ago,
and the new websites aren’t backed up...what does
that crash mean to you then?




LESSON 8 8_ 7

Slide 21

Slide 22

Slide 23

Slide 24

Safe Mode

-mMinimal drivers——————————————————
m Default Registry

mNo CD-ROM and minimal VGA
drivers

Press F8 Now!

Starting Windows.

Windows 2088 Advanced Options Menu
Please select an option:

Safe Mo de ]
Safe Mode with Networking
Safe Mode with Command Prompt

Enable Boot Logging

Enable VGA Mode

Last Known Good Configuration

Directory Services Restore Mode (Hindows 2888 domain controllers only)
Debugging Mode

Boot Normally
Return to 0S Choices Menu

Use * and ¢ to move the highlight to your choice.
Press Enter to choose.

Professional
Built on NT Technology

Now that you have a backup, you can aggressively
work on fixing the system.

You have covered Safe Mode before, but it’s worth a
quick review. Safe mode is a way to launch Windows
without using a huge list of drivers and services. The
idea is to isolate problems by process of elimination.
If the problem is solved when running the Windows
in Safe Mode, you have narrowed the possibilities
substantially. Problems that disappear when
Windows is launched in Safe Mode are usually
caused by device drivers and Registry problems.

You've seen the method for launching Windows 9x
in Safe mode. In Windows 2000 you need to press the
F8 key when you see this screen.

This should look familiar, although many of the
options are different and it’s now called the
Advanced Options Menu. You have lots of choices
here, so let’s take a look at a few of them. First we'll
take a peek at the Windows 2000 Safe Mode option.

The first thing you see, naturally, is the logon dialog.
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ft (R) Windows 2000 (TM) (Build 2195: Service Pack 1Free)

11:26 A

As if you had no idea what this was, a warning pops
up to let you know that you are running Windows in
Safe Mode.

Slide 27

Windows 2088 Advanced Options Menu
Please select an option:

Safe Mode
Safe Mode with Networking

Safe Mode With Comrand Proupt IS emm—]
Enable Boot Logging

Enable UGA Mode

Last Known Good Configuration

Debugging Mode

Boot Normally
Return to 05 Choices Memu

Use * and ¢ to move the highlight to your choice.
Press Enter to choose

Slide 28

Directory Services Restore Mode (Mindows 2688 domain controllers only)

This is what you get! Most of your applications
should run in Safe mode, but a few may have
trouble. If you are experiencing odd video-related
problems, and they disappear in Safe Mode, you can
bet your video drivers aren’t working properly.

Another option is Safe Mode with Command
Prompt. Before you start thinking that you can get at
a real command prompt in Windows 2000, let’s see
what this startup option actually provides...

...this is what you get, a virtual DOS window. Maybe
there’s something behind all of this, so you'll
minimize the window...
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ft (R) Windows 2000 (TM) (Build 21.95: Service Pack 1Free)

Windows 2888 Advanced Options Menu
Please select an option:

Safe Mode
Safe Mode Wwith Networking
Safe Mode with Command Prompt

Enable Boot Logging
Enable UGA Mode
|__Last_Knoun Good Configurationf el
Directory Services Restore Mode (Mindows 2888 domain controllers only)
Debugging Mode

Boot Normally
Return to 05 Choices Menu

Use * and + to rove the highlight to your choice.
Press Enter to choose.

Harduware Profile/Configuration Recovery Menuw

This menu allows you to select a hardware profile
to be used when Windows 2080 is started.

you may suitch to a previous
up problems
ince the last successful

is
ation, which way
en configuration changes
startup uill be discarded

Use the up and doun arrou keys to woue the highlight
to the selection you want. Then press ENTER.

To suitch to the Last Knoun Good configuration, press 'L’
To Exit this wenu and restart your computer, press F3.

...and this is all you get. You're not really at a DOS
prompt, you're at the Command Line Interface
without the Windows GUI in the background. From
the command prompt, you may be able to resolve
some problems, or tweak a setting in a configuration
file to kick-start Windows. But that’s about all.

The last important choice we’re going to cover is the
Last Known Good Configuration.

If you choose the Last Known Good Configuration
you will see this screen. Why Last Known Good? The
idea here is to step back in time and use a
configuration that appeared to be working properly.
This isn’t like Windows 98’s Scanreg that allowed
you a choice of five previous configurations, here
you get just one point in time to choose from.

However, if you install something and it crashes
your system, or you make a major configuration
mistake in Windows 2000, the Last Known Good
Configuration might save your day. This option also
exists in Windows NT4, but it is presented a little
differently.
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Command Prompt

-m Windows 9x: boot to DOS
® Windows Me: ERD

= Windows 2000/XP: Recovery
Console

Recovery Disks

m Bootable DOS disks
m The Startup Disk

m Boot from the Windows CD

If the problem is more serious, say a critical system
file is missing or corrupt, You may not be able to get
Windows to launch Safe Mode. In this case you can
get to a “real” command line to attempt a fix. In
windows 9x, you can boot to a DOS prompt through
the Startup Menu, or your Startup Disk. This is very
much like real MS-DOS, and you can use all your
DOS skills to copy, delete, edit and replace
configuration files and drivers.

Windows Me eliminated the DOS prompt option.
You must build and boot a Startup Disk to see a real
DOS prompt in Windows Me. From there, you need
to know your DOS because many of the old trusted
tools have been changed.

With Windows 2000 and XP, you need to use the
Recovery Console to get to a command prompt. This
is a whole new tool, so we’ll be taking a closer look in
a moment.

When the system won’t even boot, you have to boot
from another disk. In Windows 9x this can be
essentially any bootable disk. You want to use a
bootable Startup Disk created by the OS you are
troubleshooting, but it isn’t completely necessary in
an emergency.

Most Windows 98 CDs, and all Windows ME and
2000 CDs are bootable. Configure the BIOS boot
sequence to look for the CD first, and insert the
Windows CD. The exact method depends upon the
BIOS in your computer, with some systems you’ll
briefly see the message shown here.

The Windows CD will give you the option of booting
from the hard drive or booting from the CD. You will
also have the option of installing the OS, but you
don’t want to do that. If you boot from the CD you
will be taken to a DOS prompt where you can repair
the trouble.
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Microsoft Windows 98 CD-ROM Startup Menu

1. Boot from Hard Disk

. Boot from CD-ROM

Enter your choice

Microsoft Windows 98 Startup Menu

2. Start computer uith CU-ROM support
3. Start computer without CI-ROM support.

Enter a choice:

FS=Safe mode Shift+FS=Command prompt Shift+F8=Step-by-step confirmation [N]

Slide 36

Press any key to boot from CD.

Slide 37

Hindows 2660 Setup

Setup is loading files (Human Interface Parser)...

When you attempt to boot from the Windows 98
Installation CD, the process is straightforward.
Choose the boot drive here.

And choose how you want to boot here. You can
begin Setup directly, or start the computer by
booting from the CD ROM. Most computers are
going to make the CD drive look like A:, so be
careful.

Again, in Windows 2000 you get this message. This
one isn’t up on the screen for long, it’s there so you
don’t get stuck booting from the CD if you
accidentally leave the CD in the drive.

Next, you see this Setup screen. No, we aren’t
installing Windows 2000 yet...
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onal Setup

portion of the Setup progran prepares Microsoft<R)
ous 2008<TN) to run on your c .

© To quit Setup without installing Windovs 2068, press F3.

Windows 2000 is just preparing itself for these
options. You can begin Setup, Quit, or repair
Windows 2000. Let’s follow the repair option.

installation by using
c.

Lation by using o
ress R

If the repair options do not successfully repair your systen,
run Windows 2608 Setup again.

C=Console R=Repair F3-Quit

* Manual Repair se fr ptions, press H. <C

 Past Repair: To per

Here you have two more choices: run the Recovery
Console or attempt an emergency repair. We will
discuss the Recovery Console in a moment, so let’s
take the emergency repair option.

Slide 41

(1 rt of the repair process, Setup will perform each optional task
selected helow.

ks, press ENTER.
» DOUN ARROY keys to

To have Setup perforn t: cted tas!
To_change the selection the UP o
select an item, and the TER.

F3=Quit ESG=Cancel ENTER=Select/Deselect

Two more options...Fast Repair doesn’t sound like
any fun, so let’s see out options under the Manual
Repair menu.

By default all three repair tasks are selected. Let’s
leave it this way, and see what happens.
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Here’s one more reason to make that ERD...Setup
R can’t fix Windows very well without it. If you have

bl s the disk then the process continues. But, let’s see
B o what happens if we don’t have our ERD.

Your chances of repairing Windows 2000 without
i that ERD are slim. As shown here, Setup can’t find
an installation to repair. What makes this so much
more interesting is that the existing Windows 2000
installation is default all the way. From here you can
circle through the last few screens, but you won't
make any progress. Which leads us to...

want Setup to
s again, press ENTER.

...this. Actually, there were no repairs completed. So
1 Gar S s sk oo 1 s 2, what’s next? The final option is the Recovery
o et o connters pres Console. Let’s take a peek at how it works.

Slide 45

Windows 2000/XP presents a special problem

The Recovery Console because there are no Startup Disks and you cannot

TR eavannene | make bootable floppies. The Recovery Console is the
prompt answer. The console is a command-line interface that

can read an NTFS disk, with limited functions.

m [t’s very limited
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Now, it’s your turn.

As you can tell, recovering from serious problems
often requires all of your talent and skills. Let’s put
them to use in the lab.
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Windows 2000 offers some new tools in Control
Panel. You will explore these new tools in the
exercise, and they will be discussed in this
presentation. Additionally, the presentation will
discuss the System Properties dialog.

Lab 8-2

Control Panel Managers

The Windows 2000 Control Panel is similar what
you've seen in previous versions of Windows. There
» o 4 g [larea couple new applets here, apd some of the old
o sosare ez, gzt || ones are gone. In the next few slides we’re going to
&= T ‘2 || focus on the System applet, but first let’s explore a

Windgws Updsle
‘windows 2000 Support Keyboard Mouse  Metworkand  Phons an d Power Options
Diaku n

® 3 4 || few of the Control Panel Options.

Traditionally, you access the Control Panel through
the Start Menu by clicking the link as shown here.
You can also get there from My Computer or
Windows Explorer, where Control Panel is a special
object. Windows 2000 makes it easy to get at yet
another option.

Slide 3

< Right-click any open spot on the taskbar, and select
ﬁ e Properties from the context menu. That opens the
< WESEEE T Taskbar and Start Menu Properties sheet, which you
see here. Then select the Advanced tab to see this
B, display. The red arrow points to a new option titled
“Expand Control Panel.” Check the box and click

[ Display Administrative Tools
O Display Favorites

O Display Logoff OK,
[&]Exe: el

D

corcel | o |
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Now when you navigate the Start Menu, you don’t
have to open a new window just to access a single
Control Panel applet. In fact, if you look closely you
can drill down even deeper into a few of the applets
from here. You might find this a useful
customization if you use Control Panel often.
Speaking of useful customizations, let’s look at
another.

Slide 7

Taskbar and Start Menu Properties
Geners! | ad

N
Sound Re

b
2.\

Wordpa

\gwuswl

I™ Show smallicons in Stark menu
¥ showclock  ~

IV Use Personalized Menus

= |

You may have seen these small chevrons on the Start
Menu. They are there to tell you “more is available
on this menu if you hover the mouse over me.” These
are part of a Microsoft feature called Personalized
Menus, and people either love them, hate them, or
don’t know they exist. If you have a couple dozen
applications loaded, but use just one or two most of
the time, then Personalized Menus will actually save
you some time.

Slide 8

System Properties F
se

{Generdl | Metwork Identiication

51874015 0802042-09682

Computer:
+85 Famiy & Mode! 6 Stepping §
ATJAT COMPATIBLE
261,668 KB RAM

If you right-click the taskbar again, and select
Properties you'll see this dialog. At the bottom is the
switch for the Personalized Menus. Check it or don’t
based on your preferences.

Back to our Control Panel applets, if you open the
System applet in Control Panel, you'll see this dialog.
If you look closely, there is actually a fair amount of
system information provided here. For instance, you
can quickly see the version of Windows, the amount
of installed RAM, and the type of processor.

Notice the Windows version. Now let’s look at the
System Properties from a different computer.
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Families
4 =486
5 =Pentium
6 =Pentium II/111
7 =Pentium 4

Slide 10

On this system a line is added to indicate that this is
a newer version of Windows, which includes Service
Pack 1. The Service Pack is an update provided by
Microsoft to remove the bugs and problems that
slipped through the original release.

You can also identify the CPU family here. If you
learn the models within each family, you can easily
identify which processor is installed. Unfortunately a
good list is hard to find, and Intel doesn’t offer a
simple chart. This one happens to an a Pentium II-
350. (The previous screen shows a Celeron 433.)

Windows 98 doesn’t show the family and model
unless you download and use a CPU ID tool from
Intel.

System Properties

General [Netark Tdenfficafior | Hah

ihe Folowing information ko identify your carmputer

Full cormputer name:

up: HTHKIT

JOHN-2000.

.

Slide 11

Identification Changes

Computer name:

“You can change the name and the membership of this
computer. Changes may aifect access to network rssaurces

The next tab is Network Identification. Here you’ll
find a wizard to create new users, and a dialog to
rename the computer. Let’s see what happens when
we click the Properties button.

Je S

[oennited

Full computer name:
Jennifer,

tdember of
' Domair:

Piimaty DNS suffs of tis computer

# Workgioup

[\WORKGROUP

o

[7 Change primany DNS suifis when domain membership changs

NetBl0S computer name:
[JENMIFER

This name is used for interoperabilty with older computers and services.

0 Cancel

This is a fairly powerful dialog, one you don’t want
to mess with if you belong to a domain. Creating a
new computer name will give you trouble if you are
sharing files...you’ll have to reconfigure all your
shares. The dialog in the bottom corner is shown
when you click the More... button.
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System Properties
B S

onthis computer:

Ham ] size] Tupe

e
JOHN 2000\Guest 121K Local
JOHN-2000%ahn 15097... Local

System Properties 0

General | Network Identiication | Hardware | User Profiles {Advance:

We'll come back to the Hardware tab in a moment.
The User Profile tab is useful to determine how many
different profiles are available on the machine. There
is one very useful tool here, the Copy To... button.
This button allows you to copy an entire profile to
another location. Why would you want to do this?
Recall that a profile contains all your unique user
settings, including My Documents and your desktop
settings. If you get a new computer, or need to
reinstall Windows 2000 for some reason, you can
copy your profile into the new system, saving you
hours of configuration time.

Perfomance options cortrol how
which affects the speed of your

[ S e ecovey optons el your computer how stat
B} andwhattodo it an eror causes stop.

Staitup and Recovery.

Performance Options

The Advanced tab contains three important tools.
First, let’s take a peek at the Performance tool.

—Application respon:

Cptimize performance for:

& Applications 1 Background services

~Virtual memor
Tokal paging file sizs For all drives: 192 MB

o' Cancel

In the Performance Options dialog you can adjust the
system to perform background services at a higher
priority than applications you are running. Why
would you do this? You might use this setting if you
are running Windows 2000 as a small workgroup
server, and you want the server users to get fast
service.

You can also adjust the Virtual memory paging file
sizes and locations, as well as put a limit on the size
of the Registry.
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Environment Variables

[ Wale
DI yscemazcd.exe

Windows_NT
D |WINNT | spstem3Z|os2|dl;
D WINNT|system3z; D \WINNTDAWIN... v |

Hew, Edit... Delete.

Slide 16

IV hutematically reboot

[Smal Memory Dump (54 KE) -
ctory

I Gvzmite sy existing i

Slide 17

General | Network Ideniic:

- Hardware

The Hardware wizerd helps youinstal, uni
* unplg, eject, and canfigure your

Slide 18

Driver Signing Options (7] x]
To ensure their integrity, al files on the Windows 2000 CD are
digically signed by Microsoft and are autematicaly verified during
Setup.

wehen you install new software, the Following verification settings wil
be used.
File signaturs verfication
© Ignore - Instal all files, regardiess of file signature

% warn - Display a message before instaling an unsigned file:

© Block - Prevent installation of unsigned files

pl

I #pply setting as system default

The Environment Variables button is truly for
advanced users. You can adjust settings here, but be
aware that you will probably cause all types of
problems unless you are experienced with these
parameters.

The Startup and Recovery dialog is an important one
for the technician. You might recall a previous
discussion of the MSDOS.SYS file, and its settings.
Here, you can adjust which OS is loaded by default,
and how long before that default will be selected,
without actually editing the MSDOS.SYS file. You
can also control what happens after a system failure,
although the results of these logs are difficult to
interpret.

Now let’s skip back to the big one, the Hardware tab.
The Hardware Wizard is the same wizard you’ll find
in the Control Panel. Hardware Profiles is useful if
you use a portable computer with a docking station,
or you tend to remove major hardware devices
frequently. Otherwise, this tool is of limited value.

Driver Signing is a new tool designed to protect you
from bad drivers and malicious programs. Let’s take
a look at the Driver Signing Dialog.

Here you can decide to accept only drivers that are
digitally signed by Microsoft. Any other drivers will
not be installed, depending upon the options you
choose. Digital signing is a method to prevent
untested and untrusted drivers from being installed.
You may have seen this before; you install a new
device, say a scanner. After you run the installer and
load the drivers, the system crashes, or other devices
start to act badly. This is a classic case of a badly
written driver, and Windows 2000 contains tools to
prevent this problem. Let’s take a quick detour and
look at this function.




8-20 | Lesson s

Slide 19

Slide 20

Run

E Type the name of a program, Folder, document, or

Inkernet resource, and Windows wil open i For you.

Openi [ sigwerif

oK I Cancel | Erowse.

The companion tool for the Driver Signing Options
sheet is the Signature Verification tool. This tool isn’t
on any menus, so you need to launch it from the Run
dialog.

B File Signature Verification (%]

Ta help maintain the intearty of yaur system, critical fles
have been digitally signed so that any changes (o these
files ean be quickly detecter

Click Advanced to custamize verfication ptions.
Click Start to check for any system fles that are ot
digially sianed

St || Close | advenced |

The File Signature Verification tool opens, and you
can start the check. But first, naturally, we need to
poke around in the advanced section...

Slide 21

B Advanced File Signature Verification Settings
Seach | Logging |

" Motity me if any system files are not signed

4= Laok far ether files that are not digitally sianed.

Seaich option
Soan this fl type

[ -
Look in this folder

D8 INNT Browse,

™ Include subfolders

Concel

The default search looks for system files only.
Optionally you can choose to look for all sorts of
unsigned files, in any folder on the system.

Slide 22

B File Signature Verification

Ta help maintain the intearty of yaur system, critical fles
have been digitally signed so that any changes (o these
files ean be quickly detected

Click Advanced to custamize verfication ptions.
Click Start to check for any system fles that are ot
digially sianed

Scanning fles.

I 00
sop | [ Eese | e

Going with the defaults, we begin the verification.
This test takes about a minute, or even less on a faster
machine.
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B SigVerif B

“our filez have been scanned and verified as digitally signed.

If no unsigned files are found, you are rewarded
with this brief message.

o [=] 3

The falowing fls have not been digaly signed:

Name. [ 1n Folder [ vodified |  FileType |  verson | -]
Smejorasdl  diprogram fie.,  4/29/1998  Application Exte..,  3.52.1527.4

(3] rnscl.dil diwinntgyste.,  9/9/1999  Application Exte..,  6,10.8226.0
Elmsjetasdl  diwinteyste., 8251998 Application Exte...  3.51.2026.0

S msjintasdl  diwinntsyste., 5221997 Application Exte..  3.51623.0

B msjtjitdl  diwintsyste.. 8251998 Application Exte...  3.52.2026.0

] msjterasdl  d:\winntisyste...  6/22/1997  Application Exte...  3.51623.0

[ adobepsSdil  dwintsyste...  1/11/1998  dpplication Exte...  0.2510.210
[#adobepss.ntf  d:\winntisysts.. 1/11/1993 NTF File Nore

[ adobepsu.dll  d:\winntisyste. 1/11/1999  application Exts...  0.2.510.210

@ adobepsuhlp  diwinntisysts.. 1/11/1999 Help File HNone

e c03e38.cfg  di\winntisyste. 10/13/1997 CFG File Hone
[#le_cosesadat  diwinntisysts.. 10/13/1997 DAT File Hone
[#le_comeampec diwinntieyste.,  8/29/1997 PCC File nore
[Fe_comaal  diwimteyste..  9/30/1997  Application Exte.., Wore =l

[Files found: 764, Signed files: 703, Unsigned files: 51, Files not scanned; 10,

Slide 25

_E Uninstall
Scan for hardware changes

Properties

Help
=D Flappy disk. drives
IDE ATA/ATAP controllers
Keyboards
Mice and ather poinfing devices

[ Sourd, video and game controllers
Syster devices
Universal Serial Bus canirollers

On the other hand, you may have some unsigned
files. This system contains 51 unsigned files. That
doesn’t mean this system isn’t running properly, in
fact this system is being used to create this very slide,
and it works perfectly well. What it simply means is
that there are driver and system files here that
Microsoft won’t vouch for. They may be perfectly
safe and properly written, but not signed. Note that
any device or application developed before Windows
2000 cannot have signed drivers, which is
demonstrated by the dates shown here. Keep this in
mind when you adjust the signed driver options in
System Properties.

Finally, the Device Manager. This operates just like

older versions of Windows. The only real difference
is the location of the buttons. In Windows 2000 you

have to open the Action menu.

This looks just like another Windows 2000 tool, do
you recall which one?
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[ Compute onogemen ————————————— ]| ; i i
o | (R — Device Manager is also fOU]{ld in Compqter
L =l . Management. On the last slide we mentioned that
O | ([ Corpimragemene Coea) | 2] Foreder . . .
I = s there wasn’t much difference between this Device

B
E

2

¢ -[1] Disk Management
-2 Logical Diives

| E-E Removable Storage
i Sewices and Applications

Q) Spstem Information
Performance Logs and Aleits
Shared Folders

vice Manager
Lacal Users and Graups
Storage

B4 Disk Defragmenter

Display adapters
g DVD/CD-ROM diives
2 Floppy disk contiollers
=3 Floppy disk diives
2 IDE ATAJATAP! controllers
8 Kevboards
72 Mice and other pointing devices
= oritors
% Ports [COM & LPT)
< Sound, video and game contollers

= System devices
o2 Universal Serial Bus contiollers

Slide 27
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LITEON CD-ROM LTN525 Properties

General | Propetes | Diiver |

@ LITEON CO-ROM LTNS25
cvice yoe:

Location 0 (0]

orking properl.

problems with this devic
hooter.

e, clck Troubleshaoter to

L]

Troubleshooter.

Now, it’s your turn.

Manager and earlier Device Managers. There is one
tool that may prove useful for troubleshooting, so
let’s expand a device and check it out.

If you expand the CD-ROM, and double-click the
device you'll see the properties sheet for that device.
Near the bottom is a new pull-down menu that will
allow you to disable the device.

This options is available for most devices, but
Windows is sharp enough not to let you disable
things like the primary IDE channel, the keyboard,
and other essential devices. Floppies, sound cards,
NICs, SCSI adapters, and ports can all be disabled.

Now it’s time to see how these tools really work in
the lab.
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Lab 9-1

Using the Recovery Console

Today we will look at...

m The PC’s Internal Power Supply
= Common Power Supply Problems
= Power Supply Troubleshooting

Two Types of Power Supplies

m Linear Power Supplies

m Switching Power Supplies

Let’s spend some time discussing how to
troubleshoot power supplies.

Today we'll look at the PC’s internal power supply,
common power supply problems, and techniques to
troubleshoot those problems.

There are two types of common power supplies used
in electronic equipment today.

¢ Linear power supplies - these are not used in PCs.
* Switching power supplies - these are used in PCs.

Let’s look at both types...
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LLinear Power Supply

mer to produce different
output voltages
= Heavy
= Hot
= Sensitive to input voltage changes
= Used in monitors but not PCs

Slide 5

Switching Power Supply

m Uses a high-speed oscillator circuit
m_Steps-down voltage by switching it on and off

m Runs cooler than linear supplies

Let’s look at the linear power supply first.

¢ It uses a transformer to produce different output
voltages. The transformer converts AC voltages like
120 volts down to 12 volts, 5 volts, or whatever
voltages are needed to run a piece of electronic
equipment.

¢ It usually weights a lot. Those transformers can be
heavy devices.

* A linear power supply runs hot. It generates a lot
of heat even during normal operation.

* They are sensitive to input voltage changes. In
other words, when the AC line voltage varies like it
might on a hot day when air conditioners in the area
are turning on and off, the linear power supply’s
output voltage can vary, too.

* And yes, you will find linear power supplies in
video monitors, but never in a personal computer.

Switching power supplies are the only type of power
supply used in PCs.

¢ Instead of a transformer, they use a high-speed
oscillator circuit.

* The oscillator steps down the voltage by switching
it on and off quickly.

* A switching power supply runs cooler than a linear
supply. That’s not to say a switching supply runs
cool. It still generates heat, just not as much as a
linear supply.
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Switching Power Supply

= Needs to be loaded before it will operate

m Needs feedback voltages to enable output.

m Requires protection circuitry for overload
conditions.

Should a PC be left running all
the time or should the user turn it
off when finished using it?

Turning it On/Off

Subjects the PC’s internal
components to thermal stress.

A switching power supply needs a load attached to
its output in order to operate properly. You can’t
remove a switching power supply from the PC, put it
on your workbench, plug it in, and expect to read the
output voltages with your voltmeter. A switching
supply needs a load attached like that provided by a
computer motherboard. Not only is a load required,
but feedback voltages are needed to sustain the
output. Further protection is required to prevent
overload problems. If the current requirements
exceed the capacity of the power supply, the supply
must be shutdown. That’s because excessive current
draws will lower the output voltages or possibly
destabilize the voltage regulators and damage the
motherboard and possibly the daughter board
circuits as well.

Here’s something to think about. Should a PC be left
running all the time or should the user turn it off
when finished using it? In other words, should it be
left on 24 hours per day? Or should the user turn it
on when she arrives at work and turn it off during
break, lunch, and when she goes home? What do
you think?

Whenever you turn a computer on or off, its internal
components such as semiconductor chips, circuit
boards, disk drive motors and platters, and so on, are
subjected to thermal stress. When you turn the PC on
these devices heat up from room temperature to very
hot temperatures. The same thing happens when you
shut the PC off. The components go from being very
hot back to room temperature. This constant change
in temperature causes components to expand and
contract. It eventually can shorten their life.




9-4

LESSON 9

Slide 9

Leaving it On

Subjects the PC’s owner to

Slide 10

Commor Power Supply
Problems

increased electric bills.

On the other hand, leaving a computer on 24 hours
per day subjects the PC owner’s wallet to stress. The
higher electric bills will help empty their wallet
quickly.

The answer lies somewhere in between. A user could
turn it on when she arrives at work in the morning.
She would leave it on during the day including when
she goes to breaks and lunch. Then turn it off when
she leaves for home at the end of the workday.
That’s a good compromise.

Any way you do it, there is going to be thermal
stress. That’s why good computer troubleshooters
are in demand today. Components are going to wear
out and will have to be replaced no matter how often
the computer is turned on and off.

Let’s look now at some common power supply
problems. Knowing what to look for will make it
easier to troubleshoot power supply problems.
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Common Power Supply
Problems

~w “Cheap” power supplies tend to be noisy

and unstable.

Common Power Supply
Problems

m They can run hot and cause other system
components to do the same.

Common Power Supply
Problems

= Power supply may have a noisy fan that
can cause electrical noise in the computer
circuits.

Some computer manufacturers use “cheap” power
supplies in their designs to help their bottom line;
their profits, that is. These cheap supplies can cause
noise, both audible and electrical, and they can be
unstable, both thermally and electrically.

Audio noise is a growing problem as more and more
cooling fans are added to these new high-speed
computers cool. Proper fan design can help reduce
noise. Poorly regulated power supplies are, by their
nature, electrically noisy. By cutting corners with
filter and regulator components the output voltages
may drift out of spec and be subjected to ripple that
can affect the operation of the computer circuits.

Thermal and electrical instability is also reflected in
the quality of the power supply components. Bad
design will cause overheating conditions. Bigger,
noisier fans are often employed to reduce the heat.
When that doesn’t work, voltages will drift—often
out of spec—and components will fail sooner than
they should.

A computer’s power supply can run hot and cause
other system components to run hot, too. A poorly
designed power supply can give off a lot more heat
than a properly designed supply. Larger fans may
help, but there are tradeoffs between too much heat
versus too much fan noise. Often noise wins out to
make that sale. Later, the customer suffers when the
computer fails because of the excessive heat not
removed by the “quiet” fan.

Not only can a poorly designed power supply
generate electrical noise, but a poorly designed fan
motor can too. This electrical noise can be radiated by
the fan motor or it can appear as ripple or voltage
spikes that travel down the 12-volt supply line to the
motherboard.
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Common Power Supply
Problems

“m[fthef

ails, the system may be damaged |

Power Supply Troubleshooting

Power Supply Troubleshooting

Power supply troubleshooting is a
sequence of steps you can take to
determine if @ power supply is defective.

y Troubleshooting...

...does not mean opening the
power supply case. DO NOT
open the power supply case!

If the power supply’s fan fails, temperatures inside
the PC will rise. Again, components don’t like heat
and will eventually fail if the defective power supply
fan isn’t discovered soon. This is a very common
problem. The air is full of dust an the fan acts as a
small vacuum cleaner. Over time the build-up of
dust will slow-down and finally stop the fan. When
that happens, the only thing between your computer
failing or surviving is the thermal shutdown circuits
in the power supply or on the motherboard.

We now know some of the problems a defective or
poorly designed power supply or power supply fan
can cause. How can we troubleshoot these problems?

First let’s define what we mean by power supply
troubleshooting. Power supply troubleshooting is a
sequence of steps you can take to determine if a
power supply is defective.

It does not mean opening the power supply case to find
out what is wrong inside the supply, or to see if there
is anything you can fix inside the supply. Do not open
the power supply case.
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Instead of opening the power
supply case and trying to fix it

yourself...

= Replace it.
= Send it to a depot for repair.

m Avoid the dangers.

PC problems that are power
supply related...

= System start-up failures or power-on
lockups.

m Self rebooting/lockups happen.

m There are occasional memory parity check
EITOTS.

There are three reasons why you shouldn’t open the
power supply case...

First, PC power supplies are not very expensive. You
can replace one for anywhere from fifty to one
hundred dollars. You can’t afford to spend time
trying to fix it yourself. Your time is valuable and by
the time you bill the customer for trying to fix it, you
might as well have replaced it.

Second, your company may have an arrangement to

send components like PC power supplies to a repair

depot. The depot personnel are experts and can fix a

power supply for a reasonable charge, and they have
the equipment to do the job right. Let the experts do

their work. Don’t try to do it for them.

Finally, there are dangers inside a PC power supply
that you must avoid. Capacitors can hold a high-
voltage charge for a very long time. Coming in
contact with this charge could be dangerous or even
fatal. Again, don’t take risks by opening the PC
power supply case.

Here are some PC problems that could be power
supply related:

The user may be experiencing start-up failures or
power-on lockups. When the computer is turned on,
it might lock up or may give a start-up error
message. A power supply problem might be at fault.

Even if the computer gets past the start-up, it might
experience lock-ups during operation. Also, the
computer might re-boot for no apparent reason.
These may be power supply related.

If a user complains of occasional memory parity
check errors, the power supply could be at fault. We
aren’t talking about memory parity errors all the
time, we are talking once in a while. Errors all the
time would point to a memory chip problem.
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= A bad power supply may cause PC
overheating. (Is the power supply fan dead?)

= Computer generates too much heat.

= Drives and fan quit working at same time.

LESSON 9
o - T — If a computer’s disk drives and fan both quit
~ PC problems that are power . . .,
3 supply related (continued)... working at the same time, it’s probably a power
2 supply problem. We're talking about the computer’s

fan, not the power supply fan. Both the computer’s
fan and the disk drives run off the power supply’s
12-volt output, so if both quit at the same time,
chances are the power supply’s 12-volt output has
failed.

A bad power supply could cause computer
overheating. Maybe the power supply’s fan quit
working?

If the computer seems to “run hotter” than it used to,
the power supply is may be the cause. More often
than not, to much dust has accumulated on the
internal heat sinks or fan, preventing the heat from
escaping.
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PC problems that are power
supply related (continued)...

-#-Small-brownouts cause systemresets:

m User complains of getting shocks off the PC
case.

m Static discharges cause system problems.

= Computer won’t turn on.

Small brownouts can cause system resets. A
brownout is when the AC voltage from the power
company drops drops below the allowable limits set
by the Federal Government. If the voltage drops too
far, it is normal for the power supply to reset the
system. As a rule, a properly designed power supply
should be able to handle small brownouts. But even
the best power supplies fail when the AC voltage
drops too far. If you find small brownouts causing
too many power resets check out the power supply.

A user may complain that he gets “shocks” when
touching the PC. Definitely look into this
immediately. It could be a power supply problem or
an AC outlet wiring problem. Either way, it could be
a deadly condition.

If slight static discharges create system problems, it
could be a power supply problem. Normally, that is a
grounding issue within the power supply or between
the power supply and the rest of the computer.

If the computer won't turn on at all, this is a good
indication that there is something wrong with the
power supply or its peripherals. By peripherals, I
mean things like a defective power-on switch,
power-good feedback from the motherboard
missing, or a loose AC power cord. Where do you
start troubleshooting a problem like this?
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Computer won’t turn on...

Check the AC outlet for
[ available power. [

|

Check the power cord

running from the AC outlet!
to the computer.

Check the cables from
the power supply to
the motherboard.

Computer won’t turn on
(continued)...

Is the Power Supply’s fan
running?

Swap the Power Supply
for a known good one.

Simple Power Supply Tests

Here’s a series of steps you can follow if the
computer doesn’t turn on at all. First, make sure the
AC outlet the computer is plugged into has power.
Use a DMM, a desk lamp, or radio to verify power is
available. A blown fuse or circuit breaker could be at
fault instead of the computer’s power supply.

Next, check the power cord running from the AC
outlet to the computer. Is the power cord firmly
attached to the AC outlet and the AC connector on
the back of the computer?

Open the computer and check the cables running
from the power supply to the motherboard and the
power switch. Make sure they are plugged in and
that the cables themselves are in good condition.
Sometimes a cable is damaged or pulled out of its
connector during an upgrade. A damaged wire may
cause an open current path or a short circuit to
another wire or to ground.

Is the power supply’s fan running? If it is, this could
indicate that the AC power to the power supply is
OK but the power supply’s output is dead.
Something is wrong inside the power supply.

Use the troubleshooter’s best tool. Swap the suspect
power supply with a power supply you know works.

Now that we have solved the problem of the
computer that won’t turn on, here are some simple
tests you CAN perform to check out a power supply
whether the computer turns on or not.
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Simple Power Supply Tests...

m Replace with a power supply you know
good.

= With the computer turned on, measure
the DC voltages on the cables running
from the power supply to the
motherboard and drives.

m Check the Power Good pin—should be
approximately +5VDC.)

Simple Power Supply Tests
(continued)...

m-Testwitha able voltage transformer: (A
PC power supply should operate fine
between 90-137 VAC.)

—Simple Power-Supply Tests
(continued)...

= Test with a power meter to see if the PC is
drawing close to the maximum power the

supply is rated at.

Of course, the old swap the suspect power supply
with a known good one trick is number one. Didn’t I
say this was the troubleshooter’s best tool?

With the computer plugged in and turned on,
measure the DC voltages on the cables running from
the power supply to the motherboard and drives. Of
course, the cables must be plugged in, or the power
supply will shut down. You shouldn’t have much
trouble touching each of the metal pins through the
back of the connectors with the voltmeter probe.

Use your voltmeter to measure the DC voltage at the
Power Good pin. It should be around plus 5 volts
DC.

There are two handy pieces of equipment to help you
troubleshoot power supply problems.

The first is the variable voltage transformer. It’s
basically a box with a transformer inside. It plugs
into the AC outlet and the computer plugs into the
box. You can adjust the AC voltage being fed to the
computer to see how much tolerance the power
supply has high and low voltage levels. A properly
operating PC power supply should operate fine
between 90 and 137 volts AC when the input power
selector switch is set to 115/120 VAC. If it fails to
operate within that voltage range the power supply
most likely has a problem or it was badly designed.

You can also use a power meter to see if a PC’s
power supply is drawing close to the maximum
power it is rated at. The power meter is installed in
the AC line between the computer and the AC outlet.
It tells you how much current the computer is
drawing so you can calculate how many watts the
computer is using. If it’s close to the maximum watts
the computer’s power supply can supply, you may
want to look into upgrading the power supply with a
higher capacity one.
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‘Now, it’s your furn.

Okay, that’s enough on power supplies. Now, onto
the lab exercise!
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Exercise 9-2

Registry Basics

Copyr

© 2002 Heathkit Company, Inc. All Rights Reserved

The Registry

= A collection of database files
containing configuration and

preference information.

The Registry Contains
~w Information formerly stored inseveral
places, including:
+ CONFIG.SYS
+ AUTOEXEC.BAT
+ WIN.INI, and other .INI files
+ Other config files created by applications

In this presentation we’ll review a topic covered last
quarter, and also provide information on
troubleshooting power problems.

The registry is one of the more important parts of a
Windows system. Windows has had a registry since
Windows 3.1, but it became a critical component
with the release of Windows 95. You can describe the
registry as a centralized location where Windows can
saves configuration information.

The registry is the place where virtually all
configuration and startup information is stored.
Everything from the color of the buttons, to the fonts
used on the screen, a list of drivers and the hardware
they control, to the number of processors and the
name of the system’s users is stored in the registry.

If you are familiar with MS-DOS, you might recall
that the CONFIG.SYS and AUTOEXEC.BAT files
contained much of the system setup information.
Windows 2000 is immensely more complicated, and
as a result the registry is equally complicated when
compared to these older system files.
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Editing the Registry

m Regedit

K EY

Type the name of a pragram, folder, document, or
Internet resource, and \Windows will open it For you,

Open: | regedit LI

[ 1

Cancel | Browse.., |
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There is no Undo

mNo “Save As”

mNo “Exit without Saving”

% Registry Editor

Slide 6

The system could crash

= Some changes occur immediately

= Some changes require reboot

In MS-DOS, you used Edit to make changes. In
Windows 3 you used Sysedit. But since Windows 95,
A tool called the registry Editor was created.

You can edit the registry directly with the registry
Editor, by running the program as shown here. But
before we go any further we need to cover some
issues first.

The registry Editor, called Regedit, does not work
like the typical text editor. For instance, you can’t
make a bunch of changes, then exit without saving if
you make a mistake. The registry is live as you edit it.
When you make a change, the change is immediately
written to the registry. So if you make a mistake and
forget where you made that mistake, there may be no
way to repair the damage.

This slide shows two of the Regedit menus, and right
away you should notice that there are no Undo or
Save items. This is another powerful Windows tool,
and you must be careful as you use it.

Parts of the registry are live all the time, while other
parts are only implemented during the boot cycle. If
you edit something that is being used, you could
lockup the system in its tracks, with no way to
recover. If this happens you need to do two things:
First, restore a known-good registry from one of your
backups. Second, either find a way within the GUI to
make your changes or give up on the change.
Keeping a backup is critical, and we’ll discuss that in
a moment.
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Most adjustments ca
the GUI &
=-Control Panetl

= TweakUI

be done at

= Properties tabs

Registry Editing Rules:

Do not attempt to edit the registry
before you:

1. make a backup.

2. can restore from a backup.

3. test the backup mechanism.

Don’t edit the registry if you can
make the change in a dialog box.

The GUI watches out for you...
...but Regedit doesn’t care.

Every time you make a change to your desktop, such
as a screen color or a folder view preference, you are
indirectly editing the registry. You typically do this
with the tools in Control Panel, special purpose tools
like TweakU]I, and the various places where you can
adjust object properties. In the dialog box shown
here, the registry is edited when you make a change
and click Apply or OK. This happens in the
background, and it works perfectly.

As simple as this is, why would you ever want to
fool with the registry? Well, there are some good
reasons to get into the registry, but we’re not going to
cover them here.

So let’s say you decide to get in there anyway to fix
something that’s “broken” in the registry. Before you
even consider it, there are three things you should
do.

First, make a backup copy of the registry. We’ll show
you how shortly.

Second, you must know how to restore the registry
from that backup copy. After all, what good is a
backup that you can’t use?

Third, test your backup plan. Many backup schemes
look good on paper, only to find out that they don’t
work in the real world. Don’t make this mistake!

The second rule is that you should not make changes
in the registry when you can make them from a
dialog box in the Windows GUI. Why? Because the
dialog boxes in the GUI won't let you make choices
that conflict with each other, which may lead to
crashes or worse. But in the registry, you can do
anything you want, whether Windows allows it or
not. And, it won't tell you this either.
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Registry Editing Rules:

Don’t fool with the registry

on an important computer.

The Registry is Critical!

= If the registry fails, Windows fails
= The registry can be corrupted

m The registry can be backed-up

-a-Theregistry-can-be-restored:

Registry Backups
m Win 95 is manual
= Win 98 is automatic

= Win Me is automatic

= Win 2000 is manual/automatic

The last rule is may be the most important. You
should never experiment with the registry in a
computer that contains important information. For
instance you might be tempted to play with a couple
settings that are supposed to improve the
performance of the system. Fine, but don’t do it on
your family’s computer. Don’t do it on your main
work computer, either.

Until you become expert on the workings of the
registry, limit your exploration to a system devoted
to learning, such as the one used in this class, or a
spare you use for this purpose.

The registry contains critical system information.
This information, if lost, could wreck your entire day
if you can’t recover quickly. Registries are typically
corrupted by application software that is poorly
written, by viruses, and by people digging around
and making mistakes. Fortunately, recovering from a
corrupted registry is fairly simple if you have a
proper backup.

The four major flavors of Windows each have their
own unique registry backup scheme. Let’s look at
each of these in a bit more detail.
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i o e i This isn’t completely true, Windows 95 has a registry
[ [ backup scheme, but it’s built upon the premise that
The-backup-scheme doesnt-work-well the registry isn’t going to become corrupted. And of

e Y P course, the Windows 95 registry is often corrupted

ATl | d uring software installations and driver additions.
Windows 95 makes its own backup, but that backup
is quickly overwritten during the routine “reboot and
try again” we all use when a problem occurs. Which
leaves us with a single backup copy that is broken,
just like the registry you might want to replace.

When Windows 95 begins working properly and you
have everything loaded, you need to make the
backup. You make these manual backups of the Win
95 registry with the regedit/e command.

Slide 14

When running a Windows 95 system, make your
registry backup as soon as the system is running and
stable. You are likely to end up reinstalling Windows
95 from scratch if you wait for a problem to occur

Windows 95 Emergency
Preparation

= Make registry backups ASAP

= Copy them to a safe place

= Not if, but when first.

Copy these backups to a safe location on the hard
drive, someplace where Windows won’t look, such
as C:\RegistryBackup\. Be prepared for a Windows
95 crash. As the old adage goes, don’t plan for the
time when a problem MIGHT occur, plan for the
time when that problem WILL occur. The image
shows one of these backups that might be used if the
registry were to become corrupted.

Name.

Slide 15

Windows 98 solved the registry backup issue with a

LUTRIOECERRRINS RIS | process that saves five backup copies of the registry,
automatically. A new backup is created every day,

= A backup a day... . . ..

= Recovery is almost automatic replacing the oldest one in the group. This image

shows the five backups, and their location in a

Windows 98 machine.

me. I
o000cas TSKE 1/19/01 7508
5001 ToNE 171501745
o7 o oG 1716/ 12308
[y TG 17/ 42
e TEE 179701 1013

Built-in tools handle the recovery from a severely
corrupted registry. With these tools, you can choose
which of the five backups should be restored.

Shelldl 124KB 4/23/9310:22PM
] Stdolet> BB 4/23/391022PM

3] Storage.dl 5B 4/23/391022PM
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Windows 98 Emergency
Preparation

= Copy one of the rtb00*.cab files to a safe
place

WindowsMe makes five backups

= Auto-Recovery is questionable

= System Recovery is designed to fix
problems

Windows Me Emergency
Preparation
= Create “restore points” in System Restore

= Copy one of the rb00*.cab files to a safe
location

Windows 98 keeps five copies of the registry in files
named rb001.cab, through rb005.cab. Each day you
start up your system the oldest “rb” file is replaced
with a new one.

Periodically, it’s not a bad idea to copy one of these
tiles to a safe place. This way you can step-back to a
point longer than five days ago, such as when a
problem doesn’t become apparent for a couple
weeks. Then you can put the file back, and run
scanreg to restore to the older file.

WindowsMe uses the same general scheme as
Windows 98, with a couple new tools. First, the
ability of the system to recover automatically is
questionable. Sometimes it works, and sometimes it
doesn’t, but it is different than Windows 98. The new
tool, called System Recovery, allows you to make
much larger recoveries, including application setups
and much more. This new tool isn’t perfect however,
especially when viruses are involved.

System Restore uses a series of “Restore Points.”
These are points in time where complete restoration
information is saved. After a couple restore points
are saved, the system can be restored to any one of
the points. For instance, if something that you
installed yesterday ate your system today, you could
restore to a point just before you installed the
problem. Ideally, anyway. This tool will get better,
but its first version needs some adjustments.

In addition, you should also consider saving one of
the registry backup files, just like you did in
Windows 98.
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Windows 2000

~w Last Known Good startup

= Inherently more secure

Slide 20

Windows 2000 Emergency Prep

= Create an Emergency Repair Disk (ERD)
using Backup

Windows 2000 makes a single automatic backup
copy of the registry as part of its Last Known Good
boot options. When something really bad happens in
Windows 2000, you can always boot to the Last
Known Good settings, which were saved after a
successful launch and logon. That'’s all you get for
automatic backups though.

Windows 2000 has several excellent recovery tools,
the best of which is its prevention of problems in the
first place. We will be discussing the others later.

Most importantly, destroying the registry is a lot
harder in Windows 2000 than is is in any other
Windows OS. That is, as long as you stay out of the
registry Editor.

Slide 21

Emergency Repair Diske
Inzert a blank. formatted floppy disk inta dive A: and click OK.

[~ Also backup the registry to the repair diectory. This backup
can be used to help recover your system if the registry is
damaged.

One of the first things you should do with a
Windows 2000 system is make an Emergency
Recovery Diskette. In Windows 9x this was done
from the Add/Remove Programs applet in Control
Panel. In Windows 2000, use the Backup program,
found under System Tools on the Start Menu.

The message accompanying the ERD button tells us
that this process won’t back up files or programs...

But after you click the ERD button you will see this
dialog. Check the box, and a backup of the registry
will be saved.

After you make the disk, label it and date it. Then put
it in a safe place where you will be able to find it
later. If you attempt to fix a broken installation later,
this disk will greatly increase the chances of your
success.
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98 Registry Files

-] fe

| sie [ Type

at 3509k DATFile

2Ke Configuration Settings

197 KB DAT File

7Ke Configuration Settings
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Now that we have made our backups, let’s look a
little more closely. In Windows 98, remember that
the registry is made up of different files, all of which
are usually found in the C:\Windows\ folder.

In order to show you a simple list of the files, it’s best
to show you the backup. Here, they are shown in the
standard backup location, as a file called rb002.cab. If
you double-click the .cab file, Windows Explorer will
open the file and show us the contents. (Win 95 can’t
do this...) The .INI files are not part of the actual
registry, but they are important and backed up along
with the registry.

-] e

Size [ Type

defaul
[#NTUSER.DAT
EE
B SECURITY

=] UsrClass.dat.

fault 140KB File

1256KB DAT File
KB File
24KB File

o] software 0576KR File

[#]system 4,496KR File

BKB DAT File

7 chject(s) Dk fiee space:

57008) [15.1 M8

I wy computer
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Here we're looking at the result of our registry
backup made with the Windows 2000 Backup tool.

There are several more files involved, simply because
the Windows 2000 registry is a bit more complicated
than the Windows 98 registry.

These files that make up the registry are called
“hives.” The hives are normally scattered in several
places throughout your Windows 2000 system, but
performing a registry backup places them together in
a location where the ERD can find them.

When you launch the operating system, the Hive
files are combined into the structure we know as the
registry. Parts of the registry are actually created as
the system is loading, and other parts are pre-
assembled from the hive files.
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£ Registry Editor ]
Registry Edit Wiew Favorites Help

HKEY_CLASSES ROOT
HKEY_CURRENT USER
HKEY LOCAL_MACHINE

[ HkEY_UsERS

L] HKEY_CURRENT _CONFIG

Slide 26

Now that you know a bit more about the registry,
let’s go back and open the registry Editor. The
registry is organized like your hard drive, more than
anything else. The first level of organization is the
subtree. There are five subtrees in the registry, as
shown here.

~=1oix]|

{1 soFTwARE
{0 svetem
L HeEY_users

(L] HKEY_CURRENT_CONFIG

Marme

[aB] ©sfauty

K
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egistry Editor

Just like a folder in Windows Explorer, you can open
the subtrees. Each subtree is split into sections called
Registry Keys.

=1olx]|

| [ ame

And within the keys are subkeys. This arrangement
can go on and on, as the registry is a very
complicated affair.

(2] efautt)

(£ Heev_cLasses_RoOT
(L1 HKEY_CURRENT _USER
- [21 HKEY_LOCAL_MACHINE

i
{drsor
{1 cescripTION
{1 oevicemap
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Registry Editor
fsry _Edit View Favories Help

Value Entry

(CRIPTION
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[ Type Data
REG.SZ  (value rotset)
ReG sz

= [ kan_=] [hare
19 |[aB)efeuty

RSO [ab] HINE

AUy o

SER!ALCOMM_';I

Jorputer\HKEY_LOCAL_MACHINE\HARDWARE\DEVICEMAP\KeyboardClass

In some keys you have to drill down deep to find the
real data, in others you don’t. When you get to the
end of the line, you reach a value entry. This, finally,
is the data stored in the registry.

Notice that there are three columns in the right side
of the editor. The Name of the entry is on the left,
followed by the data type. There are two primary
types of data, strings of ASCII text and binary. The
entry in the Type column tells the registry what data
format will follow. ASCII strings can be anything,
including simple words and sentences.

£’ Registry Editor
Registy Edit View Favories Help

| Data I

(value ot set)

=] [Name [ Type
[abfpefaity  res sz
EDEDEDGD REG_BINARY 45 414350 74 00 00 00 01 53 44 4.

KHARN,
{3 10000021

N

cClass, J

lass

o

My ComputerHKEY_LOCAL_ MACHINEYHARDIMARE\ACPT\FADTADELL_KHAN___ 119990921

The second value entry shown here is a binary entry.
It’s not ones and zeros like you might expect, rather
the data is viewed in a hexadecimal format.

Slide 30

T o
REGDWORD 0100000000 ©)
REGNONE 03000000

Ressz  OaHTHAT

REG BDURY 16000000

feesz o

REGBNARY o f 102 00 020011800 1000 1200000
REGBNARY 4o df €02 00 02001800 10 00 1€ 00000
REG_DWORD  0x00000005 (5)

REG_BDNARY 240000100 6328 6000 00 00 0903030000

_[esson seurg

[ -

[BE]shutionn sotng Rec.owoRD 000000002 @)

oy |

Nal

This is a typical group of value entries at the end of a
subkey. There is a mix of binary, data strings, and
regular text at the end of many keys like this one. In
the end, these all come together to make your system
work properly.

Occasionally you will need to modify a data string in
the registry. With this information, you’ll be able to
better understand how to do it.
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mHive File
+Registry
+ Subtree
* Key
— Subkey
-Value Entry

Now, it’s your turn.

And there you have it, the structure of the registry.
Keep in mind that this entire structure is simply a
way to organize the data stored as value entries.

Now, turn to your workbook and the next lab.
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Lab 9-3

Windows 2000
Pre-Installation

Copyright pany. Inc. All Rights Reserved

Slide 2

Windows 2000 Flavors
= Windows 2000 Professional
= Windows 2000 Server
= Windows 2000 Advanced Server

m Windows 2000 Datacenter Server

Slide 3

Windows 2000 Pro Versions
m Upgrade
m Full Version

= “OEM”

Throughout the labs in this course, we have largely
skipped past Windows 2000. In this presentation, we
need to take a look at the installation issues and
processes involved in installing Windows 2000. Most
of what is presented here is applicable to Windows
XP as well.

“Win 2k Pro,” as it is usually called by technicians, is
more complex, more stable, and more powerful than
any previous Microsoft operating system. The latest
Microsoft operating system, XP, is Windows 2000
with a few bells and whistles added. So what you
learn in this and the remaining exercises will serve
you well when you study XP sometime in the future.
This exercise and presentation will show you what
you need to do before you even think about loading
an operating system on a computer.

Windows 2000 comes in several different “flavors.”
Professional, the program you'll be using, is the
default OS for the desktop and workstation. It will
support PCs running one or two CPUs. Windows
2000 Server is the replacement for Windows NT
Server. It can support computers using up to four
CPUs at a time. The Advanced Server has several
additional features, and it can support servers using
up to eight CPUs. The Datacenter Server is designed
for large critical applications. In addition, it can
support up to 32 CPUs in the same machine. These
are the computers that might be found running
credit-card authorizations and massive websites.

Complicating matters even further, Windows 2000
Pro is available in three versions. The OS is the same
no matter which version you have, only the price and
installation options vary. The OEM version is more
likely to be the most recently released code from
Microsoft, but that’s really the only difference...until
you try the installation. We’ll discuss that in a few
moments.

These are worth more discussion, so let’s look at each
of them.
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Upgrade Version

mConverts-older Windows-to
Windows 2000

= You must have the old
version installed or its d

m Cheaper than Full versi

Do Not Make lllegal
Copies of This Di

m Replaces old version

Full Version

m No requirements
m No strings
m Complete documentation

m Full Microsoft support

Unless you buy a new computer with Windows 2000
Professional pre-installed, most of you will purchase
the Upgrade version. Microsoft wants you to
upgrade, and they make this version less expensive
so you are more likely to buy it. There are two
catches with the Upgrade version: First, you must
have a valid license for the supported previous-
version OS. Second, expect to prove that you have
that older version when you upgrade. Notice the
statement on the CD about searching for eligibility.
That means this disk won’t install the OS if you don’t
have a previous Windows already installed, or you
can load the previous version Windows disk into the
computer for examination.

The Full version does not require that you have
anything, except more money. This version is
available today for about $260, as compared to the
Upgrade version at $110 after a rebate. (There always
seem to be rebates...) Here’s the deal: if you build
your own machine and plan to install Windows 2000
Pro, you need to buy the Full version of the operating
system.

FOR
DISTRIBUTION
ONLY WITH A
NEW PC

OEM Version

m Available only with a new
computer

m Cannot be purchased without a
computer

Microsoft

= No tech support fr

OEM stands for “Original Equipment
Manufacturer.” That means it’s a version of
Windows used by the companies that build and sell
computers. When you buy a Dell or Gateway PC, or
any other brand for that matter, the Windows 2000
Pro on that machine is the OEM version. Technically,
this is the cheapest version you can get, if you could
buy it. Why so cheap? First, you don’t get a proper
box or manuals. Second, Microsoft doesn’t provide
technical support. Look closely at the text on the CD;
it says: “For product support, contact the
manufacturer of your PC.” If you need help or tech
support with the OS on a Dell or Gateway, only Dell
or Gateway will help you. If you call Microsoft, they
won'’t provide help unless you pay for it first.
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Which version do you need?

“Ifyou are using:

You need

Full Version

You have the
OEM version

A brand-new computer with
Win 2K Pro pre-loaded

Windows 2000 Professional is:

m A powerful and secure desktop
operating system.

m Optimized for use in business
networks and high-stability
applications.

Windows 2000 Professional
Key Features

m Performance

mProfiles————

m Security

= Stability

m Administration

The Upgrade version is generally the least expensive
route, but you have to make sure you qualify. You
can’t upgrade from Windows 3.x, but when you
think about this, would Windows 2000 run on a
machine still laboring behind Windows 3? Probably
not.

The upgrade version can only be used if you have a
version of Windows 9x—95, 98, or ME—or Windows
NT Workstation 3.51 or 4.0. There are price
differences between the two upgrades, but the
software is exactly the same.

New computers almost always come with the OEM
version pre-loaded on the hard drive. These
computers may come with a CD built by Microsoft,
or they may come with a “Recovery CD” built by the
manufacturer of the computer. If the CD was built by
the manufacturer, in most cases it won’t work on any
other brand of computer.

Windows 2000 Professional can be thought of as a
companion to Windows 2000 Server. It shares many
security features and compliments the administrative
tools provided in Server. Professional is well suited
to the business environment, where centralized
administration and support of desktop computers is
implemented. What this means is that as the support
technician, you can service many problems without
actually touching the computer that has the trouble.
It also means that you can set up all the systems the
same way, and make changes to this setup very
easily. Windows 2000 Professional is optimized for
desktop use.

Windows 2000 Professional also boasts a long list of
features. Let’s look at some of these in more detail.
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Performance

m Multiple processor-support

= Multithreaded multitasking

User Profiles

m Allows the computer to have multiple |
“personalities.”

m Allows your system user interface to
travel with you to different
workstations on the LAN.

Security

= Windows 9x:
security

= Windows 200
strong securit

Just like 2000 Server, 2000 Professional can take
advantage of systems that contain more than one
CPU. This is especially helpful when you are running
several applications simultaneously. Multithreaded
multitasking is what a system does with multiple
processors; it does several things all at the same time,
often within the same application. Windows NT
Workstation can handle up to 4GB of RAM. That
sounds like a ridiculously large amount of RAM, but
so did 1IMB at one time.

User profiles are another nod to the system
administrator. Profiles allow two users to share the
same hardware, but with completely different GUI
and network settings. In the same manner, you can
use your logon at any workstation and it will look
and operate just like your “home” workstation.

In a stand-alone computer, any of the versions of
Windows 9x have little real security. Sure, it can be
setup to require a password before you can logon.
But the way to break past the password is easy to
find and use. Real easy. At startup, simply hit the
escape button to skip the logon entirely.

Windows 2000, both Professional and Server,
implement strong security measures. While no
security scheme is 100 percent secure, Windows 2000
is very difficult to penetrate. This feature alone is
often a good reason to use 2000 instead of other
Windows versions.
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“other

m Applicatiorls cannot crash the

hardware

m Applicationls cannot crash the
operating system

Administration

m Many systems controlled from a
centrallocatioms———————

m [oad applications or drivers on
multiple machines.

Windows 2000 Professional
Versus
Windows 9x

spaces. This greatly reduces the chance of one
program causing another to crash. There is also an
additional layer of isolation between the application
and the hardware. Where DOS programs and even
many Windows 9x programs can access hardware
directly, Windows 2000 does not allow direct
hardware access by applications. This feature ensures
that properly written programs will run without
crashing. At the same time, it prevents older or
poorly-written programs from crashing the entire
system. Device drivers are most affected by this layer
of protection. Some hardware is supplied with
specific drivers written just for 2000. Some programs
simply won’t run under 2000, and often this is why.
Yet another layer of protection exists between the
application and the operating system. Special
techniques are used to reduce the chance of an errant
application making the OS crash.

Central administration allows the system
administrator to present the same desktop and setup
to a group of users. For instance, this allows the
administrator to add a new icon to several users’
desktops without having to do it at every computer.
The administrator can add a new application to
several workstations; or, update a common hardware
driver at every workstation, without ever leaving his
or her office.

With so many advantages to Windows 2000
Professional, you may wonder why anyone would
still use Windows 9x as a workstation operating
system. And yet there are still more Windows 9x
machines attached to networks than there are
Windows 2000 Professional or Windows NT
Workstation machines. Let’s compare the two and
see if we can figure out why.
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Windows 2000 Professional
Advantages

m Performance
m Profiles

m Security

m Stability

u Administration

There are many reasons to choose Windows 2000
Professional for a desktop operating system. As
mentioned previously, performance, security,
administration, and stability are key issues.

Windows 2000 Professional
Disadvantages

m Requires special drivers
u Will not run all Windows software

m Requires robust hardware

Windows 2000 Architecture

Although 2000 Professional offers many strong
features, it has some disadvantages as well. First, it
can be difficult to use with many peripherals
commonly used in small offices and at home. The
problem is, 2000 requires special drivers and
peripheral manufacturers cater to the masses. Since
there are many more 9x users than 2000 users, few
peripheral manufacturers dare to make hardware
without Win 9x drivers. 2000 drivers are often never
made. Another issue is not all Windows programs
will run on 2000; most will, but a few will not.
Finally, 2000 Professional requires a faster CPU,
more memory, and overall a more powerful machine
than Windows 9x.

Before we get into the installation of Windows 2000
Professional, we should take a look at the reasons
behind these advantages and disadvantages. A look
at the construction of the Windows 2000 OS core will
show us why the system is so much more stable and
secure than the Windows 9x family. But don’t worry,
we won't get too technical...
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MS-DOS Architecture

MS-DOS with Windows

m fication Application| m lication

I ] £ 0 Y S
> 4 S [ E—
e

We discussed the architecture of MS-DOS before, but
let’s do a quick review. In its most basic form, a DOS
system is built of the four components shown. There
are more pieces to this diagram, but these are the
important ones.

The arrows show the communications paths between
the system components. This looks fine, except for a
couple things: Allowing the applications to talk to
the BIOS and hardware directly can be a problem.
Why? Let’s say one application decides to talk to the
hardware, but there’s a mistake in the program, and
something goes wrong. If the application leaves the
hardware in a condition where it can’t respond to the
next command, say a command from the BIOS or OS,
the system is probably going to lock up.

This was a common problem when DOS was king,
but it wasn’t too bad because we could only run one
application at a time.

Now let’s add Windows 3 into the mix. It allowed us
to run many applications simultaneously, called
multitasking. But in reality, all Windows 3 did was
build a taller house of cards. Running several
applications at the same time multiplies the risk of a
crash. So if a Windows 3 application does something
it isn’t supposed to do, which seemed to happen all
the time, not only does the suspect app lock up, but
usually the entire computer still locks up. This
happens because the applications aren’t protected
from each other, and the OS isn’t protected from the
apps. (and vice-versa)

Even worse, Windows 3 itself often caused problems.
It wasn’t supposed to be this way.
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Windows 9x

m licationApplicationfApplicationi

Windows 2000/XP

Application m lication

Windows 95 fixed a few of the problems. Most
importantly, an entire layer was removed. A
Windows 95 compliant application is supposed to
follow the rules, which required that apps NOT go
directly at the hardware or BIOS. After the first
generation, most of these apps followed the rules.
Once in a while though, the app talked directly to the
hardware anyway. Additionally, apps crash all on
their own more than they should. Windows 9x is fair
at resolving these issues, but the system usually
becomes unstable until the system is completely
rebooted.

Windows 2000

3 a
BIO
Hardware

Windows 2000 and XP (and NT, for that matter) do
not allow interaction between the application and the
hardware. ALL communication is intercepted by the
OS and handled by trusted and stable subsystems.
Furthermore, apps are completely separated from
each other, running within separate address spaces.
With this model, if one application crashes, the rest
of the system can continue on as if nothing had
happened. This ability requires a bunch of memory,
which we'll discuss a bit later.
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Windows 2000

| Environmental |

User
Mode

Subsystems Subsystems
| (security, etc.) | Win

Kernel

Mode

Windows 2000 Executive

Windows 2000
Annlication

User Mode
(Unprivileged)

(security, etc.)

Application

Environmental

Subsystems
(Win32, etc.)

Windows 2000 Exacn tivo

Kernel Mode
(Privileged)

Hardware

Kernel

Hardware|

2%

This diagram of the Windows 2000 architecture
shows more detail. The important point is the
distinction between the User Mode side of the system
and the Kernel Mode side. Applications are never
allowed on the Kernel Mode side. If they make the
attempt, Windows will generate an error and/or shut
the application down.

An application that needs to interface with the
hardware, say get data from the hard drive, must
make the request and the Windows subsystems will
retrieve the data. Because all the subsystems are built
by Microsoft and naturally trusted not to stray into
the wrong area or do something wrong, the chance
for a crash is greatly reduced.

You'll also notice that the applications must be
written to abide by the rules of the OS. Windows
2000 does not tolerate applications that break the
rules. This is significant because Windows 9x
complained, but usually allowed a rogue application
to do as it pleased, usually resulting in a system
reboot at some point. Most applications have no
trouble with the Windows 2000 rules, but some
utilities such as diagnostics and repair tools that
worked under Win 9x, may not work under
Windows 2000.

Microsoft makes a big deal out of the line between
the two modes, so let’s look at it one more time. No
applications are allowed on the Kernel Mode side. If
they try to perform a task that should be handled by
Windows in Kernel Mode, Windows will generate an
error and/or shut the application down.

This is the reason Windows 2000 is so hard to crash,
and why it is so stable. If you only use applications
with the official Windows 2000 endorsement, you
may never see the system crash because the
application plays by the rules.

Hardware drivers sit in the kernel mode side, and
must be written to very strict rules. Because of these
strict rules, many hardware manufacturers won'’t
write new drivers.
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Mode

Windows 2000

1/0O Manager
Device Drivers,
Net Drivers

Kernel

Hardware Abstraction Layer

Are you ready to-install
~ Windows 2000
Professional?

First, you have to
ask yourself one
question:

Do I have
everything I need?

Speaking of hardware drivers, just where do they fit?
This diagram adds one more detail.

An application that needs data from the hard drive
must make a request for that data, and Windows will
retrieve the data. Of course, there must be hardware
drivers just like in all operating systems. The drivers
must communicate through the Windows Executive,
which is why many hardware vendors won’t bother
with new drivers for older hardware. It’s a lot of
work to build such a driver.

The end result is better drivers that don’t cause
crashes, and an OS that keeps running.

Now that you've seen what Windows 2000
Professional is all about, are you ready to install this
new operating system?

But first, there’s just one question you have to ask
yourself: Do you have everything you will need in
order to properly and successfully install Windows
2000 Professional? Just what do you need to have?

First, you need an appropriate computer.
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Hardware Requirements

o ’
Pentium II-300 | Pentium II-350
ry 64 MB 128 MB, min,

© - 4 ('B freb

Hardware Compatibility List

m A list of Win 2k-tested and
approved hardware

® www.microsoft.com/

m [win2k cd]:\support\hcl.txt

Windows 2000 will run with the Minimum allowable
hardware, but just barely, and it won’t be any fun.
Foremost, Windows 2000 requires a LOT of memory.
64 MB is an absolute minimum, and at 128 MB the
system can run well. As you know, the amount of
memory you need depends on the applications you
run and the size of your files.

Windows 2000 Pro runs well on a 350 MHz Pentium
I. Recall that the 350 is the first CPU to use a 100
MHz motherboard bus. You can get by with a slower
processor, but you'll need a ton of memory. As with
memory, you'll need a big hard drive. Windows 2000
can chew up a lot of disk space.

Naturally, these requirements and recommendations
look like last year’s news compared to the many
systems available today that are well past 2 GHz and
120 GB.

Microsoft has been approving various hardware
components for quite some time. Under Windows
NT, choosing hardware that was on the approved list
was vital. With Windows 2000, most computer
equipment is much better, and a listing by Microsoft
isn’t quite as valuable. There’s a lot of excellent
hardware that isn’t on the list because it’s expensive
to get there.

But if you are buying servers, you only use hardware
that’s on the list. Why? Because Microsoft is unlikely
to provide tech support for Windows 2000 if you use
hardware that isn’t on the HCL. The HCL is on the
web, and an older list is on the Windows 2000
installation CD. If you aren’t sure of something,
always go to the Microsoft web site and review the
current HCL.




Lesson 9 | 9-35

Slide 30

Slide 31

Slide 32

Hardware Rules:

m Use good-quality hardware

= Windows won’t run if the
hardware has a problem

m Check for firmware updates

Prepare the Software

m Backup your system

mIs your software Windows 2000
compatible?

Plan the Installation

m Upgrade or clean install

m Hard drive partitions

m Security configuration

m Network configuration

HCL or not, the bottom line is this: if you attempt to
load Windows 2000 on a computer that has any type
of hardware problem, plan on a lot of
troubleshooting. Also, plan on doing it without any
help. If you start with good-quality hardware, and
apply any updates to the firmware that are needed,
you should have a pleasant installation.

Preparing your software isn’t quite the same as
hardware. First, you have to make a special backup
of the important data files and any other program or
configurations you need to keep.

Most applications will work just fine without an
upgrade, but two classes of programs might cause
you to upgrade. First, diagnostic utilities will need to
be upgraded. If the utility was written for DOS, then
forget about even trying to use it. Many Windows 95
utilities may work, it just depends how they access
the system hardware. Second, games that reboot
Windows 9x into DOS mode won’t work either, since
Windows 2000 cannot be rebooted in this manner.

And don’t forget that backup.

The wrong time to make decisions is during the
install process. Many of the setup options are
difficult or impossible to change once they are
selected, and in most cases the choices must be fully
understood before you make them.

Let’s look at each of these choices.
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FAT or NTFS?

FAT/FAT 32
No Security

DOS, Win 9x/ME, NT
and 2000

Susceptible to Virus

No automatic backups

transfers all the old settings

an empty hard

m Clean install can also create a dual-

Complete Security

NTES

Win NT and 2000

Resistant to Virus

Integral boot sector
backups

LESSON 9
o A Windows 2000 upgrade is like any other upgrade,
< Upgrade or Clean Install Windows 2000 reads the old OS and attempts to
> SRR ERe el | implement all the original configuration settings.

This seems the easiest way, but most experts strongly
recommend that you do not upgrade. We'll discuss
this topic in detail later.

A clean install is typical of loading Windows 2000 on
a new or re-partitioned hard drive. You install from
scratch, and then perform a complete configuration.
You also need to load all your applications. This is
regarded as the best and most reliable installation
method. Again, more later.

A clean install can also be placed alongside your
existing Windows 95/98/NT Workstation
installation. That is, you can choose which operating
system you want to run, every time you reboot the
computer. This has some trade-offs too, but seems to
work very well.

As you studied back in Windows 98, the only choices
for partition structures were FAT and FAT32.
Windows NT has used the NT File System since its
inception. NTFS adds many capabilities as compared
to FAT:

FAT has four main attributes for files; Read-only,
archive, system, and hidden. NTFS offers several
more attributes, including one that deals with the
security of each individual file and folder.

NTFS is less susceptible to viruses because of its
complex structure, and also because of the security
features. And the last big issue is that NTFS makes
automatic back-ups of the boot sector.
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FAT/FAT32

NTES

Converting from FAT/FAT 32
to NTES is fast and easy.

Converting from NTES to FAT/FAT 32
is not supported by Microsoft.

Security?

m What level of security-do-you
need?

= No security allows a simple system
m Total security is hard to use

m Strike a balance?

If making a choice is difficult, consider this:
Converting a drive from FAT or FAT 32 to NTFS is a
simple operation.

On the other hand, converting from NTFS to
anything else is very difficult, and impossible with
tools supplied by Microsoft. There are utilities
available for this, but they can’t guarantee you won't
lose any data in the process.

Before you begin the installation, you probably
already know what you will be doing with the new
Windows 2000 Professional system. Maybe it’s just
being used for standard office applications in a
small-business setting, where there is little need for
security. Or maybe it will be used by a financial
analyst or stock broker, where absolute security is
required. Keep in mind that the tighter the security,
the harder the system is to use.

Between the extremes is a balance between ease-of-
use and security.
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everything that may be lost?
= Backup data
m Backup downloaded files

m Backup configuration info

Before you install Windows
2000 Professional. ..

m Eliminate all hardware problems.

m_Acquire Win 2k drivers forall
devices.

m Document all resource settings.

Plan the Network

m Server type

m Network settings

= Workgroup or Domain?
= Licenses

m HDD partition strategy

m Determine groups, shares, permissions

LESSON 9
© Should you make a backup first? Another question
g Malce that Backup! helps to determine the answer: Do you have the time
& = Can you afford to recreate or ability to recreate everything that could be lost, if

the hard drive fails completely?

Obviously, you should make backups of your data
files. This includes all your documents and
spreadsheets. But it also includes your email folders,
Favorites folders, and anything that you have
downloaded and can’t afford to lose.

Write down your existing network settings and any
other settings your computer may use, or make print
screens and keep them handy.

The features that make Windows 2000 so stable are
the same features that eliminate the use of all but the
most sophisticated hardware diagnostics.
Troubleshooting hardware problems in a Windows
2000 system can be difficult. The best strategy is to
prove to yourself that all the hardware is working
properly before you install that new OS. Load an old
version of DOS, and run your favorite diagnostics
through every available test. Once you are convinced
everything is fine, then load Windows 2000.

Windows 2000 requires specific drivers for most
devices. Many Windows 98 drivers are useless in
Windows 2000. Get the latest Windows 2000 version.
The same is true for SCSI adapters, NICs, modems,
sound cards, CD burners, and everything else.

Before you begin loading any software, determine if
the server you will be connecting to is a domain
controller or configured for some other function.
Remember that switching from a workgroup to a
domain is easier than going the other way.
Determine the protocols you will use, and obtain the
necessary TCP/IP settings and network names. Of
course, obtaining the appropriate licenses is a
necessity. Deciding on the configuration of the hard
drive is easy now, after installation your options are
more limited. The concepts of groups, shares, and
permissions will become clearer as you go through
the next several lessons.
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Installing and Configuring
Windows 2000

Upgrade or Clean Install,
Revisited

m You cannot upgrade from:
+DOS
+Windows 3.x
+Windows Me

Upgrading to 2000

m Fast and simple

m Existing applications, preferences,
and settings are maintained. ..

m ...but so are many of the problems.

Next, let’s take you through the actual installation of
Windows 2000 Professional. As with all software,
there are many options and many installation
strategies.

Let’s start by discussing the upgrade and clean install
issue in some detail. First, upgrades from DOS,
Windows 3, and Windows Me are not supported.
That’s not to say these upgrades cannot be done, but
don’t expect any help from Microsoft, and don’t
expect that everything will work properly.

Windows Me is a special case. Windows 2000
Professional was released before Windows Me, so
there’s little chance that Microsoft developers could
make this upgrade work properly. Don’t expect
Windows 2000 to operate properly on top of
Windows Me.

Upgrading is the easiest way to get to Windows 2000.
At least, as far as the installation is concerned.

With an upgrade there’s no need to be concerned
with your old network and application settings,
everything stays right where it is, for the most part.

But that’s also true of problems and configuration
bugs...they stay right where they are, too.
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Source.

Upgrading cannot repair

bad configuration
settings or hardware
problems.

Many people think that an upgrade will solve all of
there operating system woes. The reality is quite
different. When upgrading, the new OS simply reads
the old settings and emulates them. So, if your
Windows 98 dial-up Networking configuration is
messed up, Windows 2000 is likely to implement the
same bad settings.

If you have problems in the registry, then Windows
2000 is likely to pick those up and the problems
follow you into the upgrade.

“...employ everything in
your power not to
upgrade an existing
installation.”

Windows Magazine, The Essential Guide to Installing Windows 2000

Here’s one expert’s view:

“Unless you have to, don’t
do this. [Upgrading] can
cause any problems ... to

migrate to the new
system.”

Source: Windows 2000 Unleashed, Sams Publishing

And another.

Only upgrade if:

-m-You-are-using-several-applications—
that cannot be easily reinstalled

= You have too many users to
reconfigure and reinstall every
application on all machines.

There will be cases where an upgrade is necessary.
For instance, you'll have to upgrade when you
cannot easily reinstall the applications on the target
system. You should also consider an upgrade when
you have many systems to support.

If you are forced to upgrade, keep in mind that many
applications may not operate properly under a
Windows 2000 upgrade, but these same applications
work just fine under a clean install.
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Clean Install Benefits

-mA fresh-start

+No old settings or registry entries
to foul things up

+New drivers

+Optimized installation (no
COmpromises)

If you can’t decide...Dual-boot!

m Choose which OS runs, each time
you restart.

m Use dual-boot to evaluate
Windows 2000 Pro

m Eliminating one of the systems
later is fast and easy!

“How does Dual-Boot Work?
1. Hardware reset, then POST is run.

2. BIOS looks for a bootable drive
and the MBR.

3. MBR redirects to NTLDR
4. NTLDR reads BOOT.INI
-5 Boot-Menu-is-displayed:

6. Chosen OS is loaded

If you have fooled around with Windows 9x long
enough, you know that giving your hard drive a
good scrub every year or so fixes lots of little
problems. Every application that you install adds a
bit more to the pile of data, and no amount of
uninstalling removes it all. After 18 or 24 months, a
system can end up running very slowly. A fresh start
can give that system a new lease on computing.

This is just as true for a new operating system as it is
for an older operating system. You start from the first
day with an optimized and clean registry, a new set
of drivers, and a clutter-free hard drive.

Windows 2000 makes your installation choice easier
by offering to leave your old OS right where it is,
then installing Windows 2000 Pro alongside. By
doing this, you can choose which OS you want to use
every time you start the computer.

Dual-boot is a great choice if you are just evaluating
Windows 2000, or you just aren’t ready to make a
complete conversion. When you are finally ready to
make that decision, cleaning up the computer is
simple and fast.

Dual-booting is fairly simple, if we stay out of the
actual code that makes it happen. This list is the same
as the boot sequence for DOS or Windows 9x, until
step 3. NTLDR, or NT Loader, looks at a
configuration file called BOOT.INI. When you build
a dual-boot system a couple new lines are added to
this file. These lines tell the NT Loader where to go
for boot files, based upon the choice you make at the
Boot Menu.
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Dual-Boot Advantages

= You get Windows 2000!
m You still have the old OS!
m Run all the new tools...

m ...and still have the old hardware
and software available.
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Dual-Boot Disadvantages

m Requires lots of HDD space

Again, the process is straightforward, At the point
where the MBR would normally just point to
operating system boot files, the Windows 2000
partition boot sector points to the NT Loader instead.
The NT Loader then checks out BOOT.INL. If the
system is set up normally Windows 2000 loads itself
directly. However, if you have installed Windows
2000 in a dual-boot configuration, the Boot Menu is
displayed. At this menu you choose which OS to
load, and the NT Loader follows your instruction. In
fact, the OS is loaded in such as way that it knows
nothing about any other OS on the computer.

Dual-booting provides several advantages, the most
important of which is that you don’t have to make a
commitment to either operating system. Use
Windows 2000 in the morning, reboot and switch to
Windows 98 in the afternoon. Or switch every hour,
if that’s what you prefer.

If you have older hardware that isn’t supported
under Windows 2000, you get all the benefits of the
new OS, and you can still easily switch over to
Windows 98 when you need access to unsupported
devices or software.

As great as a dual-boot computer sounds, it’s not a
perfect solution. First, you're going to need a big
hard drive, and you'll want it separated into distinct
partitions. You should load each OS onto its own
partition. The numbers shown here are large, but
typical.
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Dual-Boot Disadvantages

-mMost-applications need-to-be
installed again

m Security could be compromised

2.0GB

Appl
200, App2
200 App3
100 MB

1. When you upgrade, the
_original OS is gone.

2. When you dual-boot, both
operating systems are
available.

3. Dual-boot requires a clean
install.

Another reason for extra disk space is a second
installation of your applications. That’s right, if you
expect to use any applications in both operating
systems, you need to load that application again.
Many applications refer to registry settings, or .DLL
tiles stashed away in the system folders. But if you
are running Windows 2000, Windows 2000 will never
look in the Windows 98 system folders.

That means you'll have to have you applications
loaded twice, into separate folders preferably on
separate partitions.

If you need a secure system, then having an another
OS on the hard drive could become a security hole.

Here’s the bottom line: when you perform an
operating system upgrade, the original operating
system will be replaced, and it is gone.

When you install as a dual-boot arrangement, you
can use both the original operating system, and
Windows 2000, which means you don’t have to make
a commitment to Windows 2000 yet.

Because dual-boot allows either operating system to
launch, and the old OS is gone when you perform an
upgrade, a clean install is required for the dual-boot
configuration.

you are presently using

Exit W ould you like to upgrade to Windows 20007

@ This CD-ROM contains a newer versian af Windows than the ane [
si

When the Windows 2000 Professional Upgrade CD

in inserted in a system running Windows 98SE, this
is the message you'll receive. Unless you have made
the decision to perform an upgrade, click No.
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¥ Microsoft Windows 2000 CD

Professional

Install Windows 2000
Install Add-On Components
Browse This CD

Exit
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Windows 2000

The new version of Windows seks the standard for
relibility, speed, security, manageability and ease of
use., Windows 2000 is packed with many new Features
and improvements ko the crrent ones.

To perform a command, just click i,

That leaves you with this Windows 2000 CD
command window. From here you can begin the
installation procedure or explore the CD. Naturally,
if you want to install Windows 2000 you should click
that command.

Welcome to the Windows 2000
Setup Wizard

Slide 59

Windows 2000 Setup

License Agreement t

Do pou accept the tems of the License Agreement for indows 20007

The Setup Wizard begins, and the installation begins.
The choice here looks simple, but as you have seen so
far the difference between these two installation
options is substantial. You should know exactly
which option you desire before you see this screen.
We're discussing a Clean Install in this presentation,
so let’s say we’ve selected that option and clicked
Next.

eel
L accept the agrement

JG|  Please read the following Licenss Agreement. Press the PAGE DIWH
T key to see the rest of the agreemert. To continue

with Setup, you must

[NOT DESIGNED MANUFACTURED. OR INTENDED FOR A
LISE OR RESALE AS OMLINE CONTROL EQUIPMENT IN
HAZARDOUS ENVIRONMEN

[FERFORMANCE . SUCH AS IN THE OPERATION OF
INUCLEAR FACILITIES, AIRCRAFT NAVIGATION OR

[COMMUNICATION SYSTEMS, AIR TRAFFIC CONTROL, -
[DIRECT LIFE SUPPORT MACHINES, OR WEAPONS

[STSTEMS, INWHICH THE FAILURE OF JAVA

[TECHNOLOGY COULD LEAD DIRECTLY TO DEATH, =l

| accept this agreement
| don't accept this agieement

TS REQUIRING FAIL-SAFE

< Back. I Hert> Cancel

The infamous End-User License Agreement. You
really don’t have any choices here; you must either
accept the agreement or quit the installation. You
cannot continue until you accept, and if you don’t
accept, the installation process ends. Parts of the
agreement are interesting, so be sure to read it
sometime. After installation, the license can be found
in a file called eula.txt. By most accounts, this is a
document that protects only Microsoft, and gives
them the edge in any potential legal proceedings you
might wish to pursue.
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Windows 2000 Setup

Your Product Key
Your Prachuct Key uniquely idenliies your copy of Windows 2000,

The 25-character Product Key appears on the yeliow
sticker an the back of your Windows 2000 CD case.

Type the Product Key below:

Product Key:
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‘Windows 2000 Setup

< Back I Next » I Cancel

Select Special Options
You can customize |anguags, instalation, and acessibilty optians for Setup.

Setup needs to know which languages you want to use on this computer.
To add support for particular languages. click Language Options.

Language Opfians.

ﬁ Tareview or change the default Setup options for copyina files, click

Advanced Optiors.
Advanced Option.

<3 Touse special accessibiily fealures duing Sefup. click Accessiiliy
Options.

Accessbilly Options.

Slide 62

Language Options

‘mﬂ You can chosse a main language and select addiional languages.

Fiom the it below, select the primary language and region you wani to use. This choice
deteimines the default seltings for dates, times, currency, numbers, character sets, and
keyboard layout

Estorian

“You can install character sets for many diferent languages. From the fist below, select any
additional language groups you want ta use

[c] N
Geon |

Korean j

Next, you must provide the product key, or serial
number. On new computers this number is usually
attached to the computer case. With the upgrade
version of Windows 2000 Professional the number is
attached to the CD package—usually on the outside
of the plastic wrap.

The back of the CD case reads: Don’t lose this
number! Believe that message, because if you don’t
have a proper Product Key you won't be installing
Windows 2000 Pro. Note that the label also instructs
you to attach the label permanently to the computer
where it will be used.

Next, you have a handful of Setup options to choose
from.

The Language option should be easy. Pick the
language you are most comfortable using. You can
also install character sets. These sets allow special
characters, that may be unique to various languages,
to be displayed properly.
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]|

Micrasoft Accessibiity tooks make satting up and running Windaws 2000 easier.

Accessibility Dptions

Selact the Microsoft Accessibity taols you want to use during Setup

I~ Maanifier

Displays an enlarged pottion of the scresn in a separate windaw for users with fimitsd
vision,

™ Marator

Reads the contents of the screen aloud for users who are blind,

These accessibility options are designed for people
who have difficulty seeing the screen.

Slide 64

Advanced Oplions

@ ‘You cah select advanced options ta customize Setup.

Location of Windows 2000 files:
[prvizes

Browse... |

windows installation folder.
[wINNT

™ Copy &l Setup files fram the Setup CD to the hard dive

I~ 1 want to choose the installation partition during 5 etup

e |
;
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There are two important choices here. First, you can
select where Setup finds the install files. Possibly you
have copied them from the CD to the hard drive,
making the installation faster. Regardless, this field
should point to the current location of the files; in the
case of this image, the CD drive. The second
important choice is the Windows 2000 installation
folder. You don’t want to install to the same folder as
the current operating system, which is probably at
C:\Windows.

The two checkboxes will be superceded by options
later on in the install process, so their settings really
don’t matter now.

After you make any Special Options changes, you
will click Next.

Microsoft Windows 2000 Readiness Analyzer [0
Please Wait
Setup will continue when the follwing task: i complete

Loading Infarmation File:

The Setup Wizard then runs the Windows 2000
Readiness Analyzer. This tool checks for specific
hardware and software that is known to cause
problems with Windows 2000. You can also
download the Readiness Analyzer directly from the
Microsoft website.
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Microsoft Windows 2000 Professional Setup

Copying Installation Files
Setup is now copying the installation files to your computer

IF you are instaling from a CD. the file copying kakes only a few minutes. [f you are
instaling over a network, the file copying can take longer. depending on network.
condtions.

Setup is copying fls.

. ]

L
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If your computer passes the Readiness test, then files
are copied to the hard drive. This process isn’t
copying all the Windows 2000 files just yet, it's only
copying the files necessary to support the rest of the
Windows 2000 installation.

essional Setup

Restarting the Computer
This portion of Windows 2000 Setup has completed
succssshully

Sietup will now restart your computer and cantinue the
instalalion process. Your computer will automaicaly
restat in 15 seconds. To restart your computer now.
click Firish,

I

Don't Restart

In past Windows versions, you had to sit around and
watch progress bars. When they reached 100%, you
had to press enter a couple times to keep the
installation process moving forward. You were
forced to sit there and watch progress bars grow.
Fortunately, Windows 2000 can run on its own when
there aren’t any decisions to be made.

Setup Continues...

-mReboot to character mode
m Setup Windows 2000 now

m Repair a Windows 2000
installation

m Quit

After the reboot, setup continues in DOS-like
character mode. Right away you have three choices:
you can quit, continue the installation, or repair a
damaged Windows 2000 installation.

Select the Partition

m Setup Windows 2000 in the
selected partition

m Create a new partition in
unpartitioned space

m Delete the selected partition

This is where your advance installation planning will
be needed. This isn’t the time to be making
installation partition decisions; you should already
know what you want to do before you are faced with
these choices.
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m Format partition to FAT
m Convert the partition to NTFS

m Make no changes to partition

Welcome to Setup

u GUI Mode!

m [nstall Devices

m Regional Settings

= Name and company
m Date and time

m [nstall more files!

Final tasks

m [dentify a network

m [ ogin options

LESSON 9
S N Formatting the partition is appropriate when there is
2 Convert the Partition no data on the partition already. If you are using a
g “m Format partition to NTFS partition that has files and folders you want to keep,

then you can convert the partition of leave it as it is.
Be aware that formatting will destroy any existing
data on the partition. Once you make a choice and
verify your selection, the partition is ready to receive
more files. That completed, it’s time to reboot again.

Setup now resumes in GUI mode. First, an inventory
of devices is taken. You then begin to customize the
installation for who you are, and where you work
and live. Setup copies even more files, then begins a
lengthy internal process of preparing Windows and
cleaning up after itself. Finally you are asked to
remove the Windows 2000 CD, and click Finish to
restart.

Finally, Windows 2000 Professional is running.
Before Setup is complete, it checks for existing
networks. The final task is configuring the launch of
Windows 2000.
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How will Windows Launch?

m First time logon as Administrator

m Require a password for any access
to the system, unless Guest

How will Windows Launch?

Administrator -

How will Windows 2000
Launch?

Administrator [ SR

\Control /
\ /

Earlier we discussed the strong security built-into
Windows 2000. The final Setup task will determine
just how secure your new workstation will be. If you
don’t really need the security, why did you install
Windows 2000, Windows 98 is probably a better
choice. On the other hand, this is Windows 2000 so
you must configure the system to require a password
for any access to the system. In fact, the first time you
login, you will do so as the Administrator.
Thereafter, you will have to create one or more Users
who have access to the operating system. Each user
will have his or her own password. Whether you are
the Administrator or a user, be sure you don’t forget
your password. Because if you do, you may never
get back into this copy of Windows 2000.

Let’s look at this password business a little more
closely. All Windows 2000 installations must have an
administrator. The administrator is the person
responsible for maintaining the computer, and has
total control and access to everything on the
computer. More correctly, Administrator is the “user
account” that has those rights.

You probably won’t want to login as
“Administrator,” for security purposes, so you will
have to choose another login name and password.

Let’s say you will login as Chris. As the only user of
this computer, Chris will expect complete control of
the system. By making Chris the Administrator,
Chris will be able to do anything and everything
within this computer. Chris and the Administrator
are not the same user, they are different users with
the same permissions. You could easily configure a
password for Chris that allows Chris to act as the
administrator, and at the same time configure a
different password for the account named
“Administrator.” Unless you expect to have different
permissions for Chris and the administrator, you
probably wouldn’t do this, but you could. We'll get
into these concepts in a lot more depth later on.
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Now, it’s your turn.

This concludes the presentation but not your study of
Windows 2000. Let’s go to the lab and practice some
of the techniques you learned for preinstalling
Windows 2000.
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Lab 10-1

Computer Management

Task List
kTask List

[Clock
Hotepad - (Untitled)
Mouse

| Switch To I I_End Task I | Cancel I

Slide 3

Slide 4

Eascade I | Tile

I | Arrange lcons I

Task Manager

10-1

This exercise begins a short journey through the
Windows management tools. The lab will delve into
Computer Management and you will explore it in
detail. This topic makes for a dull presentation, so we
will take this opportunity to briefly discuss many of
the basic Windows tools.

The original Windows 3 Task Manager was an
important new tool. This was the first time most
computer users had the ability to run more than one
application at the same time. The Task List was a
way you could easily see what was running, and
provided a way to shut down applications that
weren’t responding. The problem was that you
couldn’t get to this dialog because the entire system
usually crashed.

i Cloze Program [x]

Calculator
Explarer
Em_exec
Systrap

W ntbo

WARMING: Pressing CTRL+ALT+DEL again will restart pour
computer. You will lose unsaved information in all programs
that are running.

End Tazk I

Shut Down Cancel

With the creation of the Windows 95 Taskbar, there
was little need for a Task List. Instead of using Alt-
Tab to switch between apps, we were encouraged to
click the application on the taskbar. However, the
Task Manager still worked, and Alt-Tab is by far the
fastest way to switch between open applications.

Switching between apps was easier than ever, but
closing wayward apps was still, unfortunately, a
necessity. Control-Alt-Delete would completely
restart a DOS/Win3 machine, making a simple
keystroke all too powerful. In Windows 95, Control-
Alt-Delete is a powerful and very useful tool. Press
these keys once, just once, and you see a list of all
open programs. If a program has crashed, you'll see
it right here. And, you can close the program and
continue working. (Although a reboot is a good idea
anyway.)
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windows Security

Logon Date:  2/14/2001 11:00:50 AM

Logon Infarm
’V Vou are logged on as VIMHEATHKIT|Administrator,

Use ths Task Manager to clos an application that is not responding.

Tl Compiksr waof.. | sueoown. |

Change Password. . TeckManager | Cancel |

Slide 6

Windows 2000 and Windows XP offer a couple of
new tools more powerful than any before. When you
hit Ctrl-Alt-Del, you see this dialog or one very much
like it, and several options. The two you’ll use most
often are Cancel and Task Manager.

Windows NT Security [X]

Logon

You are logged on as YMIOHN\Administiator

Logon Date:  2/14/071 4:17:33 PM

Uss the Task Manager to close an appiication that is not responding

Lock Workstation | Logoff | Shut Down. |

Cancel

Change Password... | [

et e

And we shouldn’t forget that Windows NT4 has the
same feature, but without the fancy graphics.

Slide 7

?

End Task SwitchTo | Hew Task...

[GPU Ussge 5%

[Mem Usage: 48564K | 150720K /.

Slide 8

When you click on Task Manager in either Windows
2000 or XP, by default you'll see this dialog. As with
previous versions of Windows, you can close any
active application. The difference with Windows
2000/ XP is that you are unlikely to crash the system
due to the strength of the OS architecture. When
Applications fail to respond you should hit Ctrl-Alt-
Del and shut them down.

Frocesses: 19 (CPU Usage: 25%

filem Usoge: S1460K { 150720K.

We'll come back to the Processes tab in a moment.
The Performance tab provides you with a look at the
resources available on your system. This window
shows how much work your computer is doing, and
how much CPU usage and memory are available.
This screen is useful for diagnosing application
complaints. For instance, some apps are wasting time
looking or waiting for something, where other apps
are working very hard before responding to you.
Here, you can tell the difference.
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What you're looking for here is 100% CPU usage. If
your computer is constantly running at 100% one of a
CPU Usage History couple situations may be occurring. First, you may be

fl

i
|r

running an application that requires more power
than your current CPU can provide. This happens
with multimedia apps, or some high-powered
games. Or, some application or utility may be
performing a task that requires the CPUs full
attention, such as a system restore tool. In any event,
here you can quickly determine if the CPU is
working or waiting.

H—H !

I ol 'JlﬂJ”L

| |‘ ‘ l|" I|‘-,—-,IIII,1F||"|||H| -.lI IF'“LI' |J|I ll,uﬂl \Ihd
! Wy

1

Slide 10

The Processes tab breaks down resource usage,
showing how much memory each process and
application is using. By default there are four
columns, three of which are useful. Let’s look at these
in more detail.

o
o ooooe 346K
0 oooos 156K
o oooor 60k
12 00 om0we  4472K

o oooos 952k
04 oot o36K
o ooz 280K
o oo 270K
o oooor 287K
o oooos  sseK
o ooooo 756K
o oooo0 288K

4 o1 2,252k
o oooos Lok

End Process

e Usage: S1712 | 150720k

Slide 11

AT =8l The first column lists the process. The second column
appications Processes |Peformance | is the Process Identifier, which isn’t very useful to us.
agears [P [ U] o Tne | vemussae] The third column, CPU, tells us what percentage of

Siystem Idle Process o a9 0:22:59 16K . . e . . .

= 2 the CPUs time each process is utilizing. With this

Csrss exe 164 00 0:0005 1,548 K . . . .

g e o omo G number you can tell if a single application, such as a

SErvices. Exe z1z 0o 0:00:03 4,472 K

lsass.exe Hilig : . .

coi e = o ome ouk virus scanner or system recovery tool, is using up a

svchost.exe 392 00 0:00:02 2,880 K . .

= I R big chunk of CPU power. CPU time should be self-

swchost.exe 448 0o 0:00:03 5,948 K . .

ez E N explanatory, but Mem Usage is worth a look. This

explorer.exe 644 01 0:00:37 2,252 K . .
column shows how much memory each application
is using.

Slide 12

If you open the View menu and choose Select

Columns, you can pick what processes are important

to you. Let’s add Peak Memory Usage, Virtual

Memory Size, and Base Priority to the list. Windows

5 ’ rEe ,;,; 2000/ XP offers a few more columns than Windows
NT4.

I~ 1/0 Read Bytes I~ 1/0 Other ek 17K
i I~ 1/0 Othes Bytes

cance

sssss 15 [CPUlsagerS0% [Mem Usage: 52065 ] 150720K [
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E windows Task Manager
File Options View Help

Applcations  Pracesses | performance |

Inage Nome ["ceu [ memUsone | PeckiMem Usage | v size

WINWORD. EXE. 58 127,372K 128364K  B,0%K N
o 1,680 € ILEEK  13444K
0 300K 9,924 6716K
o 6,824 K 2004K  3,476K
17 1,968 € BE2K 432K
o =1 798K 530K
o 828 K 600K 2,552K
o 1,028 € 54K 379K
o 284K 580K 1L,072K
o 2,168k 480K 2524K
o 1,860 € 4700k 1788K
o 1,144 € 308K 1,860
o 1,09 K 3,016K B0tk
o 368K 2,680K a5zk
o 1,312 2620k 1,192
o 2,240k 2,240K 696K
01 1,148 € zEmK  LM40K
o 6K 2,044 K 676K

Processes: 26 |CPUUsage: 77%  Mem Usage: 107724K / S36808K

Slide 14

& windows Task Manager
File Options  “iew Help

A little rearranging, and we see this display. The
Peak column tells us the highest amount of memory
the application used. This number is useful to
determine if your computer really needs additional
memory. If you look closely at this window, you'll
see the WINWORD is using 127 MB of memory, and
that POWERPNT has used up to 31 MB! We were
working with some large files to create this display...

Applications ~ Processes |Performance|

Image Marne | CPL | Merm Usage | Peak Mem Usage |

WINWORD,EXE 58 127,372 K 1
POWERPINT EXE oo 1,680 K

Slide 15

NT4 Management Tools

28,364 K
31,896 K

Let’s look at this a bit more closely. In this case we
are working with a huge Word file. If you add up the
amount of memory usage and the virtual memory
size, and the total is higher than the amount of
physical RAM in your system, you might consider
adding more RAM. Remember that virtual memory
means hard disk swapping, which is slow. On the
other hand if your memory usage is well below the
totals, then any performance problems probably
won’t be helped with a memory upgrade.

From here you can also close any applications. That’s
about all for the Task Manager, an important but
almost hidden tool. Next, let’s look at ways to
manage a Windows NT4 workstation.

0E
e |Network DDE DSOM
Pt Piug and Play

il | Femote Procedire Cal (RPC) Service:

schede Manual

Windows NT4 and Windows 2000/XP both require
the same type of training and management, with a
few exceptions. The management tasks for these
systems are similar, but the tools have been
revamped. These are NT4 management tools. You
access them independently from the Start Menu, or
from Control Panel. If you have a large system you
have probably loaded additional management tools,
and those may be located anywhere within the
system. Once you learn where the tools are located
you should have no trouble using them.
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Microsoft Management Console

i
” ion View Favorites || & = | Gi[m | @

Tree | Favorites | Name

Type the name of a progrer
Internet il

21x

TS

Slide 17

Chasing down these tools is routine for the
experienced administrator, but for someone learning
the trade this can be confusing. Microsoft created a
new host for all of its management tools for
Windows 2000. They call the tool the Microsoft
Management Console. Its main feature is
“extensibility,” which simply means it can be
extended. By the way, you launch the MMC from the
Run dialog.

| acton wiew Eaworites || + = | G[m
Tree | Favorites |

3| @

Name

&¥ccnsole Root] | &) Device Manager on local co...
2, Dovice Manager on local |“BsServices (Local)

8 Services (Local) (L1Disk Management (Local)

(1 Disk Management Local, |SLocal Users and Groups (Hocal)
#G Local Users and Groups (

Extending a console means adding tools. Actually,
it’s called “snapping-in” tools. And the tools,
naturally, are called Snap-ins. Here we have added
four snap-ins. You might notice that three of them
are the same tools shown in NT4 at the beginning of
this discussion. They are now all in one place, and
we even added Device Manager for good measure.
You use MMC to build consoles, which you can
access from many places.

We'll discuss how to build and use your own console
a bit later. For now, let’s focus on a pre-assembled
console, called Computer Management.

Slide 18

O computer Management a =1olx|
| action  wiew H + = IF\@"|§

Tree | Name
[= Computer Management (ocah Eﬁvsmm Tools
- System Tooks Storage
(5] Evert Viewer 2 Services and Applications
=3 System Information
& Performance Logs and Alert
) Shared Folders
B, Device Manager
-G Local Users and Groups
& & Storage
(1 Disk Maragement
I Disk Defragmenter
-3 Logical Drives
& Removable Storage
{# Services and applications

a | o |l | 2l

You have seen Computer Management before. Recall
that this is where you can add new users, adjust hard
drives, and check all sorts of things. This is a pre-
assembled management console containing the most
commonly used tools. If you are the administrator of
a system or LAN, you will spend some time here.
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st |74 & 53 ||

837 P
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Do you remember how to launch Computer
Management? Right-click My Computer and select
Manage from the context menu.

Slide 21

P =24| If you open up the first node, System Information,
Proce... [ Priority | MinWo. . . . .
: ¢ | you'll find more information that you could possibly
Sa = » ==l digest. There are hundreds, possibly thousands of
Gie H g . . . . . .
¢ 2| entries in this branch. A list of Running Tasks is
: = | shown here, which is similar to the Task Manager
ooz £ 0 2m)| display.
[
5 conputer negement_ i
T ey If you open Shared Folders, you can see how to do
o e S L. | | some real work. From here you can manage all your
o el Sosi  ower w0 || shared folders without digging through Windows
S System Information £2CH ci Widows 0
& Performance Logs and A SCTEC EACTEC Windows S

-4 Shared Folders
&) Shares
&4 Sessions
) Open Files
&) Device Manager
#G Local Users and Groups
& Storage
(1 Disk Management

5 Disk Defragmenter
& Logical Drives

& Removable Storage. >
q | B

=} Stop Sharing

Refresh

o Properties |,
h

Hel <

s EC\Tech

eprint DWINNTAS st

EoPrajects £

< |

s

[} Stop Sharing EWS
- s

Windows
Windows
Windows
Windows
Windows
Windows
Windows

(contain operations that can be performed an the bect. |
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= Computer

Explorer.

puter Manager 4
| acton vew ||« = B@m BB 2

=lolx|

Tree |

OpenFile_/

[Accessed By [ Type

#Locks | OpenMc
[ [ op

[= Computer managemen = |

[JECTEC\ 0a0..,. SALESDELLZK  Windows

i

Read

i System Tools
Event Viewer
% system Informa
& performance Lo
=4 Shared Folders
{3 shares
{2 Sessions
43 Cpen Files
&) Device Manager
€ Local Users and
5 Storage
(3 Disk Manageme!

& Disk Defragmer
& Logical Drives

& removable Stor 5
0| | » <«

Clicking the Sessions and Open Files nodes offers a
view of who is using your shared resources and what
files are being used, just like the old Netwatcher
program. You can also close sessions and open files
from these nodes.
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Now, it’s your turn.

10-7

That’s just the basics, now’s your chance to try it out
in the lab.
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Lab 10-2

The Microsoft Management

Console

Copyright € eserved

System Management

= Becoming mere-complex

m As systems gain features, tools to
__manage them become plentiful

u Tools have evolved in varied
directions

Just Enough Tools

= Management functions are
distributed to specific users
m Each gets only the necessary tools

Manage Remote Computers

m Administrators can manage servers
and workstations remotely

m MMC allows easy remote
administration

= No need to go to hard-to-reach
servers

Microsoft is always striving to make a system easier
to manage. With that goal in mind, they created the
Microsoft Management Console. This presentation
will briefly discuss the MMC, and you'll explore this
new tool in the exercise.

Managing a computer or network means becoming
familiar not only with the necessary tasks, but
becoming efficient with the tools as well. When you
think of tools in this sense, think of the the tool you
use to add or remove users, or the tools that control
security. Windows has become so complex that you
need to locate and use dozens of tools. Unfortunately
these tools tended to be scattered all over the system.

Another management problem is controlling access
to management tools. In larger networks you might
be assigned to manage and maintain the hardware
on a LAN, but you may not be allowed to adjust any
Users or Groups settings. In earlier versions of
Windows, an administrator was “all-or-nothing”
proposition, but now many of these tasks can be
easily separated.

Remote administration is another feature of
Windows NT/2000/XP. Under NT 4, administering
a remote server or workstation was workable but
often difficult. With the MMC in 2000 and XP,
administering many computers from a single
workstation is much easier. For instance, servers are
often placed in out-of-the-way locations, while an
administrator’s office is out with the rest of the staff.
The ability to manage the servers reliably and
remotely saves administrators time and trouble.
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The management console is really a tool for
constructing more tools. To be a little more specific,
it’s a tool used to build collections of separate tools.
When you run the MMC, you get an empty console.
Let’s explore the process for creating a small tool
collection and then making it useful and accessible.

Getting a handle on the MMC can take a bit of time
and exploration because it isn’t an intuitive system.
The main window, titled Console 1 here, is the tool
you use to build new tools. The window labeled
Console Root is the new tool. Let’s add something
useful to the tool.

The first step is to add a tool. The tools, by the way,
are called snap-ins. The idea here is that you snap
them into place. Open the console menu, and you'll
find an item there called Add/Remove Snap-in.

Ln
2 Microsoft Management Console
w
Favarites || « = | B[m | 2
Name
O i Consolel
() | Console Window Help
Re =
= iie Console Root
w | acton vew Eavortes || & = | @@ | @
Tree | Favorites Name
Co ¢
I~ ‘i Console1
Console Window e || D & | @
) New ctrin
e) open, crho
= S Cirlis
w
1 DAWINNT\System32\dfrg. mec
2 D AWINNT\system32\romprmgmt.msc
3 MSInfo32.msc
4 DAWINNT\systemaZ\devimgrrt mse
Exic
© m Console1 Add/Remove Snap-in [ 2 x|l
Standalone | Extensions |
L Console Root TR dd dalone 5 from the le
S n e ortemave a stardkane Snin o th conscle N
= Shapins addedte; 3 Console Root ~| &
w
Ao Removs dbout

That opens this window, where you’ll click the Add
button.
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[Add /Remove Snap-in

Slide 10

(W 7

Finally you reach the list of available standalone
snap-ins. From here you simply select which tools
you want included in your customized console. Let’s
see what happens when we add the Disk
Defragmenter snap-in.

Add/Remove Snap-ip—

0

tandolons | Extensions |

Available Standalone Snap-ns:

Use this page to add or remove

2 x|

Add Standalone Snap-in: B

Bl

Snap-ins added to: [ Cans

=
&

Slide 11

Immediately after you click the Add button, the new
snap-in appears in the Add/Remove window. You
can continue to add as many snap-ins as you want,
and you could add some of them twice.

T

| console window welp || 0 2 M|

‘i Console Root E

| acton view Eavories || « = |1[m | B | 2

Tree | Favorites | Hame

[ Console Root B Disk Defragmenter
& Disk Defragmenter

Now we have the new console built, it’s time to save
it someplace useful. Open the Console menu again,
and click Save As...

Slide 12

savens

TH] Deskion

0015 =23 My Documents

& DISKI_WOLT [C)
= Local Disk (D:]
(2] Dacuments and Setings

1 dobn
[=]

inistrative Took:
2 FROJECTS (E:)
(=) Removable Disk (F)
&5 010222_1042 (G:)
52 STORAGE H:)
My Network Places
(1 PowerPaint Tifts

Savein | ‘2l Administrative Tools =] = 5k B

Filename:  [Dafram Cansale

Save 2= ype: [Mictosoft Management Console Files [ msc]

Placing the new console directly on the Start menu
seems like a great idea, but let’s put it right up front.
Also, we’re going to name the new console “Defrag
Console.”
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And there it is. Now realistically, you wouldn’t
create such a tool to access Disk Defragmenter on
your own computer. You might put some
management tools there, or a special collection of
built-in tools along with some tools supplied along
with another product. Or, you might create some
tools that allow you access to the management
functions or a remote server or workstation.

By the way, the MMC in Windows XP is version 2, in
Windows 2000 it is version 1.2, while version 1 has
been available for Windows NT4, and Windows 9x
for some time, mainly as a tool for managing
personal web server (FrontPage) and IIS (Internet
Information Services) functions.

Now, it’s your turn.

Now it’s time to try it for yourself in the lab.
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Lab 10-3

System Information — Tools
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“When did that
~ happen?”
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Logging System Activity

m Setup log

2\dgrpsetu.di1.
gram RUNDLL32 shel132,Control_RunDLL
System32\$winnt$.inf"
o
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Like other Windows operating systems, Windows XP
is loaded with tools of all kinds. There are too many
to discuss in a course such as this. In this exercise and
presentation we will take a look at the most common
Windows XP/2000/NT4 tools.

When you begin to troubleshoot a difficult problem,
one of the questions you'll need to answer is: When
did this problem happen?” The answer might tell
you where to begin troubleshooting, and it might
also tell you where you don’t need to troubleshoot.
Knowing that System Administrators and
technicians will spend a lot of their time
troubleshooting the operating system, Microsoft built
a system for keeping track of what happens within
Windows XP, 2000, and NT4.

The events that Microsoft thought most important
are recorded in text files. Certain actions are logged,
and written to text files called .LOG files. These logs
contain a record of some of the most important
activities in your system, as well as some rather
mundane stuff. The log shown has a record of the
Windows Setup after the GUI was launched,
complete with a few errors.

A new Windows NT4 machine should have six or
seven log files. A new Windows XP or Windows
2000 installation will have around 60 files. The search
shown here resulted in 100 hits. This machine,
however, has been in continuous use for about a year
and has many applications installed. And we
shouldn’t forget that some log files don’t have .LOG
extensions, so there are even more log files!
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What’s in a Log File?

mInstallationsteps————
m Application or OS activity lists

m Lists of errors

m Data for programmers

m Data for administrators

NT4/2000/XP Log Files

m Application Log
= Security Log

m System Log

Application Log
m Record of events generated by
applications

= Programmers build events into the
applications

= Few applications use this log

Security Log

m Records security-eventssuchas———
Jlogons, and resource sharing

m System Administrator (Sysadmin)
must enable this log

m Sysadmin can choose what events
are logged
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Some log files track the successful steps in an
installation; when the entries suddenly end you’ll
know right where the installation failed. Others keep
track of the various errors that occur behind the GUI
Some logs are extremely difficult to interpret, except
by the programmer that wrote the application.
Another type of log file contains information for
network administrators, and that’s the type we're
going to focus on here.

The most useful log files for the Windows
administrator are the Application Log, the Security
Log, and the System Log. Within these three logs are
records of all significant events that occur within the
OS. If an application crashes, that’s in the log. If a
login fails, it’s in the log. If a hardware device or
driver fails, that’s in the log too.

The Application log is a place where apps can dump
information regarding errors and other events. For
instance, the successful completion of an installation
may be recorded. Or, some sort of program error
might be recorded. Few applications actually use this
log, mostly Microsoft applications, and very few of
those even record events. The Application Log’s
usefulness is determined by the programmer of the
application, and that programmer may or may not
provide useful information in the log.

The Security log doesn’t do much for a simple single-
user system. But in a larger network, this may be one
of the most important tools an administrator will use.
This log can record successful logons, attempts to
logon that failed, and attempts to gain access to any
secure resource in the system. You should recall that
Windows NT, 2000, and XP are built with security in
front of every internal action. What that means is that
virtually everything can be recorded, if you choose.
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System Log

mRecords-other system-events: —————
+Booting/shut down
+Hardware problems
#Driver problems

= Events predetermined by the OS
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Event Viewer

tem Log on \AVMJOHN

3 P
11:00:53 AM
10:26:10 AM
416:21 Ph

EvertLog
EventLog
Eventlog

The system log is a powerful tool for the hardware
troubleshooter. You can examine the log and learn
when the machine was booted, when it was shut
down, and when hardware or drivers were installed.
The System Log also records network
communication errors. The downside with this log is
that you can’t control what events are logged, and
which are ignored.

So how do we take a look at these logs? The answer
is with the Event Viewer. Experienced Sysadmins
regularly use Event Viewer to solve problems, as a
system planning tool, and as a security analysis tool.
In windows NT4, the Event Viewer is on the Start
Menu under Administrative Tools. Shown here is the
System Log. This NT installation is just a few days
old, so the event log is nearly empty. In NT4 you can
choose to view the other logs by selecting them
under the Log menu.
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=] Type [oste [7ime
=) computer Managzment (|AWaming  2/8/2001  5:46:06
& B System Tooks Dinformation 272001 @:33:42
=t @ Even: Viewer 2/7/2001 8133139 .,
application 27/2001  B:33:39
Security 27/2001  8:33:38
27/2001 83337
2742001 8:33:34
rrer 27001 BEIE2
27/M1 83024 ... ew
27/001 B34
27772001
2i6/2001
2f6/2001
2l6/2001
2i6/2001
Error 2/6/2001
2i6/2001
2/6/2001
Errer 2i6/2001
2/6/2001
2f6/2001

8:33:28
35311
348:23
348:20.. HPTCpNOn  Nore 1 WA
34820, HPPXWON  Nore 1 N/
348118 .. Server Nere 2511 N/
349:18... AppleTak  Noe S N/
348115 .. AiHotkey .. Nore 105 N/
348114 .. ServiceCo.. Nove 7000 N/A

34804.. eentoy  Nee 6005 NA
34804 .. mentiog

In both Windows 2000, and in Windows XP, the
Event Viewer is found in Computer Management, or
you can build your own Microsoft Management
Console and add the Event Viewer snap-in. However
you get there, this is typical of what you will see.
This Windows 2000 Professional system has been
running for just over a year, and the event logs are
loaded with information. Let’s look at this log in a bit
more detail.
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O Computer Management

Hor

FPWebletadmin  None

9:33:39 AM  HPTcphon Hone 1

8:33:39 AM  HPIPXVON Nore

2:33:38 M AppleTak Noe S A
e

HPTephion

34B:04PM  erventl

iog
348:08PM  Nwikipx

Four of the columns shown here contain important
and useful information. First, the event Type, which
we’ll explore in just a moment. Second and third, the
date and time columns tell us when the event
occurred. And fourth, the Source tells us where the
event came from, be it a device or service.
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If you double-click the event you'll see some details
about that event. Most of the events are difficult to
interpret unless you are a programmer, networking,
or security expert, but some are plain-language. This
Warning event is telling us that there was a network
redirector problem. If you were the user on this
system when this event occurred, you might have a
good idea what this means...since you saw the error
or noticed that something didn’t work properly. Or,
you may have been totally unaware that a problem
ever existed.

22001 Soues: +
1435 Categoy Nore

Waring  EventiD: 3019 Y
Inior  Computer: JOHN-2000)

Tor
r  Descripion:
[The redrectar faied ta detemine the connection Hpe.

Data & Bytes © Words
000 G0 00 05 00 03 00 4= 00 - A |
ooce: 00 00 00 00 ch ob 0o G0 .L.E.0

o010 0o 20 00 00 84 01 00 o i

o015 00 00 00 00 00 00 00 00 -
0020: 00 00 00 00 00 00 0B 00 ........
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This is an Error event. However, if you read the
Description is seems fairly obvious what happened.
The user attempted to create a share for a folder that
no longer exists.

= ate: 2/7/2001  Source: Server 1

B Tme 83 Calegory: None

nfore  Type Enor EventID: 2511 hd
User N By
wter: JOHN-2000 _I

Datsi & Bytes € Words

Cancel Al
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= computer|Event Properties: i
vent

And this one, an Information event, is just wasting
space although possibly this message reassures you
that the event log is in fact working.

ine; Category Nene
r  Tepe  Infomation EventID: 6005
User

Dats: & Bytes € Words
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Tuesdsy, February 05, 2001 35311 PM
Tuesdsy, February 05, 2001 35311 PM

Log Files

m Troubleshooting tool
m Security analysis

= Planning tool

Log Files

m Logging events takes time
m Log files use disk space

= Event Logs must be configured

There are potentially hundreds and hundreds of
events that can be logged. Should an administrator
decide to log a broad selection of security events, the
log file could overwhelm a hard drive eventually.

With that possibility in mind, there are definite limits
placed on the size of log files. This dialog shows the
properties for the Application log, obtained in the
usual manner (right-click the log and select
properties...). Here you can make several choices
about how your log files are handled and how big
they can become. Many administrators must save
these logs, so overwriting isn’t an option. Those poor
sysadmins must keep a close eye on the size of the
log file, and reset it manually as needed.

Log files can be useful if you know how to use them.
Naturally they can provide help when
troubleshooting. And, they can be used to analyze
the security of a system or LAN. In many cases they
are used in the early days of a newly installed LAN
to evaluate usage patterns. Once you analyze the
patterns, you can adjust the system to optimize
performance.

Yes, there is a drawback to Event logs. If you record
an event you are using CPU time. Record enough
events, and you can create a measurable hit on
system performance. In addition, you can easily
create huge log files. Stories of multi-gigabyte files
bringing servers to their knees are common.

And finally, useful event logs must be configured to
collect useful data. What makes data useful is
determined by you, and what you are trying to
accomplish.
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Who is Dr. Watson?

mSherlock Holmes> sidekick —

m A Windows troubleshooting tool

The original Dr. John Watson was Sherlock Holmes’
sidekick in the Sir Arthur Conan Doyle mysteries.
What does this have to do with Windows? Not
much, except that Microsoft borrowed the name to
create a tool that sneaks a snapshot of your system
when an application crashes. The tool is called Dr.
Watson.
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How does Dr. Watson Work?

Type the name of a program, Folder, dacument, or
Internet resource, and Windows will open it for you,

i

Open: | drwtsniaz|

o 1]

Cancel | Browse...

Dr. Watson doesn’t do anything until you enable it.
Typically you notice that an application is crashing
for some reason. Maybe you have no idea why, but
possibly you can record a snapshot of the system as
the crash occurs.
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ols>(30215216)
ols>(30215216)

There aren’t many configuration options for Dr.
Watson, so going with the defaults is probably a
good idea. Click OK, and Dr. Watson awaits. Keep an
eye on that “Create Crash Dump File” option. A
crash dump file is huge...these files can be over 200
MB! Look for files with a .DMP extension. If your
computer is working properly, and that .DMP file is
old, then delete it and save the disk space.
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- 3086A000)
77FF9000)

(77780000
77£070003 |

(77080000 -

Once you have enabled Dr. Watson, it sits in the
background waiting for the OS to signal a program
error. Should that error occur, Dr. Watson wakes up
and makes a record of what was happening when the
error occurred. From this log you can determine the
what was running at the time of the error, and as you
scroll down the log, you'll find there is plenty of
information for the programmer.
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Now, it’s your turn.

We looked at several management and information
tools. There are several we didn’t touch on. Those are

covered in the exercise.




