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“When did that 

happen?”
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Logging System Activity

Setup logSetup log



4

Log Files are Everywhere
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Whatôs in a Log File?

Installation stepsInstallation steps

Application or OS activity listsApplication or OS activity lists

Lists of errorsLists of errors

Data for programmersData for programmers

Data for administratorsData for administrators
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NT4/2000/XP Log Files

Application LogApplication Log

Security LogSecurity Log

System LogSystem Log
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Application Log

Record of events generated by Record of events generated by 

applicationsapplications

Programmers build events into the Programmers build events into the 

applicationsapplications

Few applications use this logFew applications use this log
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Security Log

Records security events such as Records security events such as 

logons, and resource sharinglogons, and resource sharing

System Administrator (Sysadmin) System Administrator (Sysadmin) 

must enable this logmust enable this log

Sysadmin can choose what events Sysadmin can choose what events 

are loggedare logged
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System Log

Records other system events:Records other system events:

Booting/shut downBooting/shut down

Hardware problemsHardware problems

Driver problemsDriver problems

Events predetermined by the OSEvents predetermined by the OS
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Event Viewer



11



12



13



14



15



16



17

Log Files

Troubleshooting toolTroubleshooting tool

Security analysisSecurity analysis

Planning toolPlanning tool
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Log Files

Logging events takes timeLogging events takes time

Log files use disk spaceLog files use disk space

Event Logs must be configuredEvent Logs must be configured
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Who is Dr. Watson?

Sherlock Holmesô sidekickSherlock Holmesô sidekick

A Windows troubleshooting toolA Windows troubleshooting tool
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How does Dr. Watson Work?
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Now, it’s your turn.Now, it’s your turn.Now, it’s your turn.Now, it’s your turn.


