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“"When d

happen



Logging System Activity

Setup log

] setupact.log - Notepad

File Edit Format Help

GUTI mode Setup has started.

SAWINNTA\Driver Cache\ijsb\driver.cab was copied to
IAWINNTASystemiZ2\storprop.dll.

A1 JBO\WINSPOOL.DR_ was copied to

s AWINNTASYSTEMA\WINSPOOL.DRYV.

:\13Bb\EgnClass.D1_ was copied to

S A\WINNT\System3Z2\NEqnClass.DI11.

Z\138b\spxcoins.d]l_ was copied to
CAWINNTA\SystemiZ2\spxcoins.dl]1.

:Z\138b6\dgrpsetu.dl_ was copied to
'\WINNTKSystemHZngrpsetu dll.

The external program RUNDLL3IZ? shelli?,Control_RunDLL
intl.cpl,, /f:"D:\WINNT\System3Z2\Jwinntd.inf"
Fs:"G:\I386" returned exit code 0.

D:\Program Files\Common Files\Microsoft
Shared\SpeechEngines\TTS\mark.vce was not deleted
because of the following error:

The system cannot find the file specified.
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Log Files are Everywhere

Search Results

J File Edit Yiew Favaorites Tools Help

2N

Search

Select an item to view its description.

CINEW |@

Search for files or folders named
I*.Iu:ud

Containing test:

Look in:

IIEI Local Harddrives [C:00E:

Search Mow I

Stap Sear:

[T Advanced Options

Indexing Service iz currently
dizabled.

Search for ather items;
Filez or Folders
Computers

[@ Search for Files and Fi %

-
4| | B

Search Results

1.log

acrocat. log
Adobewweb. log
Adobewweb. log
backup.log
backup0l. lag
backup02. log
backup03. log
Cleanup.log
clanepr.log
COM+.log
comsetup. log

CRSWPP.LOG

=] drwtsnzz.log

DtcInstall.log
edh.log
edb00005. log
encinst.log

Framewark.log

Microsoft Word -...

_i.’l

ipsecpa.log
[hw0302.log

messages. log
messages.log
messages. log

Metlogaon. log
MNetSetup, LOG
MNTEYT.log
ntuser.dat,LOG
niuser.dat.LOG

oakley.log
ocgen. log
ockodak. log

rcinstal. log

REGISTER.LOG

res2.log
=| SAM.LOG

scesetup.log

setup.log

setupact.log
setupact.log
setupapi.log

=| SECURITY.LOG

51 software. LOG YMware. log
=| software.trnp.LOG 2] YMware.log
YWhlware, log

51 system,LOG
gl system. tmp.LOG
Table 2.log

e

51 Tempkey.LOG
tsicapi.log

Winkeys2.log
WiinkAgmt. log

wimiadap.log
wmipray. log

Uninstall.log
=| userdiff.LOG
51 userdifr.LOG
usereny. log

=| UsrClass.dat.LOG

YhInst log
YhInst. log
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What 0s 1 n a

Installation steps

Application or OS activity lists
Lists of errors

Data for programmers

Data for administrators



NT4/2000/XP Log Flles

Application Log
Security Log
System Log



Application Log

Record of events generated by
applications

Programmers build events into the
applications

Few applications use this log



Security Log

Records security events such as
logons, and resource sharing

System Administrator (Sysadmin)
must enable this log

Sysadmin can choose what events
are logged



System Log

Records other system events:
Booting/shut down
Hardware problems
Driver problems

Events predetermined by the OS



Event Viewer

: Event Yiewer - System Log on M WWMJOHN

Log “iew Options Help

Date Time Source

€ 21501 11:00:53 Ak EwentLog
€ 21501 T0:26:10 Ak EwentLog
21401 4:7h:21 Pk EwventLog




[ Computer Management

J Action  Wiew |J =

AmERE 2

Tree |

@ Computer Management {
EI ﬁg Systermn Tools
' El @ Event "-.-"IEWEF

: Swstem
l @ System Informatio
- Performance Logs
[-:,l Shared Folders
-2 Device Manager

- E Local Users and Gr

l {S Storage

- Services and Applicat

Type Date Time Saurce Category | Event | User =+
&Waming 2/8/2001 S:46:06 ... Browser Mone 8021 M/AA
@Inﬁ:lrmatiuﬂ 24742001 8:33:42 ... HPWeblets,,, Mone 401 A2
@Iﬂﬁ]rmatiﬂﬂ 24742001 8:33:39 ... HPTcpMan More 1 A2
@Inﬁ:rmatinﬂ 24742001 8:33:39 ... HPIFxMon More 1 MAA
D Information 2/7/2001 8:33:38 ... AppleTalk More 5 [/
ﬁEerr 24742001 8:33:37 ... Server Mone 2511 M/A
@Iﬂﬁ]rmatiﬂﬂ 25752001 8:33:34 ... AtiHotkey ... MNone 105 M2
ﬁEerr 24742001 8:33:32 ... Service Co... MNone FO0O  MAA
@Inﬁ:lrmatiuﬂ 24742001 8:33:24 ... eventlog Mone G005 MAA
@Inﬁ:lrmatiuﬂ 24742001 8:33:24 ... eventlog Mone GO0S  MAA
@Iﬂﬁ]rmatiﬂﬂ 25752001 8:33:28 ... MNwinkIpx More 9501  M/A
@Inﬁ:rmatinﬂ 2462001 3:53:11 ... eventlog More G006 MAA
@Inﬁ:lrmatiuﬂ 2/6/2001 3:48:23 ... HPWeblets,,, MNone 401 A2,
@Inﬁ:lrmatiuﬂ 2462001 2:48:20 ... HPTcpMaon Mone 1 A2
@Iﬂﬁ]rmatiﬂﬂ 262001 2:48:20 .., HPIPXMon More 1 M2
ﬁEerr 2462001 3:48:18 ... Server More 2511 M/A
D Information 2/6/2001 2:48:18 ... AppleTalk More 5 [/
@Inﬁ:lrmatiuﬂ 2462001 2:48:15 ... AtiHotkey ... MNone 105 A2
@Ermr 262001 2:48:14 .., Service Co...  Mone 7000 MSA
@Inﬁ:rmatinﬂ 2462001 3:48:04 ... eventlog More G005 MAA
@Inﬁ:rmatiun 2/6/2001 2:48:04 .., eventlog Hone GO0S  MAA j
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[ Computer Management

| Action  View |J & = |

mERNBE 2

Tree |

=
B

Type

Date

Titme

SoLrce

Cateqary

|sar

Yarning
(W Inifar mation
(W Inifar mation
(W Inifar mation
(@ Infaormation

ﬁEerr

(W Inifar mation
@ Errar

(@ Infaormation
(W Infar mation
(W Inifar mation
(W Inifar mation
(@ Infaormation
(W Infar mation
(W Inifar mation
@ Errar

(W Infaormation
(W Infar mation
@ Errar

(W Inifar mation
W Infar mation
(W Inifar mation

-

2/8/2001
2{7/2001
2{7/2001
2{7/2001
2/7/2001
2{7/2001
2{7/2001
2{7/2001
2/7/2001
2{7/2001
2{7/2001
2/6/2001
2/6/2001
2/6/2001
2/6/2001
2/6/2001
2/6/2001
2/6/2001
2/6/2001
2/6/2001
2/6/2001
2/6/2001

24606 PV
8:33:42 AM
8:33:39 AM
8:33:39 AM
8:33:38 AM
8:33:37 AM
8:33:34 AM
8:33:32 AM
83324 AM
8:33:24 AM
8:33:28 AM
323111 PM
34823 PM
2:43:20 PM
34820 PM
34813 PM
3:48:13 PM
2:43:15 PM
3:48:14 PM
34804 P
34804 P
3:48:08 PM

Browser
HPYWebJetadmin
HPTcpon
HPIFXMon
ApplaTall
Seryer

Ati Hotkey Poller
Service Confrol...
eventlog
eventiog

[ Ik Ty
eventlog

HPYWeb Jetadmin
HPTcphon
HPIFXMon
Server
ApplaTall

Ati Hotkey Poller
Service Contral...
eventlog
eventiog

[ Ik Ty

Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
More
Mone
Mone
Mone
More
Mone

M8,
M8,
M8,
B,
M8
M8,
M8,
B,
M8
M8,
M8,
B,
M8
M8,
M8,
B,
M8
M8,
M8,
M8,




LI Compute

Event Properties j: 27| X]

Event |
Drate: 2062007 Source: MBxSmb +
Tirmne: 14:39 Category: Mone
Type: Wi arning Ewent ID: 3019 +
zer: M A

Computer: JOHM-2000

Descrption:

The redirector falled to determine the connection wpe.

Data: & Bytes © Wionds

OOO0: 00 00 00 00 04 00 4e 0O ... ... M. "
O00S: 00 00 00 00 b Ob 00 20 ....E..oO e
O0l0: 00 00 00 00 24 01 00 c ....0..4

oals: 00 00 o ao oo od ao oo oL ...
QaOz0: 00 ao ao ao ad oo oo oo oLl

aF. I Cancel | Apply




L Computer|Event Properties

Ewvent |
D ate: 20042007 Source:  Server +
Time: 033 Categony: Mone
Type: E rrar Ewvent D 2511 +
=er: M A

Computer: JOHM-2000

Drezcriphion:

The serser service was unable to recreate the share Troublezhooting
becauze the directary H:\Troubleshooting no longer exizts.

o)

£

[ata: €% Butes € WWionds

=

aF. I Cancel | Apply

e el e - e e e e e S T e e S S S O S N -




Event Properties ; 27| X]

LI Compute

Event |
L 2402001 Source: EventlLog +
Tirmne: 033 Category: Mone
Type: Information Ewent 1D: BO05 +
zer: M A

Computer: JOHM-2000

Descrption:

The Event log service was started.

Data: € Butes € WWionds

aF. I Cancel | Apply




Application Properties

General l Filter ]

Dizplay name: A pplication
Log name: LW M T vapstem32hconfigh& ppE vent. E vt

Size: 2060 KB [262.144 bytes]

Created: Friday, Maovember 12, 13939 11:37:41 Ak
kM adified: Tuesday, February 06, 2007 3:53:11 PM
Accessed: Tuesday, February 06, 2007 3:53:11 PM

Log size

bd aximunn log zize:  [212 il kB

W hen masimum log size i@ reached:

(" Ovenwrnte events as needed

(¢ Ovenwrite events older than |7 j days

(" Do not ovenwrte events

e e el Restore Defaultz |

[ Uszing a low-speed connection Clear Log |

Cancel | Apply




Log Fliles

Troubleshooting tool
Security analysis

Planning tool

17



Log Fliles

Logging events takes time
Log files use disk space
Event Logs must be configured
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Who iIs Dr. Watson?

Sherl ock Hol mesao

A Windows troubleshooting tool

19



How does Dr. Watson Work?

Internet resource, and Windows will open it Far wou,

"-m\ Type the name of a program, Folder, docurent, or

CpEn: ‘ drwtsn3z|

‘ Of; \ _ancel Browse, ,,
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4 Dr. Watson for Winde

Log File Path: &) UzerzhDocumentshDriw/ atso Browse

Crazh Durnp: CoADocuments and Settingshall | Browse

wave File: I Eirowze
Muriber of [nstructions: I 1

Mumber of Ermorz To Save: 10

Options

(I ump Symbal Table

W Dump &l Thread Contests
¥ append To Existing Log File

IV “izual Moatification
[T Sound Motification
W Create Crazh Dump File

Application Errors




&) drwtsn32.log - Notepad
File Edit Format Help

Application exception occurred:
App: (pid=216)
when: 12/3/1999 @ 09:26:34.922

Exception number: c0000005 (access wviolation)

¥_——-» System Information <----%
Computer Name: JOHN-Z2000
User Name: John
Number of Processors: 1
Processor Type: x80 Family b Model 5 Stepping 1
windows 2000 version: 5.0
Current Build: 2128
Service Pack: None
Current Type: Uniprocessor Free
Registered Organization: Heathkit
Registered Owner: John

¥ ___——» Task List <«—---¥*
0 Idle.exe
& System.exe
144 smss.exe
172 csrss.exe
192 winlogon.exe
220 services.exe
lsass.exe
svchost. exe
SPOOLSY.exe
svchost.exe
regsvc.exe
mstask.exe
explorer.exe
POWERFPHNT . exe
WINWORD. exe
drwtsni?.exe
0 _Total.exe

(30000000 - 3J086A000)
(7FfFB80000 - 77FF9000)
(77D0BO0O0O0 - F7EO70Q000)







