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Security Using Windows NT/
2000/XP

Goals

Secure system resourdesicluding hardware and
softwarei from improper use

Secure userso data fr o

Concept of user accounts is key to
understanding Windows XP
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User Accounts

Define a user to Windows

Record information about the user (user name
password, groups the account belongs to,
rights and permissions assigned to the accour

Types
Global

Local
Built-in
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User Profiles

Created by system after administrator creates
local user account and user logs for first time

Types
Roaming
Mandatory

Group
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Administering Local User
Accounts: Password Guidelines

Usernames: up to 15 characters
Passwords: up to 127 characters
Do not use a password that is easy to guess

Use combination of letters, numbers, and-non
alphanumeric characters
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Administering Local User
Accounts: Password Guidelines

(conﬂnued)

Set a password for Administrator account
Passwords can be controlled by administrator
generally users should be able to change thell
own

Create a forgotten password floppy disk
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Creating a User Account
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Figure 16-2  Create a user account using either Computer Management or the User
Account applets in Control Panel
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Options for Controlling How a
User Logs On

Welcome screen (default)

User must press CtAlt-Del to get to logon
window

Fast User Switching
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User Groups
Types

Administrators
Backup Operators
Power Users
Limited Users

Guests

Local policies can be assigned to a user grouy
affecting all users in the group
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Group Policy

Normally intended for use on a domain;

Can also be used on a standalone or computer in
workgroup

Can be applied to the computer or can be
applied to each user who logs on
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Disk Quotas

Limit how much disk space user has access t¢

Does not specify location of files, just total
space allowed

Can be set only if you are using NTFS
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EFS (Encrypted File System)

Process of putting readable data into code tha
must be translated before it can be accessed
(usually done using a key)

Applies only to Windows 2000/XP NTFS file
system
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How to Use Encryption

Can be implemented at either the folder or file
level

Folder level is encouraged and considered a
ANnbest practiceo strat
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The Windows NT/2000/XP
Registry

Hierarchical database containing information
about all hardware, software, device drivers,
network protocols, and user configuration
needed by the OS and applications

Logical organization
Upsidedown tree structure (keys, subkeys, values

Physical organization
Stored In five files, called hives
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Components That Use the

Registry

Setup programs for devices and applications

Setup programs can record configuration
information in the registry and query the registry
for information needed to install drivers and
applications.

User profiles maintained and used by the 0S

Windows maintains a profile for each user that
determines the user’s environment. User profiles
are kept in files, but, when a user logs on, the
profile information is written to the registry,
where changes are recorded, and then later
written back to the user profile file. The 0S uses
this profile to control user settings and other
configuration information specific to this user.

Files active when Ntldr is loading the 0S

During the boot process, NTDetect.com surveys
present hardware devices and records that
information in the registry. Ntldr loads and
initializes device drivers using information from
the registry, including the order in which to load
them.
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Components That Use the
Registry (continued)

Device drivers Device drivers read and write configuration
information from and to the registry each time
they load. The drivers write hardware
configuration information to the registry and
read it to determine the proper way to load.

Hardware profiles Windows can maintain more than one set of
hardware configuration information (called a
hardware profile) for one PC. The data is kept in
the registry. An example of a computer that has
more than one hardware profile is a notebook
that has a docking station. Two hardware profiles
describe the notebook, one docked and the other
undocked. This information is kept in the registry.

Application programs Many application programs read the registry for
information about the location of files the
program uses and various other parameters that
were stored in .ini files under Windows 9x.

Table 16-1 Components that use the Windows NT/2000/XP reqgistry
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Logical Organization of the
Registry

Windows Registry |« Tree

HKEY CURRENT | | HKEY USERS | | HKEY LOCAL | [HKEY CURRENT | | HKEY CLASSES lg= Kev or subtr
USER MACHINE CONFIG ROOT < Key or subtree

Subkey Subkey Subkey
Value Subkey Value
Value Value Value

Figure 16-11  The Windows NT/2000/XP registry is logically organized in an upside-down tree structure
of keys, subkeys, and values
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Five Subtrees of the Registry

A+ Guide to Managing and Maintaining Your PC, Fifth Edition

18



