Networking Concepts

Unit 4,Chapter 6
Low Level (802.2) Protocols



Serial Data Communication

« Serial data communication takes place one bit at
a time over a single communication line.

e A single transmit wire and a single receive wire,
not possible to send a clock signal with the
waveform. (asynchronous communication)

o OStart and stop bits are used to synchronize the
transmitter and receiver



Serial Data Communication:
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SLIP — Serial Line Interface
Protocol

Features of Slip

= Slatic IP addresses

» Supports TCP/IP only
= Asynchronous

= MNo compression

= Mo security

» 36 Kbps maximum

» Nolink testing

# Layer 1 operation

First protocol used to transmit the Transmission Control
Protocol/Internet Protocol (TCP/IP) over dial up phone line.
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Point to Point Protocol:
Comparing SLP and PPP

=tatic IP addresses

Supports TCP/IP only

Asynchronous

Mo compression
Mo security

56 Kbps maximum
Mo link testing

Layer 1 cperation

Dynamic IP addresses
Supports TCPR/P, IPX, NetBUI,
AppleTalk, and others
Asynchronous and synchronous
Compression supported
Securily supported

Mo speed limit

Link testing supported

Layers 1 and 2 operation
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Logical Link Control:
Data-Link Layer Details

Application
Presentation 1l | ogical Link Control | 802.2 LLC
Session i | e Setup/teardown link
Transport . | = Frame the data
Ntk " e Detect/correct errors
e Control traffic flow
Data-Link
Physical , | Media Access Control | 802.3 CSMA/CD
\ | e Topology specific (Ethernet)
" | e Interfaces with NIC | 802.4 Token bus
‘ driver 802.5 Token ring
. 802.6 MAN (Metropolitan
Area Network)
FDDI (ISO-9314)
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Logical Link Control:
LLC Protocol Data Unit
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NetBIOS

Network Basic Input/Output System

Provides the functionality needed to share resources
between networked computer

Three types of services
— Name: Finding and naming machines
— Session: Connection-oriented reliable transfer of messages
— Datagram: Connectionless non-reliable datagram transfer

Main component is the Server Message Block (SMB)



NetBIOS:

Sample NetBIOS Commands

Bad command
Change/check dir
Change password
Copy file

Delele file

Find unique

(Get resources
Mailslol message
Named pipe call
Rename file
Reserve resources

Session setup

Invalid SMB command

Change to directory or check path
Change password of user

Copy file to specified path

Delele the specified file

Search directory for specified file

Get availability of server resources
Mail slot transaction message

Open, write, read, or close named pipe
Rename the specified file to a new name
Feserve resources on the server

Log-in with consumer-based authentication



NetBIOS:

Network Identification

21|

Configuration ~Identification | Access Control |

=1 Windows uses the following information to identify your
=) computer on the network. Please type a name for this
' computer, the workgroup it will appear in, and a short
description of the computer.

Computer name: Iwaveguide

Workgroup: Iraycast

Computer

Description: I”E'lS machine

oK Cancel




NetBIOS:

Error Messages

The computer name contains invalid characters.
You may use only letters, numbers, and the following symbols:
$@%" {1 Note: The name must not be made up exclusively of periods ()




NetBEUI

, Provides a transport mechanism to deliver
NetBIOS message over a LAN.

,  Does not conform to the OSI model

— Uses transport, network and LLC part of Data-Link

» Windows Internet Name Service (WINS) maps
NetBIOS name to IP addresses when larger
network are needed.

» Invented by IBM for LAN Manager

» Adapted by Microsoft for use in Window for
Workgroups 3.11



NetBEUI:

Configuration

Configuration l Identification | Access Control |

The following network components are installed:

¥ NetBEUI -> Dial-Up Adapter ;l
¥ NetBEUI -> Kingston EtheRx KNE 20 Plug and Play IS4 A
¥ TCPAP -> Dial-Up Adapter

¥ TCP/IP -> Kingston EtheRx KNE20 Plug and Play 1S4 Ad.

= File and printer sharing for Microsoft Networks -

Add... | Remove | Properties I

21|

Primary Metwork Logon:
I'w'indows Logon LI

File and Print Sharing... |

— Description

A network adapter is a hardware device that physically
cohhects your computer to a network.

oK Cancel




NetBEUI:

NetBEUI Properties Window: Bindings Tab

This box must™"
be checked to
participate in a
Microsoft
network (i.e.,
show up in
Network
Neighborhood,
share files,
map network
drivers).

e v Chert for Miciosoft Networks

NetBEUI Propertios d B3
Brdng: | Advanced |
Click the nstwordk components that sell communicale wing this

peotocol To mrgeove your companer's spead, oich only the
Componants that nood 10 use this protocel

v Fie and perter shaeng lor Micsosolt Nebwork s \

]

ok Cancel |

~ This box must
be checked in
order to share
files and
printers on a
Mircosoft
network.




NetBEUI:
Network Properties Window: Advanced Tab

[NetBEUI Properios 8 2]

This field limits Biings Advenced l

the maximum

number of Chck the seting you want 10 change on the e, and then

concurrent \ select 22 new value on the nght
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Networking Concepts

Unit 4, Chapter 7
The TCP/IP Protocols



Objectives

o ldentify each layer of the TCP/IP protocol stack.
o Compare the TCP/IP suite with layers of the OSI
model.

o ldentify the PDU for each step of data
encapsulation for each layer of the OSI model.



TCP/IP

, Transmission Control Protocol/Internet Protocol

suite.

»  One of the most popular networking protocols
ever developed.

» Used in the 1960°s to connect large mainframe
computer together to share information among the
research community and the Department of
Defense.

» Now used to support the internet



0S| Model versus 1CP/IP

Model:

0S|l vs TCP/IP-Model

Application K X
b
. ,
Presentation %
"-.

Session Application
Transport Transport

Metwork Internet
Data-Link Metwork Access
Physical

ISO/0SI1

TCPIP



TCP/IP Stack Layering

The packet of data that is transmitted from the source computer
contains an informational header for each layer in the protocol
stack (except layer 1)

N

——— Layer 4 header information

Layer 5 header information

—— Layer 3 header information

—— Layer 2 header information



TCP/IP Message Layering

Source Destination
Computer Computer
Application ----—-—-—- Application

3
Transport - — - — — — - Transport
Intermet - - - - ——- Internet
Metwork Metwork
Access Access
v
- .
.
Intermet

Cisco Learning Institute
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IP

, Base Layer of the TCP/IP suite
» Internet layer in the TCP/IP stack

» No direct link between the source and destination

computer on the Internet. Packet may be placed
out of order.

,» |P is considered to be unreliable since there is no

guarantee the datagram will reach its destination.
» IP provides what is called best effort delivery.



®

®

®

®

®

IP Addresses

32 bit number

Divided into four sections containing 8 bits each
(octets)

Four values are divided by periods (dotted
decimal notation)

Assigned by software (statically or dynamically)
Must be unique on the network



Address Classes:
IP Address Classes

Class Address Properties
Cctet 1 Octet 2 Qctet 3 Octet 4
X MNetwork 1D
(0-127) A |0 T _ Host ID) 16,777,214 possible
126 possible
MNetwaork 1D Host 1D
(128-191) B |10 st ke
' 16,384 possible 655,534 possible
Host 1D

(192-223) C (1110 Host 1D 2,097,152 possible 354 possible

(224-239) D |1(1]1]0 Multicast address

(240-255) E |1(1]1 |1 Reserved




Address Classes:
IP Address Rule |

You cannot assign an IP address to a host if the

RULE #1 ‘ address has all zeros in the network porlion of the
|P address nor can you use an address that has
all zeros in the host portion of the address.

0.0.0.0 MNull Network 1D
10.0.0.0 Metwork 1D

10.0.3.1

Metwork Address with a Host 1D




an

Address Classes:
IP Address Rule Il

All ones in the network portion of an IP address
are nol allowed. All ones are used as a broadcasl
address. All ones in the host portion of the
address are not allowed. All ones in the host
portion of an |P address are used to send a layer
3 broadcast to every host on that specific network.
This is what is called a directed broadcast.

10.0.0.0

Metwork 1D

10.0.3.1

MNetwork Address with a Host 1D




Address Classes:
IP Address Rule |l

an]

The final rule, the Class A 127.x.x.x network is set
aside for loopback tesling of the TCR/IP protocol
stack (pinging your computer for testing
purposes), Formally the specific |IP address of
127.0.0.1 is designaled as the loopback address
but normally you can use any 127 x.x.x address
for testing (stick to using 127.0.0.1 and you will do
better on those certification tests). This address is
actually used for testing proper installation of the
TCH/IP protocol stack. This tests the slack all the
way down to the LLC layer of the OS5I model.



TCP/IP Header:
TCP Header Format

Cisco Learning Institute
Network+ Fundamentals and
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0 4 10 16

16-bit source port 16-bit destination port

32-pil sequence number

3Z2-bit acknowledgement number

I_gﬂ; B-bit 6-bit -
length reserved | code bits 16-bit window

16-bit checksum value | 16-bit urgent data pointer

32-bit options (if any) and padding

Data

Data

Copyright ©2005 by Pearson Education, Inc.
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TCP

o Defines a standard way that two computers can
reliably communicate together over
interconnected networks.

o« Establish connections through the use of
predefined ports or sockets.

o Reliable with error checking



TCP/IP Header:
TCP Header Field Information

source Port 16 bits  Source port service access point

Destination Port 16 bitz  Destination port service access point

Sequence Numbear 32 bits  Sequenca number of the current data sagmmeant

Acknowledgment 32 bits  The acknowledgemeant number contains the

MNumber sequence number of the next data byle that TCP
expects to receive

Header Length 4 bits Mumber of 32-bit words in the TCF header

Reserved 6 bits Flags reserved for future use

Code Bits 6 bits  Flags used to contral the Urgent pointer,
Acknowledgment field, Push function, Reset
function, Sequence number synchronization, and
final data indication

Window 16 bits  Contains the number of data bytes starting with the
one in the acknowladgment field

Checksum 16 bits  The checksum value of the entire data segment to
be transmitted

Urgent Pointer 16 bitz  Indicates the amount of urgent data in the segment

Options and 32 bits  Onea option currantly defined that spacifies the

Padding

maximum data segment size that will be accepted




TCP/IP Header:

Stop-and-Go (left) versus Sliding Window Flow Control

(right)
sS0urce Destination Source Deastination
Send Initial
Packet communication
dialog ack,
ack recever
Send ready,
Send Packets \ window = 35
Packet
ack
Send E':_"h'
Packets window =5
Send ) \
Packel i >
ack




TCP/IP Header:

Sliding Window Flow Control in
Operation

Unsent packels
Sliding window M
. '

112 (34|56 (7|89 (10111121314

(A} Beginning of transmission

Acknowledged Packels Unzent packels
A Sliding window n
il Y = f \

112 (3 |4 |56 |7 (89 |10]111(12]13 |14

(B} After one acknowledgments.

Acknowledged Packets _
A sliding window
.

11213 4|65 |6 |78 |9 (10111213 |14

(C) After two acknowledgments.



TCP/UDP Port Number:

Selected Well-Known Port Numbers

Port TCP UDP Protocol
20 FTP Data
21 "4 FTP Control
22 v SSH (Secure Shell)
23 o Telnet
25 o SMTP
53 o | DNS
69 v TFTP
80 4 HTTP




TCP/UDP Port Number:

Selected Well-Known Port Numbers

110 v POP3

111 v v SUN RPC

119 W NNTP

123 v v NTP

137 v v NetBIOS Name
138 v v NetBIOS Datagram
139 v e NetBIOS Session
143 v IMAP v2

161 e SNMP

179 v BGP

194 v IRC

220 v IMAP v3




®

®

®

®

User Datagram Protocol
Connectionless and unreliable

Used for:

— DNS

— DHCP

— Network games

Will retransmit the request if a response is not
obtained in a timely fashion

UDP



UDP Header:
UDP Diagram Format

U 16 3
16-oit UDP source port | 1e-bit UDF gestination port
16-bit message length 16-bit UDP checksum

Lata
Llata

Cisco Learning Institute
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UDP Header:

IP Header Field Information

Header Field Size Meaning

Source Port 16 bits  Source port service access point

Destination Port 16 bits  Destination port service access point

Length 16 bits  Contains the length of the segment
including the header field and the data

Checksum 16 bits  The checksum value of the complete

data segment

Copyright ©2005 by Pearson Education, Inc.
Upper Saddle River, New Jersey 07458
All rights reserved.



ARP and RARP

» The hardware address of the destination

computer must be known before any packet can
be transmitted from one networked computer to
another.

» Uses Media Access control (MAC) address

» ARP uses a direct broadcast message to obtain
the MAC address for a given address

» RARP provides the IP address for a specific MAC
address



ARP and RARP:

Message Format

Cisco Learning Institute
Network+ Fundamentals and
Certification

8

31

16-bit hardware type

16-bit protocol type

8-bit hardware | 8-bit protocol
length length

16-bit operation code

Sender hardware address (first 4 bytes)

Sender hardware address
(last 2 bytes)

1Sender IP address
(first 2 bytes)

Sender |P address
(last 2 bytes)t

Target hardware address

(first 2 bytes)

Targe! hardware address (last 4 bytes)

Target IP address (all 4 bytes)

Copyright ©2005 by Pearson Education, Inc.
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ARP and RARP:

Header Field Information

Meaning Size Meaning

Hardware Type 16 bits =pecifies the type of hardware interface

Fraotocol Type 16 bits specfies the type of high level protocol to get

Hardware Length 16 bits Indicates the length of the hardware addrass

Protocol Length 16 bits Indicates the length of the prolocol address

Operation Code 16 bits Specifies the ARPIRARFP operation (request
or reply) to perform

Sender Hardware 48 bits |dentifies the sender's hardware address

Address

Sander Prolocol 32 bits |dentifies the sender's IP address

Address

Target Hardware 48 bits Place for the target hardware address to be

Address stored {(contains zeros in ARP reguest)

Targat Protocol a2 bits |deantifias the target computar IP addrass

Addrass

Copyright ©2005 by Pearson Education, Inc.
Upper Saddle River, New Jersey 07458
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ARP and RARP:
Using ARP and RARP

192.203.131.137 ‘ et
RARP ARP

Y
00-C0-F0-26-FC-83 | (¢

Cisco Learning Institute
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Certification
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ARP and RARP:
ARP Help Messages

v G\WINDOWS\ System 32\ comenand.com
CiN>ary

Dizplayz and nodifies the 1P-to-Phyasical address tranzlation tablez used by
addroszs resolution protocol <ARPY.

RRP =35 inot_addr eth_addr [if _adde]
fRP ~d inet_addy [(if_addr)
RRP ~a [inet_addr] [N if __addr]

- Dizplays current ARP entries by interrogating the current
protocal data. 1f dncc_addy iz apecified, the 1P and Physic
addreszes for only the specified conputer are diszplaved. IF
nore than one notwork interface uszes ARP, entries for cach A
table ave dizplaved.

-4 Sane az —a,

inet_addr Specifies an internct address.

-N if _addy Dizplays the ARP entrics fFor the notuwoerk interface zpecified
by 1f_adde.

Deleotoz the host spocificd by inct_addr, inet_addr may be

vwildcarded with = to delete all hosts.

Addz the hoszt and associatoes the Internet addrezz inet _adde

with the Physical addeecas eth_addy. The Phyzical addreszss 12

given az 6 hoxadecinal hytes separated by hyphenz. The entry
2 permanent.

eth_addr Specifiez a physical address.

if _addy If prezent, this specifics the Internet addreszz of the
interface whose address translatiom table zhould bhe modified
If not present, the Fivse applicable interface will be uzed,

Exanple:
> arp -z 157.55.85.212 PO-00-B0-62-¢cH-U% ... Adds a static entry.
> ary ~a eeee Dizplayz the arp table.

Cisco Learning Institute
Network+ Fundamentals and
Certification
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ARP and RARP:
ARP Output

CAWINDOWS=>arp -a

Interface: 24.24.78.84 on Interface 0x1000002
Internet Address  Physical Address Type
2424781 08-00-3e-02-07-8d dynamic

ARP table may contain several entries:
Interface: 192.168.1.112 on Interface 0x2000003
Internet Address  Physical Address Type
192.168.1.1 00-20-78-c6-78-14 dynamic
192.168.1.101 00-03-47-8f-15-f5 dynamic
192.168.1.102 00-03-47-8f-05-7a  dynamic
192.168.1.103 00-d0-b7-b5-12-24 dynamic

Another possible output from ARP:
C:\WINDOWS\arp -a
No ARP Entries Found

Cisco Learning Institute Convriaht ©2005 by P Education. |
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DNS

e Domain Name System

¢ Each component on the network has a unique IP
address

¢ A host name can be associated with an IP
address



DHCP

»  Dynamic Host Configuration Protocol

» Protocol for dynamically assigning IP addresses
to devices on a network

» Happen during the bootstrap process

» Device may be assigned a different IP address
each time it connects to a network
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DHCP:

Operation and Properties

Operation of DHCP:

1. The DHCP client sends a DHCPDISCOVER broadcast message at
oool me,

2. The DHCP server offers an IP address to the client (DHCPOFFER).

3. The client notifies the server of its request to use the offered address
{(DHCPREQUEST).

4. The server acknowledges the client's request (DHCPACK).

Additional properties of DHCP:

-,
L
L

]

Carried by UDP datagrams

Based on earlier BOOTP protocol

Found in RFCs 1533, 1534, 1541, and 1542

DHCP client support is built into most operaling systems including
Windows, UNIX/Linux, and many others.

DHCP server support is provided by Windows NT Server,

UMY/ Linux, and other mainframe operating systems. Refer o

Chapter 18 for additional information about running a DHCP server

on Windows NT. Copyright ©2005 by Pearson Education, Inc.

Upper Saddle River, New Jersey 07458
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ICMP

« Internet Control Message Protocol

o Error message may or may not be returned to the
sender due to the use of the use of the UDP as

the transport protocol



SMTP

e Simple Mail Transport Protocol

o Responsible for routing e-mail on the Internet
using TCP and IP



SNMP

o Simple Network Management Protocol

o Defines the format and meaning of messages
exchanged

o Used by the network manager to interrogate
network devices to determine their status and
retrieve stats



ICMP, SMTP, and SNMP:
ICMP Message Format

B-bil type H-bil code 16-bit checksum

Lata

Lata
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ICMP, SMTP, and SNMP:
ICMP Header Field Information (1)

Type Code

o
o

~SN OO bW -0

o o

Description

Echo reply
Destination unreachable
network unreachable
host unreachable
protocol unreachable
port unreachable
port unreachable
fragmentation needed but don't fragment bit set
source route failed
destination host unknown
source host isolated (obgolete)
destination network administratively prohibited
destination host administratively prohibited
network unreachable for TOS
host unreachable for TOS

communication administratively prohibited by filtering

host precedence violation
precedence cutoff in effect
Source quench (elementary flow control)

Query Error
«
v
v
v~
v©
v©
v
v:
v©
v:
/
v©
v©
v©
v~
v'
v©
v:
v©

Copyright ©2005 by Pearson Education, Inc.
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ICMP, SMTP, and SNMP:
ICMP Header Field Information (2)

Type Code
5

0

1

2

3

5 0

9 0

10 0
11

0

1
12

0

1
13
14
15
16
17
18

Description

Redirect
redirect for network
redirect for host
redirect for type-of-service and network
redirect for type-of-service and host
Echo request
Router advertisement
Router solicitation
Time exceeded
time to live equals 0 during transit (trace route)
time to live equals 0 during assembly
Parameter problem
IP header bad (catchall error)
required oplion missing
Timeastamp requesl
Timestamp reply
Information request (obsolete)
Information reply (obsolete)
Address mask request
Address mask reply

Query Error

v©
v:
v'
v©

f

v'

v~
v
v
v
v

f

v~

v©

v©

v:

v©

Copyright ©2005 by Pearson Education, Inc.
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HTTP

o HyperText Transport Protocol

o Used to transfer multimedia information over the
nternet

o Carried via TCP not UDP




HTTPS

o HyperText Transfer Protocol over Secure Socket
_ayer

o Used to exchange encrypted web pages between
a client/server connection

o Used port 443

o Default secure socket layer uses a 40-bit key but
a higher-strength 128-bit key version is available
(and used for most sites and browsers)




PING and Tracert:

Example 1

oy C\WINDOWS\System3z2),

CiNoping www. vahoo.con

Pinging wuw.yahoo.akadng.net (216,189 .118.71] with 32 bytes of data:

Reply from 216,109 .118.71: hytes~32 time~22n3s TTL-419
Reply from 216.189.118.71: hytes~32 time~14ns TTL-49
Reply from 216,109 118.71: bhytes=32 time~17ns TTL-49
Reply from 216.109.118.71: hytez»32 time~1b6nas TTL-19

Ping statiastics for 216.109 . 11B.71:

Packets: Sent = 4, Received =~ 4, lost ~ B8 (8x loss),
Approximate round trip times in milli-secands

Mininum = 14ms, Maxinua =~ 225, Auerage =~ 17ns

N>

Cisco Learning Institute ) ]
Network+ Fundamentals and Copyright ©2005 by F_’earson Education, Inc.
- Upper Saddle River, New Jersey 07458

Certification .
All rights reserved.



PING and Tracert:

Example 2

CiN\>ping

Uzsage: ping [-t] [-al [-n count]) [~]1 sizel] [-F) [~-i
[-» count] [-2 count] [[-] host-liszt] |
[-u tineout] target_namne

Options:
-t Ping the zpecified host until stopped.
To see statistics and continue type Control-Brea
To stop - type Control-C.
Rezsolve addresses to lwstnanes.
count Nunber of echo requests to send.
size Send bhuffer zize.
Set Don’t Fragnent flag in packet.
ITL Tine To Live.
T0S Type Of Service.
count Record route for count hops.
count Tinestanp for count hops.
host~list Loose source route along host-list.
host~1list Strict source route along host~list.
tincout Tineout in mnillisecands to wait for ecach reply.

‘| ] »|

—_—
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PING and Tracert:

Example 3

f ~1 1472 www.yahoo.con

Pinging wwv.valwo . .akadns . net (216,189 .118.67) with 1472 hytes of da

Reply from 216.189 118 .67 bytezs~1472 time~36nz TIL-48
Reply From 216,189 118.67: bytes~1472 time~249n3s TTL-48
Reply from 216,189 118 .67: bhytes=1472 time24nz TTL-48
Reply from 216,189 . 118.67: hytes=1472 time=24ns T1L=48

Ping statisztics for 216.1809.118_.67:

Packetz: Sent = 4, Received = 4, lozt ~ B <82 loss).
fipproxinate round teip times In milli-seconds:

Minimun = Z249ns, Maxinum = 3bns,. Average = 27mu

C:\>
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PING and Tracert:

Example 4

C:\2ping ~f -1 1473 wwu.vyahoo.con

Pinging www.vahoo . .akadons . net (216,189 . 118.74]) with 1473 bhytes of da

Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to bhe fragmented but DF set,
Packet needs to be fragmented but DF sert,

Ping statisztics for 216.189.118_.74:
Packets: Sent » 4, Received =~ 8, lozt » 4 (1882 loszg).

C:\>
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PING and Tracert:

Example 5

<7 C\WINDOWS)\ System3Z\command.com

C:\2tracert wu.vahoo.con

Tracing route to wuw,vahoo.,akadns.net
ovear & naxinum of 39 hops:

na 9 ma
7 mg 114 n3
9 > 26 ms
b 189 ns

18 ma 9 ma
9 ns 10

11 - 18
14 s 17
11 ns 16
16 nz 17

16 ng | 4
31 ns

|
2
3
4
5
f
?
b3
9
)
%)
|
2
3

Irace conplete.

MRS

18.22.96.1 _J
pos8-1-nycenya-rtri.nyc.rr.com (24,

popZ2-nevw-PB-3 . atdn.net (66,185,137,

hbhZ-new-P8-1 . atdn.net
29 ms 9 mz bbbl nye~P4-B_.atdn.net [66.185.152.1
pop2-nye-PB-B.atdn.net [66.185.151.
gso0-7-8-8.garl NewYorkl .Level3. .net |

qe-B-3-8._.bhhrZ NewYorkl.leveli.net |
so-B-1-8.bbri . Wazshington!.levell.ne
gige?-2.ipcolol  Mashingtonl .Laeve l3.
unknoun.leveld.net [63.2180.59.254]

vi3l.baz2-m.den.valwo.con [216.189.
pil3.www.den.yvahboo.con (216,189,118,

=10 X}

(216,189 .118.76)

(66.185.137.1
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PING and Tracert:

Example 6

1 C\WINDOWS\ System3Z\ command.com

Ci:\Jtracert

Usage: tracert [(-d)

[-h maxinun_hops )
Options:
d

Do not resolue
Maximun nunbher
Loose source

-h maxinun_hops
-} host-1list
% Limeout

route along host—-list,
Hait tineout milliseconds

=100 Xj

-4 host—list) [-w timeout) ¢

addresses to hostnames. _J
of hops to search for target,

for sach reply.
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FTP and Telnet:

Example 1

E] FTP - itp_sunybroome. edu - |I:I|£
File Dizconnect  Settings: Macro Help

zbooaa oo FTR Server Werzion %4.1-12] Ready.

Local T ransfer Bemote
d:“games = ASCI [AMNTOMAEOS_J]
| f+ Binary |
. - E Change El _E2000.DIRT -
_ lbzp E El 1 62000-2E.DIR
C 1 dew iz C16311.DIR
T devz [*lRemove[r] | |Cassk.DIR:
] di=t _IEBKDISE.DIR:
] dview - _JEEBEMOM.DIR: =
@ o =l
ZEAFIMAL QS -
4 Cio _—I
LI S ] [ 275.015:2
[« wiew [ |5 275M0TES TS
[ ] 3E P
[ Rename 2] | | = 370w
[2] 2ppend [#] | |[(745.TXT:1
153.M5G1 =]
LIST Directary tranzfer complete. Facro| OFF
(N:;i\(;v?)rlf(ia;zInnd%rlrr:j:tggeand Copyright ©2005 by Pearson Education, Inc.
Certificati Upper Saddle River, New Jersey 07458
ertification

All rights reserved.
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FTP and Telnet:

Example 2

Connechtion Dialog

T elnet

Hozt:

E rulate:

R logir

LUET T

|

shocab. o zunybroome. eduy -

YT320 =

Fort;

23

il
e

Connection Prafile

Type | Mame

Ok

Cancel

Help
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FTP and Telnet:

Example 3

IETEInet - shecab. cc.sunybroome. edu [AA] - |I:I|i|
File Edit Dizconnect Scrpt Seszion Settingz: Help

2| | S| = == | o6 x|

TELS.GIF:1 TCPP.GIF: 1 TDIG.GIF:1 TI-::I-{ERE

TICEERTEXT.CLASS: TICTACTOE.CLASS 2

IPLE=Z . TXT:
SIF -2 TRAMTIMEFC Tl
TUFE . : THMSECURE .« UF.&IF
UTFEEF 5 1: = UTILS.HTH: 3 VL.GIF
X.HTH: =z

Directory ACAD] : [ANTOMNAEOS J.WHW.EET=Z65]

EETEALL.ZIF:1 FOUOIZ.DIE:1 INDEX.

[Feady [FT320 | | (24, 3

Cisco Learning Institute Convriaht ©2005 by P Education. |
Network+ Fundamentals and opyrig y Pearson Education, Inc.
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FTP and Telnet:
IPv6 Address Example

F300:2AC9:0000:0000:0000:00C0:F027:64E2

Each 4-digit hexadecimal group represents 16 bits of binary
addressing information.
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FTP and Telnet:
Subnetting in IPv6

F300:0000:0000:0000:00C0:FOFF:FE27:64E2/48
(or F300::00C0:FOFF:FE27:64E2/48)

C
Copyright ©2005 by Pearson Education, Inc
Network+ Fundamentals and
- Upper Saddle River, New Jersey 07458
Certification

ersey
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FTP and Telnet:

Shorthand Technique for an IPv6
Address

F300:2AC9::00C0:F027:64E2

The address indicates that 48 bits are used for the network address
[leaving 64 bits for the host address and 16 bits for additional
subnetting).
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IPX /SPX:

NetWare Protocol Suite

Cisco Learning Institute
Network+ Fundamentals and
Certification

OSI Layer

Application

Presentation

Session

Transport

Network

Data-Link

Physical

NetWare
Applications
NetWare
core
Netglos | VeWare | protocol
emulator shell _ (NCP)
(client)
SPX
IPX
Ethemet/ Lo"I:e?
IEEE g FDDI
802 3 IEEE
e 802.5

RPC-

based
application| LUB.2
support

RPC

ARCnet R
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IPX:
IPX Packet Structure

Checksum

Packet length

Transport control Packet type

Destination network

Destination node

Destination socket

Source network

Source node

Source socket

Upper-Layer data

Cisco Learning Institute
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Unknown

RIP

Echo packet

Error packet

PEP

SPX

17

NCP

Copyright ©2005 by Pearson Education, Inc.
Upper Saddle River, New Jersey 07458

All rights reserved.



File Server
Intermal IPX address
OncB. D000, 00000301

Chent Workslation
OxBEAD 587 654.321

0xBEAD. 123 456,785
44— |IPX RIP & SAP ———

GNS Request (Client-based SAP} ————»
4—— GNS Reply 8.0000.0000.0001

— Route Request (RIF}) »
44— Route Reply
—— HNCP Request ¥
4—— NCP Reply
Cisco Learning Institute
Network+ Fundgamentals and L'I:E"'It Copyright ©2005 by Pearson Education, Inc.
Certification Upper Saddle River, New Jersey 07458
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IPX

Data
header

30 bytes 0-546 bytes

{A) IPX Packel lransporting some dala

IPX SPX
Data
header header

30 bytes 12 bytes 0-534 bytes

{B) Conneclion onented SPX packel transporting data

Copyright ©2005 by Pearson Education, Inc.
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SPX:

SPX Header

Offset [—— 2 bytes

0

4

Cisco Learning Institute
Network+ Fundamentals and
Certification

e

? bytes ———M|

Conneclion Data stream
control type

Source COnnection 1D

Destination connection 1D

Sequeance Number

Acknowledgment number

Allocation number

Copyright ©2005 by Pearson Education, Inc.
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SPX:

Connection Control Flag Values

Connection Control Flag Meaning
10H (bit 4) Last packet in message
20H (bit 5) Attention
40 H (bit B8) Acknowledgment
80H [bit 7) System packet

Cisco Learning Institute
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0-253 Ignored by SPX

254 End of connection

255 End of connection Ack
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SAP Broadcast Packet
"Add a Service"
"Add Another Service”
“Remove a Service"

F
f
Il

¢ 1

SAP Query Packet
"What's Available?”

&

\Qgent |~y

SAP Response Packet ]
"Here's What's Available”

Cisco Learning Institute
Network+ Fundamentals and

Server Information Table

AETNA 00DOC200:000000000001:0451
AMADEUS 01EEE100:000000000001:0451
BANK OFADE100:0001bc983016:0451
CORP 00D0C200:000000000001:811E
PSERVER 00D0OC200:000000000001:80680
RAMBO ODEAD100:000000000001:0451
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AppleTalk

o Suite of protocol developed for Macintosh
computers

o Uses connectionless (DDP) and connection-
oriented (ADSP)

o File sharing is accomplished using AFP



