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Binary Syster

o This format Is called "dattsmimal notation".

111000000.10101000. DGDDDGW [][][][]EIEIE] |

142 165

\\.//

192 168.1.0



Size of @ Size of
Leading Network Rest

clese Bit String Number Bit
Bit field* field

Class A 0 8 24
Class B 10 16 16
Class C 110 24 8
Class D . not
( ) 1110 not defined defined
GBS 2 1111 not defined "

(reserved) defined


http://en.wikipedia.org/wiki/Multicast

Cla Leading
ss | Bit String

Clas

SA L

Clas

< B 10

Clas 110

sC

Number of
Networks

127

16,384

2,097,152

Addresses
Per Network

16,777,214

65,534

254



Class

Class A

Class B

Class C

Class D

( )

Class E
(reserved)

Leading
bits

10

110

1110

1111

Start

0.0.0.0

128.0.0.0

192.0.0.0

224.0.0.0

240.0.0.0

End

127.255.255.2
95

191.255.255.2
95

223.255.255.2
95

239.255.255.2
25

255.255.255.2
95

equiva
lent

/8

/16

124

14

14

Default

255.0.0.0

255.255.0.0

255.255.255.0

not defined

not defined


http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
http://en.wikipedia.org/wiki/Subnet_mask
http://en.wikipedia.org/wiki/Multicast

Hubs Versus Switches:
Hubs Broadcast on all Point

¢ Hubs broadcast frames received on one port t
other port

¢ Switches forward a received frame to a specifi
port



Hubs Versus Switches:
Hubs Broadcast on all Points

4-port hub
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Broadcasts copies of the frame from
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Hubs Versus Switches:
Switches Forward Frames to Specific |

d-port switch
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| 4-port switch
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Sent from A directly to station F

-

on port 4 Each hnk 15 1n its own collision domain
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, Switches use the MAC address for each port t
send to the correct port

, Save port addresses in a lookup table

, If the MAC address iIs found in the table, the
frame Is forwarded to the associated port.

, If the address is not found, the frame Is broadc
to all ports. Once it is accepted further broadc:
for that station will not be required.



Inside a Switch:
Block Diagram of a Switch
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Input Port Log

¢ Contains the Ethernet receiving logic and buffe
for received frames.

o Buffering received frams lowers the rate of
collisions and allows the switching facric to be
busy for short periods of thime without losing
data.



Output Port Log

¢ Each output port contains and Ethernet
transmitter and output frame buffer

o Buffer required to prevent the switching fabric
from stalling

o Input and output frame buffers allow different
speed between ports



Responsible for directing the " " .
received frames from each InSIde a SWltCh-

input port to the appropriate SWitChing Fabrics
output port

(A) Crosshar switch

Crossbar switch is a

two dimensional set 1 1 |
of data buses. Any = " 1 £ R o I 2
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AJpdates and searches the
MAC address table

AConfigures the switching
fabric

AViaintains the proper flow
control through the switch
fabric

Inside a Switch:
CAM Organization

Destination MAC address
from received frame
O0-CO-FO-3C-88-17

All addresses

are compared |, [

with the input
address al the
same time.

L

00-CO-FO-27-64-E2

s 00-20-78-CE6-7T8-14
<EMPTY =

00-CO-FO-3C-88-17

-

4

4  Qutput port
—# 1 Address match
1 - Match
- Mot found




¢ Store and Forward Switching
I Entire frame iIs stored as it is received

I If valid the frame is forwarded to the appropriate
output port via the switching fabric

I Latency delay

o CutThrough Switching
I Reduces the latency

I As soon as the destination MAC address of the fral
IS received, the forwarding process begins

I Errors can be propagated



Switches versus Rout

,» Switches are layer 2 (lbat&)
» Routers are layer 3 (Network)

, Use microprocessaised circuitry to route
packets between networks based on their IP
address.

, Switches are used within networks to forward

ocal traffic intelligently.

Routers are used between networks to route
nackets between network in the most efficient
manner.




Routers Versus Switches

Router services:
= FRoute discovery
= Selection of the best route to a destination
= Adaptation to changes in the network

#» Translation from one lechnology to another, such as
Ethemnet to token ning

* Packet filtering based on layer 3 address, protocol, or
UDP/TCP port number

« Connection to a WARMN
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Routing Protocols

Routing protocols:

» are the languages thal routers use o communicale
between themselves.

# are nolt used for data communication o end users (PCs).
» are used to pass network path information between routers.

« Operate at the Network layer (layer 3} in the OS] model.
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Routing Protocols:

Questions to Answer to Figure Out What Routing Protoc

Questions to answer to find what routing protocol to use:
» What is the size and complexity of the network?
e Which service provider will handle the network data?
* What are the network traffic levels?
» ‘Whal are the security needs?
» What level of reliability is required?

« What are the organizational policies?
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Routing Protocols:
Ground Rules

Each router must follow a few ground rules to allow it to process
Network layer data:

Communicate on a LAN just like any other station. For example, on
an Ethernet network, a router communicates using CSMAJ/CD and
monitors the media for their MAC address and any broadcast
messages.

Maintain tables with routing information for all reachable networks.

Forward or block traffic based on the destination network address.

Drop all packets to unknown destinalicns or pass the packets o a
default path.

Forward directed broadcasts between networks if permitted by the
organization.

Perform FCS checks on each transferred packet.
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Routing Protocols:

Netstat

C:\WINDOWS>netstat -r

Route Table
Active Routes:
Network Address Netmask Gateway Address
0.0.00 0.0.00 2424781
2424780 255,255.255.0 24.24.78.84
24247884 255.255.255.255 127.0.0.1
24.255.255.255 255.255.255.255 24.24.78.84
127.0.0.0 255.0.0.0 127.0.0.1
224000 224.0.00 24.24.78.84
255255255255 255.255.255.255 24,24,78.84
Active Connections:
Proto Local Address Foreign Address

TCP server.1024
TCP server;4424
TCP server:4970
TCP server:4981
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Interface Metric

24.24.78.84
24.24.78.84

127.0.0.1
242478.84

127.0.0.1
24.24.78.84
24.24.78.84

State

sbeeab.ce.sunybroome.edu: 139 ESTABLISHED
fip-eng.cisco.com:ftp CLOSE_WAIT
mail3-1.nyroc.m.com:pop-3 TIME_WAIT
sunc.scitwiv.ac.uk:80 CLOSE_WAIT
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Routing Protocols:
A Router Connecting a Network to the Inte

@
s

Router
24.24.78.1

o
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24.24.78.14 24.24.78.84 24.24.78.39
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Routing table

o Static

I A number of predefined routes are created and the
lacks the ability to discover new routes.

I Network administrator needs a detailed knowledge
network topology and must take the time to manual
and update the routing table as condition change.

o Dynamic
I New routes can be discovered or old routes update:
required

I Maintains routing tables automatically using periodi
demand messages through an ongoing communica
between routs using he routing protocols.

I Require little ongoing maintenance and are fault tol



Autonomous Syste

, Each connected network Is part of a larger
network called and Autonomous System (AS)

» An AS Is a network or group of networks and
router controlled by a single administrative
authority

,» An Autonomous System number is associated
with each AS

» Different routing Protocols are used when rouc
Inside or between an AS



Interior Gateway Protocols

Interior Gateway Protocols

=  Routing [nformation Protocal (RIFY: An BEFC-hased distance-
vector [GP,

=  Routing [nformation Protocal 2 (RIP-23: An enhanced wersion
of RIF that includes suppart for Classless nter-Domain
Fouting (CIDEY and authentication

= Interior Gateway Houting Protocol (IGEPY: A distance-wector
|IGF developed by Cisco Systems, Inc. inthe 19805, IGREP is
capable of load balancing multiple network paths based on
delay, bandwidth, [oad, and reliability of the links.

»  Enhanced Interior Gatewway Routing Protocol (EIGREP): A
bybrid 1GP {possessing characteristics of both
distance-vector and link-state protocols) developed by Cisco



Interior Gateway Protocols(c

distance-vectar and link-state protocols) developed by Cisco
syvstemns, Inc. EIGRP extends 1GREP to support CIDR and
provides several other enhancements.

=  QJpen Shaortest Path First (O3FPF): Link-state IP protocol that
is primatrily used within an autonomous system but can also
be used as an EGF as well (though this is not normally
done). 23PF includes authentication and has become the
IF routing protocaol of choice in large environments.

= [ntermediate Systerm to Intermediate Systerm (15-15): O5)-
based connectionless link-state protocol.

Each ofthese protocols will be covered in more detail [ater in this
chapter.



Interior and Exterior Gateway Protocols
Interior versus Exterior Gateway Protoc
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Interior and Exterior Gateway Protocols
RFCs Associated with Routing Protoc
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