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Network Management:
Monitoring a Network

* System hardware/software configuration and management
* Metwork storage management

» Users (permissions, access limes)

e Time (NTP Application Management)

* Secunty management

* Metwork traffic performance management

+ Hardware and software maintenance

» [isaster planning and backup management

* Consulting and outside resource management
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GET Retrieve a specific object

GET-NEXT Retrieve a collection of objects in a MIB tree

SET Create or modify a specific object

TRAP Send notification of an event to a management station
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How SNMP Is use

o« The SNMP protocabecifies the format of
SNMP messages and the rules on how the
messages are exchanged

¢ Structure of Management Information {1$MI)

rules for specifying the type of management
Information collected

« Management Information Basei(kbBgction

of the entire list of managed objects used by a
device
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Network Securi

¢« Methods used to secure the data
I A computer should not be connected to a network
I All of the information on a computer can be publicly
accesses
¢ Methods used to regulate what data can be
transmitted

I Placing routers, firewalls, etc. between the data an
the users
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Threats and Remedies:

Typical Information Exchange Scenarios Between A and
(C) Interception
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Threats and Remedies:

Typical Information Exchange Scenarios Between A and
(D) Madification
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Threats and Remedies:

Typical Information Exchange Scenarios Between A and
(E) Fabricati®on(C pretends to be A)
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Threats and Remedies:
Different Types of Security Measure

Accessibility Allow access to information on a restricted basis

Accounting Records what the user did, what he accessed
and for how long

Authentication Correctly identify the origin of an electronic
message

Authornization After Authentication, what a user is allowed o
access and what operations the user is allowed
o perform

Availability Make sure that computer resources are available
when needed

Confidentiality Allow only authorized parties lo access
information

Integrity Allow only authorized parties to update
information

Nonrepudiation Provide a mechanism to prevent the sender the
ability to deny having sent an electronic
transmission



Virus Types
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Boot Sector/Master boot se

¢ Transmitted when an computer Is rebooted. Vi
IS loaded into the system memory



Program or file virus

¢ aftach themselves to executable program

e When you run the program the virus is transfer
to your system memory

o Mmay replicate itself further



Macro Viruse

¢ Infect files run by application that use macro
languages (all Microsoft Office products)

¢ VIrus can execute commands understood by t|
applicatiae macro language.



Multipartite viruse

o Characteristics of both boot sector viruses anc
viruses

o May start out in the boot sector and spread to
application or vice versa



Worms and Trojan hor:

o Same type of results as viruses and are writtel
wreak havoc on a system or network

I Stealth, polymorphic and armored



Network Sniffel

Today, sniffers exist in two broad varieties.

The first Is a staaldne product incorporated into a port:
computer that consultants can carry to customer sites
Into the network to gather diagnostic data.

The second is part of a larger package ofmetwimkng
hardware and software for helping organizations keep
their LANs, WANs and Web services.

These bundles give administrators a centralized view
networks to monitor #eylel activity, such as which
applications are running, which users are logged on tc
network and who is the source of unusually large files
volumes of traffic.
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Cliphear
Clpheriext
Cleartaxt

Cryptography
Cryptoanalysis

Cryptology
Decryption
DES

Dss

Kay

MISET

MES

Plain Text
Private Key
Public Key
RE4

Plain Text Encryption:
Network Security Terms

Description
The method used o encrypt and decrypl dala
An encrypled message
Crriginal data in unmodified form
Process o encode dala to keep information sacret
Process to break a ciphertext message without knowledge of the key
Branch of mathematics that studies cryptographic methods
Retfrieving a plain text message in Ciphartext
Data Encryption Standard
Data Signalure Standard
A secret key used to encrypl or decrypl data
Mational Institute of Standards and Technology
Mational Security Agency
Orginal data in unmodified form
A key used to decrypl a message
A key used to encrypl a message

Rivest-Shamir-Adelman encryption alganthm
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Plain Text Encryption:
Decoding NetBIOS Names

CA| AA|

|EE |FC |EP |EO |EF |DC |CA |CA

EE becomes 44, which is an ASCII D,

FC becomes 52, which is an ASCI R.

EP becomes 4F", which i3 an ASCII O.

EQ becomes 4E*, wheih is an ASCII M.

EF becomes 45, which i1z an ASCII E.

DT becomes 32, which 1z an ASCI 2.

CA becomes 20, which is a blank,

AA becomes 00, which signifies the end of the name.

* Mote that P-A = 15, which is a hexadecimal F.
O-A = 14, which is a hexadecimal E.
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Kerberos and SSL.:
TCP/IP Stack

Aduthentication service developed at MIT

Mesigned to authenticate requests for network resources

Application

solL
Transport

Users a designated server with a database
containing the secret keys of all users



Kerberos and SSL.:

Message Exchange

The exchange of messages between S5L-enabled server
and S5L-enabled client is designed to facilitate the
following actions:

= Authenticate the server 1o the client

* Allow the client and server to select the
cryplographic algorithms, or ciphers, that they both
support

* (Optionally authenticate the client o the server

# Lse public-key encryption techniques to generate
shared secrets

* Establish an encrypted S50 connection
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Secure Sockets Layer (S

» Protocol developed by Netscape to facilitate
secure communication on the Internet

» Uses public key encryption

,» SSL record protocol defines the format necess
to transmit data

,» SSL Handshake protocol uses the SSL record
protocol to exchange messages between the
server and client when they first establish a
connections



PublieKey Encryption, Certificates, and
Information Exchange Using fK@yliEncryptior
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PublicKey Encryption, Certificates, and F
Opportunities Provided by CAs

» Manage Web sile domain names and server
certificates

¢ Safequard network resources using public-key
encryption

* Secure network applications such as e-mail and
messaging

« Enable e-commerce applications that support online
payments and purchases

A method to help guarantee the sender of an email message is
who he claims to be



PublieKey Encryption, Certificates, and F
PGP Features

e Uses the best cryplographic algorithms as basic
building blocks, including public-key encryption and

cartificates of authority

¢ LUnlimited distnbution of source code and
documentation

* Mot controlled by a government or other standards
arganization
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Masqueradin

» Also know as spoofing

,» Enables one party to masgquerade as another
party (without authority)

» |IP masqguerading

» Transmit network traffic from one network to

another using a masqueraded IP address



Spoofing, Firewalls, and Proxy Server:
Communication Network Protected by a Fit
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