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Network Management:
Monitoring a Network
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Protocol Analyzers



SNMP:
Fundamental Simple Network Management Protocol Operations
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How SNMP is used

The SNMP  protocol ïspecifies the format of 

SNMP messages and the rules on how the 

messages are exchanged

Structure of Management Information (SMI) ïthe 

rules for specifying the type of management 

information collected

Management Information Base (MIB) ïcollection 

of the entire list of managed objects used by a 

device





Network Security

Methods used to secure the data

ïA computer should not be connected to a network

ïAll of the information on a computer can be publicly 

accesses

Methods used to regulate what data can be 

transmitted

ïPlacing routers, firewalls, etc. between the data and 

the users



Threats and Remedies:
Typical Information Exchange Scenarios Between A and B

(A) Normal
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Threats and Remedies:
Typical Information Exchange Scenarios Between A and B

(B) Interruption
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Threats and Remedies:
Typical Information Exchange Scenarios Between A and B

(C) Interception
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Threats and Remedies:
Typical Information Exchange Scenarios Between A and B

(D) Modification
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Threats and Remedies:
Typical Information Exchange Scenarios Between A and B

(E) Fabrication ï(C pretends to be A)

Cisco Learning Institute

Network+ Fundamentals and 

Certification

Copyright ©2005 by Pearson Education, Inc.

Upper Saddle River, New Jersey 07458

All rights reserved.



Threats and Remedies:
Different Types of Security Measures



Virus Types
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Boot Sector/Master boot sector

Transmitted when an computer is rebooted. Virus 

is loaded into the system memory



Program or file viruses

attach themselves to executable program

when you run the program the virus is transferred 

to your system memory

may replicate itself further



Macro Viruses

Infect files run by application that use macro 

languages (all Microsoft Office products)

Virus can execute commands understood by the 

applicationôs macro language.



Multipartite viruses

Characteristics of both boot sector viruses and file 

viruses

May start out in the boot sector and spread to 

application or vice versa



Worms and Trojan horses

Same type of results as viruses and are written to 

wreak havoc on a system or network

ïStealth, polymorphic and armored



Network Sniffers

Today, sniffers exist in two broad varieties. 

The first is a stand-alone product incorporated into a portable 

computer that consultants can carry to customer sites and plug 

into the network to gather diagnostic data. 

The second is part of a larger package of network-monitoring 

hardware and software for helping organizations keep tabs on 

their LANs, WANs and Web services. 

These bundles give administrators a centralized view of 

networks to monitor high-level activity, such as which 

applications are running, which users are logged on to the 

network and who is the source of unusually large files or high 

volumes of traffic. 



Plain Text Encryption:
Network Security Terms

Cisco Learning Institute

Network+ Fundamentals and 

Certification

Copyright ©2005 by Pearson Education, Inc.

Upper Saddle River, New Jersey 07458

All rights reserved.



Plain Text Encryption:
Decoding NetBIOS Names

Cisco Learning Institute

Network+ Fundamentals and 

Certification

Copyright ©2005 by Pearson Education, Inc.

Upper Saddle River, New Jersey 07458

All rights reserved.



Kerberos and SSL:
TCP/IP Stack

ÅAuthentication service developed at MIT

ÅDesigned to authenticate requests for network resources

Users a designated server with a database 

containing the secret keys of all users



Kerberos and SSL:
Message Exchange
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Secure Sockets Layer (SSL)

Protocol developed by Netscape to facilitate 

secure communication on the Internet

Uses public key encryption

SSL record protocol defines the format necessary 

to transmit data

SSL Handshake protocol uses the SSL record 

protocol to exchange messages between the 

server and client when they first establish a 

connections



Public-Key Encryption, Certificates,  and PGP:
Information Exchange Using Public-Key Encryption
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Public-Key Encryption, Certificates,  and PGP:
Opportunities Provided by CAs

A method to help guarantee the sender of an email message is 

who he claims to be



Public-Key Encryption, Certificates,  and PGP:
PGP Features
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Masquerading

Also know as spoofing

Enables one party to masquerade as another 

party (without authority)

IP masquerading

Transmit network traffic from one network to 

another using a masqueraded IP address



Spoofing, Firewalls, and Proxy Server:

Communication Network Protected by a Firewall
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