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Unit 6

| Windows 2000/XP
‘User Accounts and
. Networking




The Windows &
Logon

Enter Windows Pazsword 7| x|

Type a name to dentify pourself to\wWindows, Enter a ‘ 0K I
pazzword IF pow want to,

Tip: |f pou don't enter a pazeword, pou won't get thiz Lancel ‘

prompt again at startup,

User name: IMannind

Fazzwoaord: I




Log On to Windows

Microsoft

Copyright @ 1985-1999
Microsoft Corporation

Server

Built an NT Technology

I s R e e - e R
LIser name: Adriniskrator
Password:
Log on to: DELFI *

‘ QK H ancel \ ‘ Cpkions < <




A Windows Logon
Account

AAIl users must have an account

AAIl accounts have specific
rights and permissions




A Local Accounts

AUsed in Workgroups and stand
alone systems

AAccount details stored on the
Nl ocal 0 machi ne




( Domain Accounts

AUsed in networks with NT or
Windows 2000/2003 servers

AControls local machine and
network access

W AAccount details stored on the
server




Buillt -in User Accounts

\ AAdministrator
" | AGuest



. Administrator Account

4 AThe installer has administrator
‘ privileges.

| AThe administrator creates other
accounts.

W AThe administrator is all
powerful.

i

mg'; . \\X ‘



Creating User

Accounts
New users ar
added with the === = ®= 2=

‘g Computer M anagement [Local] g.ﬁ.dministratnr Bl

Elﬁ& System Toolz QE”C Eric
C O I I l p u te r (H-{g]] Event Viewer I Guest B uail-i
@ Suztem Information @Jnhn Johi
@ Performance Logs and Alerts
g Shared Folders
an ag e I I l e nt g Device Manager

Local Users and Groups

Snapin o

-] Disk Mar
[ Disk Def Refresh

= Logical [ Expuort List...
@ R ernowal
Ej--@ Services anc Help

Il

Creates a new Local User accaunt




E3 Control Panel M =] E3

J File Edt ‘fiew Favaortes  Toolz Help |
J = Eoch « = - | ‘@h Search L) Folders £ 4 History |E’ PR | £~

.-“-‘-.l:h:lresa IIEI Cantral Panel I ff'i';'ﬁ':'

el - |
L] o)
e &dd/Remove  Add/Remove Accessibility DateTime
Control Panel Hardware Programs Options

Administrative Tools

Configures administrative settings : _
For wour computer Dizplay Folder Optionz Fontz _ Game Internet

=
Configures administrative settings for pour computer %r

Adminiztrative Tools

Windows Update - — -
wWindows 2000 Suppaort @ J File Edit “iew Favortes Tool: Help
J ¢aBack - = - | @Search L Folders @Histnr}l | E EE{ D | R
KE_'r' Jf-‘-.u:lu:lress [48) Administrative Tools J 'Ef'}
|, Y
E fe Component Computer Data Sources Event Wieweer  Local Security
) Administrative Services b anagement [ODEBC] Falicy
Fri Tools = Manages dizks and provides access to ather tools to manage local and rel
@ COMpLUbers.
Perfarmance Services Telnet Server

Sharkcuk

T Computer Management
& Adrniniztration

|Eu:unfigures administrative settings for your comput | Manages disks and provides access
ko othet koals ko manage local and

remake compubers,

Modified: 1/5/2001 1:33 PM
Size: 1.53KE

Attribukes: (normal)




Taskbar and 5tart Menu Properties

seneral  Advanced l

_ustormize Skark menu

: | ¥ou can cuskomize wour
Liajaa| Startmenu by au:lu:ling or
remawing ikems From ik,

To remove records of

-

il recently accessed
docurnents, programs, and
Web sites, click Clear,

Add...

Rermnowve, ..

Advanced...

Re-cork

Zlear

akark Menu Settings

SPIaY "-. all'y ke
] Dlsplay Favorites
[] Display Logoff S
] E:-:pancl Cc:ntru:ul F‘anel -
QK Cancel Apply
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&

by Documents

T

.

by Computer

[P _ _. .
|ﬁﬂ Lomponent Services

0

Computer M anagement
Frograms l_'_:D: SEEESSONES
= CaptureEze Pro
' EE DacLments b |'_':|::|| Startup
. @ Internet Explorer
(54 Dutlook Express

adrministrative Toolz

2z% to ather bools to manage
lozal and remaote complters.
Local Secunty Palicy

v v

el

Ferformance

=

Settings -

b H['-.-'il_:HE:

T elnet Server Adminiztration

Help

Run...

Shut Do,




&

by Documents

E =plore

Search...
'

b ap Metwork Dnve. ..

Dizconnect Mebwark Dirive. .

: Shortcut

Froperties
e

|rternet
E =plorer

Connect to the
|nternet




LI Computer Management

J Action  Wiew |J = = | |

BRERNE

Tree I

Computer b anagement [Local)
EI@ System Tools
- |g]] Event Viewer

E Spstemn Information

ﬁ Ferformance Logs and Alerts

EI @ =L

Refresh

----- g Logical O Export List...

: l @ R emoval
- gﬁ Services anc, MeP

M arme Full M ame Diescription |
g.&dministratnr Built-in account for admini
Q Eric Ernic
E Guest Built-in account for guest .
@Jnhn Jahiry

Mew Uszer 7 x| |
Uszer name: T_{Thumb
Full narne: Thornas Thumb
Drezcription: Handytdan
Pazswiord: T

HEMNMENNERY

Confirm password:

[T User must change password at next logon
[T User cannot change password

[T Pazzword never expires

[T Account is disabled

Creates a new Local Uzer account

Create I Cloze |

S IGEREEEE W T




MNew User

zer name:

Full hame:

Drezcription;

T [Thurb

Thomas Thumb

Handpbd an

FPazzword:

Confirmn pazzwaord:

EL T T

EL T T

[~ User must change password at next lagon

[~ Uszer cannot change pazsword

[T Pazzword never expires

[T Account iz dizabled

‘ Create I

Close

15



r L} Computer Management

= 10] x|

E)

| . Computer Management [Local]
EI ﬁ& Syztemn Tools

[+ @ Event Viewer
- g System Information

EI @ Starage

------ El Chzk. M anagement

------ E Cizk. Defragmenter

----- =) Logical Drives

I @ Removable Storage
I @_ﬁ Services and Applications

ﬁ FPerfarmance Logs and Alerts

1] Action  Wiew “ E= o= | | by
Treel

M arne Full M ame Drezcription
E.ﬁ.dministratnr Euilt-in account far
E Ernic Enc
,% Guest Euilt-in account far

Jahn

EJDHH

Thomaz Thumb

H andubd an

16



User Groups

_ ol %

w2 B 2

Mame

Description

[y = 8 Adrministrators
~ | |¥S Backup Operators
@Guesta

o gpnwer LIsers

% Replicator

gl_lsers

w
. 4|

Administrators have full access to the computer /domain

Backup Operators can only use a backup program to backup file
Guests can operate the computer and save documents, but canr
Power Llzers can modify the computer and install programs, but

Supports file replication in a domain

|Izers can operate the computer and save documents, but cann

[

|

17




Eric Properties

General MEW@ETDfleHEI

kember af:

EE;?UEEH

Add...

Hemove |

aE.

Cancel

Apply
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: Select Groups

Lock in:  [(=§ JaHN-2000

I arne I Folder
W Administratars JOHN-2000
@ Backup Operators JOHM-Z2000
¥ Guests JOHN-2000
8 Power Usars JOHNM-2000
8 Replicatar JOHNM-2000
8 Users JOHNM-2000
tdd | Check Names

JOHM-Z2000%Power Ugers: JOHMW-20005R eplicator ; JOHM 20005 zers

| k. I

Cancel |
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Eric Properties

General Member Of | Prafile I

A tember of:
:x ‘ EPDWE[ Uszers
W [E Replicataor
[E Users

Add... I Hemoye |

Q.

Cancel

Apply

20



Administrators

- AAdministrators have full access
to the computer/domain

21



| Users

i AUsers can operate the computer
and save documents, but cannot
Install programs or make

Mr potentially damaging changes
,q' to the system files and settings
"

mg; . \\x ‘ 22



Power Users

APower Users can modify the
computer and install programs,
but cannot read files that belong
to other users

23



Backup Operator

ABackup Operators can only use
a backup program to backup
files and folders from the
computer

24



5 Local Security Settings

J Action  Wiew |J = o= | ||I§

Tree | Policy Lacal Setting Effective Setting

5P Security Settings ¥ access this cormputer from the network Backup Operator...  Backup Operator...

-8 account Policies (B8] act as part of the operating system
&8 Password Palic Add wiorkstations o domain

58 Account LockoL E.an:k up files and directories Backup Cperator...  Backup Operator..,
.08 Local Policies Eq.rpaaa traverse checking Backup Operator,.,  Backup Operator...

w08 Audit Palicy Change the system time Power Users,ad...  Power Users,ad...

E¥]Create a pagefile Administrators Administrators

9 User Rights As: ¥ Create a token object

'@ Securit:.f D'_:'t_i':'r [B¥]Create permanent shared objects
E' Public Key Policies ¥)Debug prograrms administrators administrators
o B¥)Deny access to this computer from the netwaork

------ (1 Encrypted Data

-8 1P Security Policies Bf)Deny logon as a batch job
Deny logon as a service

[B¥]Deny logon locally
Enable camputer and user accounts 1o be frusted for del...

B¥Force shutdown from a remote system Administrators Administrators

¥ Generate security audits

f]Increase quotas Adrministrators Administrators
[B¥)Increase scheduling priority Adrministrators Administrators
2¥Load and unload device drivers Administrators Administrators
LDl:k pages in memary

&%)Log on as a batch job

Lug O 35 3 service

B¥Log on locally Backup Operator... Backup Operator...
EfjManage auditing and security log Administrators Administrators
REnodify firmware environment values Administrators Administrators
¥)Profile single process Power Users,Ad...  Power Users, Ad...
f)Profile system performance Administrators Administrators
Remn:we computer from docking station Power Users,Us... Power Users,Us.,,
Bfreplace a process level token

Bfrestore files and directories Backup Operator...  Backup Operator...
Bf)shut down the system Backup Operator...  Backup Operator...
¥ Synchronize directory service data

8] Take ownership of files or other ohjects Administrators Administrators




by Diocuments

el

bR

File Edit “iew Inzert Fommat Help

D2 |E| SR a0 mE] x| &
[l =] [0 =] [westem ~] B|;|g|g§:}| E§| | 55|

R

by Computer

_E"'I""I"I"E I

Thiz is the Administratar's desktop. It 1z using default settings.

Recycle Bin

s

Irtermet
E =plarer

X
Connect to the

Internet

For Help, presz F1

| Staltl

J @ ﬁ |‘.;§] |J| Document - WordPad | 11:39 &AM



by
Diocuments

r
¥
by
Computer

%E
-

ky
Mebwa. .

Recycle
Bin

Document - WordPad

For Help, press Fl

Document - Wo...

Ifizett

Format

Help

Ie

of the icons

and the taskbar. |

11:33 AM




A\

EX T_Thumb

File  Edit

Yiew  Favontes

Tools

Help

= Back = = - | “E Search ||:|:‘_-|F|:|I|:Iers « A History | FESLF ROl TS | FEFE

| Address II:I T_Thumb

o Go
Folders » 1 - = D D
hﬂ Dezktop ﬂ LD —
[+ +-54y My Documents e Cookies Desktop
EI @. by Camputer T Thumb
I 1£ 2% Floppy [A:]
! = HEATH L] Select an item to view its D
[+-= Mew Yolume [D:) descriptian, _
EIQ HEATHEIT [E:] - Favaontes My Documents
- -] Documents and Settings '
. D 1l Users by D ocurnents
- Erie My Metwork Places D
(-] JobnT i Compute Start kenu
ER=] 1_1hurb
I:l Frogram Files o
O WINNT
i @ Compact Dizc [G:]
I = Mew alume [K | -
= T
A objectz] [pluz 9 hu:lu:len] [Dizk, free space: 774 MB) 205 kB |E.EJI by Computer o
1
"Ry "




by
Diocum

by
Com pL

Recy

Bin

Tomzde:

_ Ol x

Wiew Favomntes Tools Help

|
J f= EiEch v £|| il Search ||:|:jFI:|II:Ier3 - A Histary |" WK | A
|

Address Ig by Camputer TI (>GD

Fald =l T I
¥ H = = =
__%3:;”% t = WFloppy  HEATH  MNew  HEATHKIT
: Y Llacuments M}f Cumputer ] [C:] YWolume [D:] [E:]
E---g My Computer ) )
=4 3% Floppy [ | E} = i
=3 HEATH [C] Select an item to view its rl_ N
: a - . mrnm sk =L
H-= M e Yalume (D] I:I::.Danr::;:lll

|_:_|1El HEATHEIT [E:]
=] Documents and 5 ettir

My Computer

e ErDocuments and Settings'\Eric 15 not accessible.

Arcess is detded.

-] Program Files
-] WINNT
]@ Compact Dizc [G:)

Dk

[
=3 Mew Yalume [K:]
{58 Control Panel
EEI-- My Metwork Places
P Recycle Bin

‘EI bytes

‘ 3 My Computer

v

11:53 AM
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Device Manager

/1\




( Access Is Controlled

AAccount must be created

APermissions and Rights must be
granted to users

AWith proper configuration,
security can be absolute.

31
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Windows
Security



Local Area Connection 3 Prof 2| X

Leneral |

Connect uzing:

I ﬂﬁ aCarn EtherLink =L 10100 PCI MIC [3C305-Tx] #2

| Configure I

Wl & AppleT alk Protocol bl
| | B
Irztall... | L rirztall | Froperties
— Descrption

Enables thiz computer to log on to Nebware zervers and
access ther resources.

W Shaow icon in taskbar when connected

Ok, Cancel
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New Folder Properties e 2| X

General 2harng | Securit_l,ll

Y'ou can share this folder among other users on vaour
nebwork. To enable shanng for thiz folder, click Share this
folder.

i Do not share this folder
—i* Share thiz folder

Share name:  |Mew Faolder

Comrnett;
U zer lirnit: " paximum allowed
T Allow —:II Uszers
To zet permizzions for how uzers access this Permizsians

falder over the netwoark,, click Permizsions.

T o configure zettings for Offline access to Cachi
thiz shared folder, click Caching. el

| aF. I Cancel Apply




Permissions for New Folder 7| %]

Share Permizzions |

M arne Add...
Evemnone
ﬁ Fermove |

Fermizzions: £l Creny
Full Control ]
Change ]
Head ]

Q. Cancel Ay
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: Select Users, Computers, or Groups

Look in: |(= JOHN-2000

Add | el Nl

M armne I Falder -
7 Eric JOHM-2000
7 Guest JOHM-2000
7 John JOHM-2000
% A dministratars JOHN-2000
g Backup Operators JOHM-2000
o Guests JOHN-2000
Power Users JOHM-2000 M

£ Tppe names separated by semicolons or chooze fromm st >

Cancel |
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Share Permissions

AShare Permissions do not affect
local users

AShare Permissions control
access from the network
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