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|. Risks and Concerns

Il. UKIA Structure for
UK HealthCare

[11. Work Product
(Previous, Current, Future)



®

Public Exposure

40,909 patient discharges
in 2018 — an average of
113 per day

677,996 hospital
outpatient visits

1.7 million ambulatory
clinic visits

Audit Duration

Annual financial statement
audit
Regulatory compliance

audits
= Federal
= State

External Factors

Grants
= Federal/state
= Private
Contracts
= \endor
= Partnerships
Industry accreditation
=  The Joint Commission

Control Environment 1

Key leadership changes
8,875 Full-time
equivalent employees
Ancillary locations

UK HealthCare Profile

Materiality

$1.7 billion in revenue
Building Efficiencies
through Strategic
Transformation (BEST)

Pharmacy
» Retail
= Hospital

Control Environment 2

Implementation of
Electronic Health Record
(EHR) system

Numerous applications
(50+)

Physical infrastructure

= Data centers
= Network
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Regulatory Compliance
Common Events

« Pharmacy Regulations
Drug Pricing Program

« Fair Labor Standards Act
(FLSA)

 Health Insurance
Portability and
Accountability Act
(gLIZAVAY!

* False Claims Act

« Emergency Medical
Treatment and Labor Act
(EMTALA)

o Stark Law

Industry-wide




« Pharmacy Regulations
Drug Pricing Program

« Fair Labor Standards Act
(FLSA)

 Health Insurance
Portability and
Accountability Act
(gLIZAVAY!

* False Claims Act

« Emergency Medical
Treatment and Labor Act
(EMTALA)

o Stark Law

Regulatory Compliance
Common Events

¥

HealthCare
 Dispensing

« Non-Compliance
with HIPAA

« Time Reporting

UK HealthCare




Information Technology
' Common Events

» Cybersecurity

 Disaster Recovery
* Infrastructure
 Capacity Management

» Access Management

Industry-wide

* Mobile Device
Management
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Industry-wide

» Cybersecurity
Disaster Recovery

Infrastructure

Capacity Management

Access Management

Mobile Device
Management

%

Information Technology
Common Events

HealthCare

UK HealthCare

Single Enterprise
EHR Platform
Maintenance and
Updates

Role-based Access
Deprovisioning
Encryption

Access Management

Endpoint and Mobile
Device Management

Server Configuration




Business Operations
Common Events

* Health Information
Management

« Billing and Collections
« Charge Capture

« Coding

Industry-wide




Business Operations
Common Events

%

HealthCare

* Health Information
Management

Contract Management

Tracking Transactions
« Billing and Collections

Cash Handling
« Charge Capture

Manual Coding
« Coding

Inventory Management

Industry-wide
UK HealthCare
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Il. UKIA Structure for
UK HealthCare



Auditing Structure By Enterprise Divisions

[
| | | [ |
: . : Campus Finance and

Affiliates

UK Research Foundation
Central Kentucky Management Services

Mining Engineering Foundation
Gluck Equine Foundation
Center on Aging Foundation
Humanities Foundation




IEII{E UKIA Hours By Enterprise Division

Division

Fiscal Year 2019 Hours

Academics 21.46% 20.77%
UK HealthCare Academics
29% 23%
(4,557 hrs.) (3,728 hrs.) Campus Operations  11.87% 5.6%
: Finance and 12.98% 34.83%
Campus Operations Administration
12%
1980 hrs.) Administration A% 3.12%
Administration Finance and
3% Administration -
(521 hrs ) 33% Affiliates 11% 1.1%

(5,188 hrs.)
0% Affiliates

53.18% 34.57%
HealthCare (8,857 hrs.) | (4,667 hrs.)



UKIA Resources
Dedicated to UK HealthCare

Executive Vice Andit and
President for Compliance

° AS Of March 2019, UKIA Finance and Committee

Administration

dedicated one principal
IT auditor and one senior Chief Andit
. - Executive
business auditor to work
Wlth UKHC External Liaison Business Liaison

Administrator

« The two audit consultants Editorial Assistant -
now collaborate with the | iy Asurance
infrastructure team for
UKHC inquiries and
investigations. P

Special Projects

Anditors

IT Aundit Business Andit
Manager

Manager

2 Sendor
Anditors

3 Anditors
Data Coordinator
Specialist




UKIA Structure

Compliance
Program

- Repetitive Audits
- Data Mining

UK
Healthcare
Two

Infrastructure

Support Inquiries &

- Quality Dedicated Investigations
- Communications

Resources

Project
Administration
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Nine UKIA Services

Comprehensive
Reviews

Repetitive Audits
Assessments
Follow-up Reviews
Consultations
Inquiries &
Investigations
Information
Technology Reviews
Data Mining
Training

Ii% UKIA Activity in UK HealthCare

Fiscal Years 2017 - 2019

Inquiries &
Investigations
10

Consultations Comprehensive
3 Reviews
18

Follow-Up
Reviews
9

Repetitive
Audits
13

Assessments
3



% Approved Work Prioritization

Processes

Contract Management

Family Educational Rights
and Privacy Act (FERPA)

Health Insurance Portability and
Accountability Act (HIPAA)

Conflicts of Interest

Regulatory Compliance

Student Fees

Agency Accounts

ProCard

Cash Handling

Vendor Master File

Deprovisioning

Capital Construction




% Approved Work Prioritization

Processes

11
12

Contract Management

Alumni Associations

Family Educational Rights
and Privacy Act (FERPA)

Shared Services

Health Insurance Portability and
Accountability Act (HIPAA)

Service Centers

Conflicts of Interest

501(c)(3) Entities

Regulatory Compliance

Required by Kentucky Revised
Statutes (KRS)

Student Fees

Agency Accounts

ProCard

Cash Handling

\Vendor Master File

Deprovisioning

Capital Construction

Academic Units




Ei_!é Approved Work Prioritization

11
12

Processes

Contract Management

Alumni Associations

Applications

In-house Applications

Family Educational Rights
and Privacy Act (FERPA)

Shared Services

Server Configuration

Health Insurance Portability and
Accountability Act (HIPAA)

Service Centers

Conflicts of Interest

501(c)(3) Entities

Regulatory Compliance

Required by Kentucky Revised
Statutes (KRS)

Student Fees

Agency Accounts

ProCard

Cash Handling

\Vendor Master File

Deprovisioning

Capital Construction

Academic Units

Unit Applications




FY2020 UK HealthCare Work
Prioritization: Current Activities

Approved Work . :
pproved Vi Project Name Risk Factor Components*
Prioritization
Contract 2019 MCO2 Crothall (15) (16) Event (7) Industry
Management Operational Identification Compliance
2020 MCO01 Center of (5) State (2) Customer (18) IS
Excellence in Rural Health Regulations Type Applications
Regulz_atory 2019 MCO04 Ryan White (1) Customer (6) Federal (20) Management
Compliance Grant Clinical Review Type Regulations Requests

2020 RAO3 UK HealthCare

Norsing Trauma and Acute Care oy et el ifee dendifontion
Surgical Services (ACSS) g g
Cash Handling, 2019 MCO05 Patient (16) Event  (9) Transaction .
Expanded Scope  Financial Services Identification \olume {2) Uteel el
. . 2019 CPO06 College of (4) Program (20) (6) Federal
Academic Unit - : L Management )
Medicine Expansion Visibility Regulations
Requests
Clinical Unit, 2020 PP06 Family and (16) Event (2) Customer :
Expanded Scope  Community Medicine Identification Type §2)) CIECIEEEL

* See Appendix A at the end of this presentation.



FY2020 UK HealthCare Work Prioritization:
Follow-Up Activities

Approved Responsible Business Risk
Work E\rea Project Name Factor
Prioritization Components*
COTIEE! LS I—_IeglthC_are Network Medical Devices Review
Management Administration
Clinical Unit Colle_ge_z i Ophthalmology - Administrative Procedures
Medicine
- : College of ;
Clinical Unit Medicine Sanders Brown Center on Aging (7) Ind_ustry
Compliance
UK Pharmacy Cash Management
Kentucky Clinic Pharmacy Cash Handling 15) Operational
Cash Handling Pharn_1acy Turfland Retail Pharmacy Cash Handling (1) Op
Services o .
University Health Pharmacy Cash Handling (20) Management
Specialty Pharmacy Cash Handling Requests
ProCard Pharmacy UKHC Pharmacy Services ProCard
Services
Regulatory UK Police UKHC Good ?amarltar_l Security
Compliance Department INAIG GRS ST : :
UKHC Eastern State Hospital Security

*See Appendix A at the end of this presentation.



FY 2020 Audit Projects Affecting
UK HealthCare

Approved Work : :
pproved vi Project Name Risk Factor Components*
Prioritization |
2020 CPO1 Cost Savings (15) (20)
Contract Management . : Management
Analysis Operational
Requests
: (7) Industry (6) Federal (5) State
RegUlEehy ComplkTes Grants Compliance Regulations Regulations
- )
Vendor Master File VeIt Maste_r AlE Transaction  (5) Operational (18) I.S
(Campus-wide) Applications
\Volume
. 2020 CCO02 Conflicts of (16) Event (12) Internal
el e e s Interest Identification Audits

* See Appendix A at the end of this presentation.



UKIA/UKHC Partnership

Ongoing Meetings, Committees,
and Partnerships

Information Gathering and Updates

Office of Corporate Compliance
Vice President and Chief Financial Officer
Chief Information Officer
Office of Legal Counsel

Partnerships for Discovery and Resolution

Risk Management Advisory Committee
Compliance Ethics Committee
Office of Sponsored Projects Administration (OSPA) Advisory Group

UKIA also has an internal Healthcare Committee which meets biweekly
to discuss UKHC issues, trends, and priorities.

UKIA Trainings Include UK HealthCare Employees
The Business of Fraud
Advanced Fraud
BOTT — Business Operations Training Transformation




UK HealthCare
Monthly Dashboard
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1 University of
% Kentucky

UK Internal Audit
Mission Statement

To support UK in its pursuit of excellence by providing expert analysis
and advice to champion the achievement of management objectives.



Appendix A: Risk Factors and Risk Components

Business Risk . St 3
Factor Component Scoring Criteria Rating Scale
H = International and National
1 7 1
. (1) Frequently covered areas increase M = Local (City and State)
Media Coverage exposure
L = University outlets
H = External to University
2 . . .
@ Areas interacting with external patrons M Bt g
Customer Type mcrease exposure
Public L = Internal clientele***
Exposure H = International and National
3) Increased public awareness increases 3
Cotrent At e M = Local (City and State)
L = Internal to the University
H = International and National
4
( ),, Sy Areas of prominence increase risk M = Local (City and State)
Program Visibility
L = Internal to the University
H = Direct University/unit impact
5 : . . .
© : Highly regulated areas increase risk M = Impact to organizations
State Regulations
L = Limited or no impact to University or organizations with ties to University
H = Direct University/unit impact
6 : 3 : E :
External ©) . Mandatory regulations increase risk M = External clientele impact
Factors Federal Regulations
L = Limited impact to University, unit or external clientele
H = Internal or External area with little to no compliance
7 : i s .
@ ; Compliance decreases risk M = Internal or External area with limited compliance
Industry Compliance
L = Internal or External area with moderate to good compliance
H = One source of revenue
8
® Inc_rez_xsed nEbEE Ok souites dociEase M = Two to three sources of revenue: one not stable
Source of Revenue unit risk
L = Multiple stable revenue sources
H = High level of daily transactions
Materiality ®) Higher volume increases risk M = Moderate amount of daily transactions

Transaction Volume

L = Sparse amount of daily transactions

(10)
Budget Breakdown

Limited source reliance increases risk

H = All revenue sources unstable **Stable vs. Unstable

M = One stable revenue source with the rest unstable

L = All stable/renewable revenue sources




Appendix A: Risk Factors and Risk Components

Business Risk
Factor

Component

an

Transaction Complexity

Scoring Criteria

Process with higher number of steps
increases the risk

Rating Scale

H = Multiple steps and individuals involved

M = Moderate number of steps and individuals involved

L = Appropriate and simple to follow steps with appropriate individuals involved

H = More than five years since audited

(12) The longer the unit has gone without = 5 - 5
fiternal A st it the Highes thi sisk M = Two to five years since audited
L = Two or less years since audited
H = More than ten years since audited
s = (13) The longer the unit has gone without . E : :
Audit Duration Ext i S mdE s e et M = Four to nine years since audited
L = Three or less years since audited
H = More than 8 years since audited
(14) The longer the unit has gone without 5 5
Other Audits an audit, the higher the risk M = Four to seven years since audited
L = Three or less years since audited
H = Involves multiple personnel and multiple tasks (4 or more tasks)
15
( ) Process complexity increases risk M = Moderately complex with several personnel involved
Operational
L = Simplified process with appropriate number of personnel involved
H = Catastrophic/extreme impact to University
Control (16)

Environment 1

Event Identification

More incidents will increase risk

M = Significant impact to University

L = Limited damage to University

H = Dysfunctional turnover (costly to University)

an . .
S ) Leadership and strategic changes T . s
Key Posﬂl;c;n Tumover e M = Voluntary turnover
3 L = Involuntary or Functional (low-performer leaves) turnover
H = Essential
18
( _) . Svstem criticality determines risk M = Operational Enhancement
IS Application
Control L= Non-Essential
Environment 2 H = Low monitoring of high-level access personnel

(19) Centers managed outside of IT

Data Centers

increases risk

M = Moderate monitoring of high-level access personnel

L = High monitoring of high-level access personnel

(20)

Management Requests

Level of expertise determines risk

H = Source and knowledge

M = Customer complaint

L = Second-hand information (hearsay)




